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You can also manually change the color of your background by going 
to VIEW > SLIDE MASTER.  After you finish working on the master be 
sure to go to VIEW > NORMAL to continue working on your poster. 
 

How to add Text 
The template comes with a number of pre-formatted placeholders 
for headers and text blocks. You can add more blocks by copying and 
pasting the existing ones or by adding a text box from the HOME 
menu.  
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You can simply copy and paste charts and graphs from Excel or Word. 
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How to change the column configuration 
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Friday, your order will ship out that same day. Next day, Second day, 
Third day, and Free Ground services are offered. Go to 
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This PowerPoint 2007 template produces a 36”x48” 
presentation poster. You can use it to create your research 
poster and save valuable time placing titles, subtitles, text, 
and graphics.  
 
We provide a series of online tutorials that will guide you 
through the poster design process and answer your poster 
production questions. To view our template tutorials, go 
online to PosterPresentations.com and click on HELP DESK. 
 
When you are ready to print your poster, go online to 
PosterPresentations.com 
 
Need assistance? Call us at 1.510.649.3001 
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Zoom in and out 
 As you work on your poster zoom in and out to the level 

that is more comfortable to you.  
 Go to VIEW > ZOOM. 

 
Title, Authors, and Affiliations 

Start designing your poster by adding the title, the names of the 
authors, and the affiliated institutions. You can type or paste text 
into the provided boxes. The template will automatically adjust the 
size of your text to fit the title box. You can manually override this 
feature and change the size of your text.  
 
TIP: The font size of your title should be bigger than your name(s) 
and institution name(s). 
 
 

 
 

Adding Logos / Seals 
Most often, logos are added on each side of the title. You can insert 
a logo by dragging and dropping it from your desktop, copy and 
paste or by going to INSERT > PICTURES. Logos taken from web sites 
are likely to be low quality when printed. Zoom it at 100% to see 
what the logo will look like on the final poster and make any 
necessary adjustments.   
 
TIP: See if your school’s logo is available on our free poster 
templates page. 
 

Photographs / Graphics 
You can add images by dragging and dropping from your desktop, 
copy and paste, or by going to INSERT > PICTURES. Resize images 
proportionally by holding down the SHIFT key and dragging one of 
the corner handles. For a professional-looking poster, do not distort 
your images by enlarging them disproportionally. 
 

 
 
 
 
 
 

Image Quality Check 
Zoom in and look at your images at 100% magnification. If they look 
good they will print well.  
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We	start	by	increasing	the	rate	at	which	node	
A0	transmits	packets	over	its	channel,	in	
compliance	with	the	IEEE	802.11	standard.	

The	transmissions	by	node	A0	cause	packet	
collisions	at	node	B1.	These	collisions	require	
node	A1	to	retransmit	packets.	The	increased	
rate	of	packet	transmissions	by	node	A1	
impact	node	A2	and	so	forth.		

This	effect	keeps	propaga/ng	and	amplifying,	
resul/ng	a	network-wide	denial	of	service.	
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Experimenta?on	Testbed	and	Result	

1Division	of	Systems	Engineering,	Boston	University		
2College	of	Computer	and	Informa/on	Science,	Northeastern	University	

Liangxiao	Xin1,	David	Starobinski1,	and	Guevara	Noubir2	

Global	Conges/on	AXacks	on	Wi-Fi	Networks	via	Interference	Coupling	

ü  Node A0 can trigger a phase transition, resulting in a congestion 
collapse over the entire network.  

NS-3	Simula?ons	under	Minstrel	RAA	

Network	

Abstract	
Hidden nodes can lead to serious channel congestion in Wi-Fi 
(IEEE 802.11) networks. Such vulnerability of Wi-Fi networks can 
be utilized by attackers to achieve a global denial of service attack, 
through an interference coupling phenomenon whereby collisions 
induced by a hidden node lead other hidden nodes to retransmit 
and congest the channel. In this paper, we demonstrate the 
feasibility of a remote and protocol-compliant interference 
coupling attack in Wi-Fi networks. Our results, supported by 
testbed experiments and NS-3 simulations, provide a feasible 
scenario for a local attack to propagate in space and time and cause 
a congestion collapse of the entire network. The results show that 
the retry limit and the load of node play important roles in the 
success (and prevention) of interference coupling attacks.  
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Conclusion	
²  Interference coupling attacks are feasible in Wi-Fi networks. 
² A small change in the traffic rate of the attacker can lead to a 

phase transition of the entire network, from uncongested state to 
congested state.  

² The phase transition only occurs when the retry limit is larger 
than 7.  
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When node A0 transmits, the throughput of nodes A20 and A40 
vanish. Their average bit rates reduce to 1 Mb/s.  

Load ρ at node Ai (i ≥ 1)
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#	Tx	pairs	 3	

Wi-Fi	Card	 TP-LINK	TL-
MN722N	

Protocol	 IEEE	802.11n	ad	
hoc	

Packet	 1500	bytes	UDP	
Tx	Power	 0	dBm	

#	Tx	pairs	 40	
Packet	 2000	bytes	UDP	
Propaga/on	Loss	between	Ai	and	Bi,	Ai	and	Bi+1	 80	dB,	70	dB	
Transmission	Power	 40	mW	
In	AP	mode,	nodes	Ai	are	sta/ons	and	nodes	Bi	are	access	points.	

When node A0 increases its 
transmission rate to 1 Mb/
s, the throughput of nodes 
A1 and A2 vanish.  

Ø Node Ai transmits packets to Bi.  
Ø Node Ai is a hidden node with respect to Ai+1. A collision 

happens at node Bi when Ai and Ai+1 transmit simultaneously.  
Ø RTS/CTS is disabled. 

When node A0, A1, and A2 
transmit at 400 Kb/s, the 
throughput of all the nodes 
remain in the vicinity of 
400 Kb/s.  

AP	mode	

NS-3	Simula?ons	at	Lowest	Bit	Rate	(1Mb/s)	

Retry	Limit	R	=	7	

As the (exogenous) load at node 
A0 increases, the utilization of 
remote nodes (e.g., A20 and A40) 
exhibits a phase transition.  

The utilization converges as i 
gets large. When the load at node 
A0 changes from 0.4 to 0.6, the 
sequence of utilization converge 
to different limits.  

Load at node A0
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Phase Transition 

Point 

Ø A phase transition only occurs 
when the retry limit is large. 

Ø A region of (exogenous) load 
exis ts in which a phase 
transition occurs. 

Ø  The size of the phase transition 
region increases with retry 
limit. 
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Different	Retry	Limit	

Retry	limit	
(R)	

Region	of	load	ρ	in	
which	a	phase	
transi?on	occurs.	

R	=	4	 No	phase	transi/on	
R	=	7	 ρ	∈	(0.12,	0.16)	
R	=	10	 ρ	∈	(0.08,	0.14)	


