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Email Service
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ØOne of the popular services on the Internet
ü 4.26 billion users, 3.13 million emails per second[1]

ØOne of the oldest applications on the Internet
ü First email (1971) , SMTP (1982)

ØPlays a crucial role in modern communication
ü Academic communication or business communication

ØA special Internet ID card
ü Registration validation, Password recovery

[1] How Many Email Users Are There in 2023 | 99firms

https://99firms.com/blog/how-many-email-users-are-there/
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Email Security is Important

Email service has also become an important target for attackers.
Phishing

Data Stealing

Ransomware

Email Spoofing
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SMTP Lacks Authentication Mechanisms

Simple Mail Transfer Protocol (SMTP)  has no built-in security mechanisms to authenticate the 
sender identity, when initially designed. Thus, attackers can impersonate an arbitrary sender 
address to send spoofing emails.

HELO a.com
MAIL FROM:<alice@a.com>

From:<alice@a.com>
To:<bob@b.com>

SMTP
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Email Authentication Chain

ØSender Policy Framework (SPF)

ØDomainKeys Identified Mail (DKIM)

ØDomain-based Message Authentication, Reporting and Conformance (DMARC) 

6



7

What is SPF?

➜ dig txt +short tsinghua.edu.cn
"v=spf1 redirect=spf.tsinghua.edu.cn”

➜ dig txt +short spf.tsinghua.edu.cn
"v=spf1 ip4:101.6.4.0/24 ip4:166.111.204.0/24 ip4:166.111.2.24/29 
ip4:59.66.3.24/29 ip4:101.5.3.24/29 ip4:101.6.3.24/29 
ip4:183.172.3.24/29 ip4:183.173.3.24/29 include:spf.icoremail.net -all”

Verifying sender’s IP based on Mail 
From/Helo

DKIM

Verifying an email based on DKIM-
Signature

Associating the identity 
in MIME From

with SPF/DKIM

Sender Policy Framework(SPF) is an IP-based email authentication protocol that binds
senders’ IP addresses with the identity to be authenticated.
SPF plays an indispensable role in the email authentication chains.
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The Workflow of SPF

Sender Sender’s MTA Receiver’s MTA UI Renderer

SMTP
HTTP SMTP

POP3
IMAP
HTTP

1

2

3
Publish authorized IP 
lists via DNS

Query the domain in 
HELO and MAIL FROM 
to obtain the IP lists

Check if the sender’s IP 
address matches the IP 
lists. If yes, SPF pass.

a.com TXT 1.2.3.0/24

IP Address: 1.2.3.4 1.2.3.4 matches 1.2.3.0/24
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SPF Deployment in Reality

The Adoption Rate of SPF/DKIM/DMARC in 
Alexa Top 1M Domains[1]

[1] A Large-scale and Longitudinal Measurement Study of DKIM Deployment (USENIX 2022)

A recent study[1] shows that SPF is the most commonly used email authentication protocol. 
ü 69.8% in MX domains from the Alexa Top 1M domain list have deployed SPF. 
ü The adoption rate of SPF is significantly greater than that of DKIM and DMARC. 

SPF

DKIM

DMARC

69.8%

37.0%

15.1%
The Adoption Rate of SPF among 

Tranco Top 1M Domains



10

The Potential Security Risks in SPF

▪ Vulnerable Configuration
• Configure SPF records too broadly and include too large subnets
• 51.7% of domains include more than 65,536 (216) IP addresses

[1] Neither Snow Nor Rain Nor MITM . . . An Empirical Analysis of Email Delivery Security (IMC 2015)

Size of SPF Permitted Network[1] IP Coverage Analysis of SPF Records 
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The Potential Security Risks in SPF

▪ Vulnerable Configuration
• Configure SPF records too broadly and include too large subnets
• 51.7% of domains include more than 65,536 (216) IP addresses

▪ Fragile Trust Model of SPF
• Based on the IP address only
• Anybody who owns the IP address can send spoofing emails

▪ Shared infrastructures violate the assumptions of SPF
• Centralized email services and centralized SPF deployment 

• A single IP address may be able to send emails on behalf of thousands of domains 
• A large number of IP addresses available from shared infrastructures

• The era of cloud services has lowered the barrier for attackers to obtain IP addresses 



▪ Research Goal: 
▪ Evaluate the potential systemic security risks in the SPF deployment
▪ Find vulnerable domains which can be abused to email spoofing attacks
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Our Research

▪ Research Gap: Lack of analysis from the perspective of IP availability
▪ A feasible email spoofing attack bypassing SPF requires:

▪ Vulnerable SPF configuration
▪ IP addresses can be obtained by attackers

"v=spf1 ip4:107.21.107.7/16 mx -all" 
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BreakSPF Attack Model
▪ Attacker’s Goal: Send spoofing emails to arbitrary victims 
▪ Attacker’s Abilities:

▪ have access to public shared services (e.g., cloud services)
▪ able to identity vulnerable domains influenced by their controlled IP address

▪ Attack Effect: Bypass the existing email authentication chain
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BreakSPF Framework

▪ In this work, We have designed an evaluation framework called BreakSPF: 
• Measure the deployment of SPF throughout the SPF dependency tree
• Collect IP addresses from shared infrastructure automatically
• Identity SPF vulnerabilities with convinced evidence

The workflow of BreakSPF Framework



▪ Step I – Domain Collection: involve a total of 7,183,870 domains, which 
include Tranco Top 1M domain names and their subdomains. 
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BreakSPF Framework

▪ Step II – SPF Scanning: extract the domain names corresponding to include
and redirect mechanism and traverse the SPF dependency tree recursively

Tranco Top
1M Domains

Domain Collection

Passive DNS
Dataset

Domain 
Set

Filter subdomains

SPF Depen-
dency Tree

Network
Scanning

Domain 
Set

SPF ScanningScan the SPF dependency tree recursively



▪ Step III – Data Processing: process the results of the SPF scanning and 
perform four types of analysis (adoption rate of SPF, grammatical analysis of 
SPF records, include mechanism analysis, and IP coverage of SPF records) 
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BreakSPF Framework

▪ Step IV  – Database Building: create mappings from the IP addresses to 
their corresponding domain names (SPF Reversed Database)

{“domain”:“example.com”;“cidr”:“16”} 

3,232,235,520 (192.168.0.0/16) 



▪ Step V – IP Collection: 
▪ Sort out a list of shared infrastructures attackers can obtain public IP addresses 

on the Internet
▪ Cloud servers, Proxy services, Serverless functions, CI/CD tools, and CDN services. 
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BreakSPF Framework

However, many shared infrastructures only support HTTP 
transmission (e.g., CDN Services). How do we utilize these 
shared IP addresses to launch email spoofing attacks?
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Cross-Protocol Attacks

▪ The Similarities between HTTP and SMTP
• Both are text-oriented protocols with similar structure
• Email servers have high robustness which can receive and ignore unidentified 

SMTP commands 



Cross-Protocol Attacks

▪ We identify three types of cross-protocol email spoofing attacks
• SMTP Embedded as HTTP Body (A1) 
• SMTP Embedded as HTTP Request (A2) 
• SMTP Embedded as HTTP Header (A3) 
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▪ Step V – IP Collection: 
▪ With cross-protocol attack techniques, HTTP services can also be used to send emails.

▪ IP Pool Scale: a total of 87,430 IP addresses from 5 types of shared infrastructures

▪ IP Distribution: come from 201 /8 subnets, 11,162 /16 subnets, and 49,471 /24 subnets. 

▪ Geographical Distribution: These IPs come from 4,383 ASN and cover 181 countries and 
regions.

▪ Cost: per IP address less than $0.01
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BreakSPF Framework

Global Distribution of Collected IPs 
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BreakSPF Framework

▪ Step VI – Email Spoofing: send spoofing emails to arbitrary victims via 
shared infrastructures on behalf of vulnerable domains. 

▪ Step V – IP Collection: 
▪ Query the IP address from our designed Web API of the SPF Reversed Database

▪ Identify if current IP addresses are exploitable or not 



Overview of BreakSPF Experiments
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5 types of shared 
infrastructures

27 different platforms

87,430 IP addresses

67,373 successful hits
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Key Findings

ØSPF vulnerabilities are prevalent on the Internet.

ü 23,916 vulnerable domains, 23 in Top 1000, 1,653 in Top 100,000.

ü Managing SPF records correctly is not that easy, and even well-known technical 

companies like Microsoft and Tencent will make mistakes.



Key Findings
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▪ Shared Infrastructures Magnify SPF Vulnerabilities
• More and more domains host their email service to email providers.
• When email providers’ configuration is vulnerable…
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Key Findings

ØThe centralization of SPF deployment magnifies SPF vulnerabilities.

ü Centralized email services led to centralized SPF deployment 

ü a vulnerable SPF record can influence more than 10,000 domains

ü a single IP address can send emails on behalf of more than 10,000 domains



Case Study
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A spoofing email sent to Gmail impersonating admin@meeting.tencent.com



Case Study
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The spoofing email passed the verification of SPF and DMARC.
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Responsible Disclosure 

Security Response Center (SRC): directly submit vulnerability 
reports to the domain vendors that hold SRC or have cooperation 
with HackerOne, such as Tencent, Shopee, and Trendmicro. 

Email Contraction: contact the domain administrators by sending 
reports to five designated email addresses, namely security@, 
abuse@, postmaster@, support@, and info@ 

Response: Before we submitted the paper, 7945 domains had 
already fixed their SPF vulnerability. All vulnerable domains  
have at least eight months to fix the vulnerabilities. 
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Mitigation

Port Management: Strengthening port management 
(e.g., port 25 and 465) for cloud services can effectively 
prevent attackers from cloud IP abuse.

Online Detection Services: We developed an online SPF 
vulnerability detection service for email administrators, 
which can be accessed at https://breakspf.cloud

DMARC Reports: Email administrators can periodically 
check DMARC reports to detect if there exist emails sent 
from uncommonly used IP addresses 
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Summary

▪ Proposed BreakSPF framework: the first systematic analysis of SPF 
vulnerabilities from the perspective of IP availability.

▪ Proposed novel cross-protocol attacks: attackers can use HTTP services to 
launch email spoofing attacks.

▪ Conducted a large-scale experiment: Collected a comprehensive set of IP 
addresses (87,430) from five types of shared infrastructures settings across 
the Internet

▪ Our experimental results highlight: 
▪ Shared infrastructures magnify SPF vulnerabilities.
▪ SPF vulnerabilities are prevalent on the internet.



Thanks for listening!
Any questions?

Chuhan Wang, Tsinghua University
wch22@mails.tsinghua.edu.cn


