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Limitation: Co-Measurement

• Co-Measurements (two or more relays in the cluster are measured simultaneously) greatly limit the inflation 
factor of the attack

• Theoretical analysis was performed using historical bandwidth data from May to July 2022
• Co-measurements rarely occur for clusters of up to 120 relays 
• Inflation factor of up to 92 times with 120 relays is theoretically possible
• With 10 dedicated servers (100MB/s and 109 relays each) running the MirageFlow attack 50% of Tor’s traffic 

can be controlled
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Detection Based on Historical Data
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Some observations suggest that this attack technique might be in use in the wild

Countermeasures are either limited or not very practical

There is a need for a more resilient measurement solution
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