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MCU-based Devices are Ubiquitous
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But at the Same Time, They Are Extremely Vulnerable
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How to Effectively Find Firmware Bugs?
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State-of-the-Art Solutions
• µAFL [ICSE'22]
• GDBFuzz [ISSTA’23]
• Idea: 
• Run the firmware on device 
• Use special hardware to collect 

execution information 
• Stream the collected info on PC

• Limitations:
• Limited to fuzzing
• Only collect code coverage

• Require hardware features
• ETM, breakpoint



IPEA: In-vivo Probe, Ex-vivo Analysis

• IPEA seamlessly integrates into existing firmware development 
workflow and does not rely on additional hardware

Non-intrusive

• The instrumented firmware collects arbitrary run-time information 
essential for firmware analysis, without dependent on special 
hardware

In-vivo

• Offload analysis to the PC, leaving the instrumentation on the device 
lightweight

Lightweight
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information in-vivo via stateless 
instrumentation

• Steam the collected information to 
development PC via debug dongle
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• IPEA-Core: Download testcases to the 
target device, parse the collected 
information and deliver to the intended 
plugin

• Analysis plugins
• IPEA-San: a pointer-based sanitizer
• IPEA-Fuzz: a graybox fuzzer with edge 

coverage as feedback
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IPEA-San Plugin
• Pointer-based sanitizer

• Avoid shadow memory
• Each pointer is associated with metadata of its capability (bounds and validity)
• E.g., SoftBound [PLDI’09]

• Memory tagging
• A variant of pointer- based sanitizer

• When an object is allocated, its memory and receiving pointer are given the same tag
• All accesses to that memory must be made by a pointer having the same tag

• E.g., Arm MTE

• We virtually extend the capability of MCUs by emulating an enhanced Arm 
MTE
• Cooperation between the instrumented firmware and IPEA-San plugin on PC
• Support unlimited number of tags compared with Arm MTE



Running Example – w/o IPEA-San 

1. ptr = malloc(size); // object creation
2.  
3.
4. newptr = ptr + index; // pointer propagation
5.
6.
7.
8.   
9. value = *newptr; // pointer dereference

21



Running Example – w/o IPEA-San 

1. ptr = malloc(size); // object creation
2. ptr_base = ptr; 
3. ptr_bound = ptr + size; 
4. newptr = ptr + index; // pointer propagation
5.
6.
7.
8.
9. value = *newptr; // pointer dereference

22



Running Example – w/o IPEA-San 

1. ptr = malloc(size); // object creation
2. ptr_base = ptr; 
3. ptr_bound = ptr + size; 
4. newptr = ptr + index; // pointer propagation
5. newptr_base = ptr_base; 
6. newptr_bound = ptr_bound; 
7.
8.
9. value = *newptr; // pointer dereference

23



Running Example – w/o IPEA-San 

1. ptr = malloc(size); // object creation
2. ptr_base = ptr; 
3. ptr_bound = ptr + size; 
4. newptr = ptr + index; // pointer propagation
5. newptr_base = ptr_base; 
6. newptr_bound = ptr_bound; 
7. if ((newptr < newptr_base) || (newptr+sizeof(*newptr) > bound)) 
8.    abort(); 
9. value = *newptr; // pointer dereference
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Running Example – w/o IPEA-San 

1. ptr = malloc(size); // object creation
2. ptr_base = ptr; 
3. ptr_bound = ptr + size; 
4. newptr = ptr + index; // pointer propagation
5. newptr_base = ptr_base; 
6. newptr_bound = ptr_bound; 
7. if ((newptr < newptr_base) || (newptr+sizeof(*newptr) > bound)) 
8.    abort(); 
9. value = *newptr; // pointer dereference
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Running Example – w/ IPEA-San 

1. ptr = malloc(size); // object creation
2. send_to_PC(OP_NEW, ptr, ptr + size, ptr_id); 
3.  
4. newptr = ptr + index; // pointer propagation
5. send_to_PC(OP_PROP, newptr_id, ptr_id);
6.  
7. send_to_PC(OP_CHK, newptr, sizeof(*newptr), newptr_id);
8.  
9. value = *newptr; // pointer dereference
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Running Example – w/ IPEA-San 

1. ptr = malloc(size); // object creation
2. send_to_PC(OP_NEW, ptr, ptr + size, ptr_id); 
3.  
4. newptr = ptr + index; // pointer propagation
5. send_to_PC(OP_PROP, newptr_id, ptr_id);
6.  
7. send_to_PC(OP_CHK, newptr, sizeof(*newptr), newptr_id);
8.  
9. value = *newptr; // pointer dereference
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Metadata Recovery and Maintenance on PC

ptr = malloc(size);
send_to_PC(OP_NEW, ptr, size, ptr_id);
newptr = ptr + index;
send_to_PC(OP_PROP, newptr_id, ptr_id);
send_to_PC(OP_CHK, newptr, sizeof(*newptr),\

newptr_id);
value = *newptr;

• Each pointer is associated with a
compiler-generated unique ID.

• Instrumentation streams out pointer
operations to the PC

• On receiving pointer operations, the 
IPEA-San plugin on PC recovers the per-
pointer metadata.



Metadata Recovery and Maintenance on PC

ptr = malloc(size);
send_to_pc(OP_NEW, obj, obj_id, size);
newptr = ptr + index;
send_to_pc(OP_PROP, ptr_id, obj_id);
send_to_pc(OP_CHK, ptr, ptr_id, sizeof(*ptr));
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Metadata Recovery and Maintenance on PC

ptr = malloc(size);
send_to_PC(OP_NEW, ptr, size, ptr_id);
newptr = ptr + index;
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Tag Overlay
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IPEA-Fuzz Plugin

• Firmware Instrumentation
• A random number is generated at compile-time to identify a basic block.
• The random numbers are sent to IPEA-Fuzz plugin at run-time.

• IPEA-Fuzz Plugin
• Maintains a 64KB bitmap shared with AFL to record the number of hits for

a particular edge.



Experiment Setup

• Tested prototype boards (7)
• NXP FRDM-K64F (1MB flash / 256KB SRAM)
• NXP FRDM-K66F (2MB flash / 256KB SRAM)
• NXP LPCXpresso55S69 (640KB flash / 320KB SRAM)
• STM32-NucleoF411R (512KB flash / 128KB)
• STM32H7B3I-DK (1MB flash / 1MB SRAM)
• Raspberry Pi Pico (2MB flash / 264KB SRAM)
• nRF52-DK (192KB flash / 24KB SRAM)

• Debug dongle
• SGGER J-Link Edu



Evaluation

• RQ1: What kind of memory errors can be captured by IPEA-San?

• RQ2: Can IPEA-San reduce resource consumption on MCUs?

• RQ3: Can the combination of IPEA-San and IPEA-Fuzz find bugs?



RQ1: IPEA-San Capability

CWE Index Description # Tests

CWE 121 Stack-based Buffer Overflow 2,432

CWE 122 Heap-based Buffer Overflow 1,594

CWE 124 Buffer Underwrite 682

CWE 126 Buffer Overread 524

CWE 127 Buffer Underread 682

CWE 415 Double Free 190

CWE 416 Use After Free 118

CWE 476 NULL Pointer Dereference 234

CWE 761 Invalid Heap Pointer Free 152

Selected Testcases in Juliet Testsuite



RQ1: IPEA-San Capability

CWE Index
IPEA-San ASan

False Negative (%) False Positive (%) False Negative (%) False Positive (%)

CWE 121 0 0 1,220 (50.16%) 0

CWE 122 0 0 42 (2.26%) 0

CWE 124 0 0 170 (24.92%) 0

CWE 126 0 0 179 (34.16%) 0

CWE 127 0 0 170 (24.92%) 0

CWE 415 0 0 0 0

CWE 416 0 0 0 0

CWE 476 0 0 0 0

CWE 761 0 0 0 0

Total 0 0 1,781 (26.95%) 0



RQ2: IPEA-San Overhead



RQ3: IPEA-Fuzz Evaluation



RQ3: IPEA-Fuzz Evaluation

Found 7 zero-day bugs:

• 3 in popular IoT libraries
• 4 in peripheral driver code, including a commercial product



Conclusions

• We present the design and implementation of IPEA firmware
analysis framework and two analysis plugins for it.

• They seamlessly integrate into existing firmware development
environments, allowing developers to run advanced firmware
testing while developing firmware.

• By offloading analysis to the development PCs, the proposed
analysis techniques significantly reduce memory overhead
compared with solutions that run entirely on MCUs.



Thank you!!
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