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Background - Fuzzing

IMPORTANT



Motivation

Utilize taint analysis to track constraint-related bytes Infer the dependence between bytes and constraints

Which bytes to mutate

What values to use

The optimization of the mutation-based fuzzing 

Find where to mutate by extracting information from historical data

Taint Analysis Inference-based Fuzzing

Historical Data



Motivation

¡ Observation

¡ While mutating constraint-related bytes indeed improves the efficiency of code discovery, not all 
constraint-related bytes are able to discover new code

¡ However, existing solutions treat all constraint-related bytes equally, wasting time and energy on the 
ones that cannot discover new code

¡ Insight

¡ Quantify the importance of constraint-related bytes, prioritizing the mutation of more important bytes 
to enhance fuzzing efficiency



Motivation

determines

ShapleyValue

the contribution of each player 
participating in a collaborative work

¡ To achieve this insight, we first need to design experiments to validate our observations.



Motivation

¡ Experiment Setup

¡ To calculate Shapley values of bytes in a seed, we regard the number of new edges discovered by a 
combination as the gain

¡ To obtain a relatively accurate Shapley value for a byte, we run fuzzing with random mutation for a 
single seed

¡ Time: 48 hours (continuously mutate the initial seed)

¡ Fuzzer: AFL++ 

¡ Programs
¡ 18 programs: nm, tiff2bw, flvmeta, imginfo, infotocap, lame, ……

¡ 9 different types of inputs: elf, tiff, pdf, text, mp4, flv, wav, jpg and mp3



Motivation

¡ The results indicate that a small portion of bytes contribute the most to discovering new edges. 

{1,3,4} 

{1} {3} {4} 

{1,3} {1,4} {3,4} 

calculate the Shapley values 
for positions 1, 3, and 4



Motivation

The reason for the results of the Shapley analysis.  The code is extracted from readelf.



Motivation

¡ Insight: Since only a small portion of bytes 
contribute the most to the discovery of new 
code, the Shapley analysis can be utilized to 
obtain those high-importance bytes, and 
more energy is assigned to them during 
fuzzing.

Statistics of the relationship between bytes and CMPs across 16 programs
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Framework

The Framework of SHAPFUZZ



¡ Cooperative game:  The schedule of bytes on the seed

¡ Player: A byte in the seed 

¡ Coalition: Some certain bytes are mutated together 

¡ Gain: The number of self-new edges discovered by an input 𝑖 generated by mutating the seed 

¡ Self-new edges are defined as the new edges when comparing the edges discovered by the 
input 𝑖 and the initial seed

¡ Characteristic function: the mapping between the collaborative mutation and the number of self-
new edges 

Shapley Analysis in One Seed



Shapley Analysis Across Seeds

The seeds, which are retained from the same original seed and do not change the length, 
are part of the combinations for the original seed 



Shapley Analysis Across Seeds

S0

S1

S2

Changed

Changed Changed

The update of family and family membersTrack the mutated positions



Shapley-guided Byte Selection
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SHAPFUZZ vs. Byte-Scheduling Fuzzers

¡ Compared Fuzzers

¡ Inference-based fuzzer: Greyone and ProFuzzer

¡ Neural network-based fuzzer: PreFuzz and NEUZZ

¡ Taint-based fuzzer: Angora

¡ Experiment Setup

¡ Platform

¡ UNIFUZZ

¡ Experiments

¡ ALL SEEDS

¡ SEEDS<10000 (seeds that have less than 10,000 bytes)

¡ SEEDS<1000 (seeds that have less than 1,000 bytes)



SHAPFUZZ vs. Byte-Scheduling Fuzzers



SHAPFUZZ vs. Byte-Scheduling Fuzzers



SHAPFUZZ vs. Byte-Scheduling Fuzzers



SHAPFUZZ vs. Commonly Used Fuzzers

¡ Compared Fuzzers

¡ AFL

¡ AFL++: enable Redqueen mutator and MOPT mutator

¡ AFLFast

¡ FairFuzz

¡ MOPT: set −L = 5

¡ Experiment Setup

¡ Platform

¡ UNIFUZZ

¡ MAGMA



SHAPFUZZ vs. Commonly Used Fuzzers

UNIFUZZ



SHAPFUZZ vs. Commonly Used Fuzzers

MAGMA
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