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Person Detection

Pose Estimation

Image Captioning

“a man is standing 
in a room”

 Vision-based HAR system
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Identity

“a man is standing 
in a room”

Benign HAR Applications

Unauthorized Facial Recognition

 Vision-based HAR is often linked to privacy concerns.
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A
FR



Motivation

How to achieve AFR inside a basic camera module?
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Motivation

How to achieve AFR inside a basic camera module?
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Lens Bayer CFA CMOS

Light

CMOS Image Sensor Image Signal Processor (ISP)

Control

RAW 
data

Auto
Exposure

Demosaic CCM

Auto
Focus

Gamma …

sRGB 
Image

nonadjustable
numerous 

adjustable parameters

Basic Idea: achieve AFR by adjusting ISP parameters



Image Signal Processing

 Selected two ISP functions

➢ Color correction

➢ Gamma correction
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Image Signal Processing

 Selected two ISP functions

➢ Color correction

➢ Gamma correction
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y-values
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ISP Parameter Adjustment
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Original image
Magnitude of parameter adjustmentLow High



ISP Parameter Adjustment

17

Original image
Magnitude of parameter adjustmentLow High

utility

privacy utility

privacy



Challenges

18

privacyutility



Challenges

19

C1 Utility of machine perception
How to make HAR algorithms function properly?
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Challenges
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C1 Utility of machine perception
How to make HAR algorithms function properly?

C2 Utility of human perception
How to allow human viewers to see images normally?

privacyutility



C1: Optimization Problem

 Three-player game on privacy and utility
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C1: Optimization Problem

 Three-player game on privacy and utility

 Alternating optimization between Protector and Attacker
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C1: Adversarial Learning Framework

Step 1: Update Protector
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C1: Adversarial Learning Framework

Step 2: Update Attacker
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C1: Adversarial Learning Framework

Step 2: Update Attacker
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C2: Capacity Limitation
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 Adjustments for AFR decrease the image quality unavoidably.

 Limited capacity: only 41 adjustable parameters

➢ 9 in color correction

➢ 32 in gamma correction
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41 ≈ 1/1,000,000 of a DNN



C2: Image Enhancer
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MAE Loss

Captured Image

Original Image Binary Mask

Image Enhancer Enhanced Image
train

face
detection

reference

U-Net

𝐿𝑀𝐴𝐸 = 𝑠 ⊙ 𝑅 𝐶 𝑥 − 𝑥

+ 1 − 𝑠 ⊙ 𝑅 𝐶 𝑥

obfuscate facial regions

restore non-facial regions

Multiple-task Training



System Design

 CamPro system

➢ camera module with ISP parameter adjustments

➢ image enhancer to improve the image quality
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Evaluation

 E1: Privacy protection evaluation

 E2: Utility maintenance evaluation

 E3: Real-world evaluation
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E1: Black-box AFR Performance
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E1: Black-box AFR Performance
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The AFR effects of CamPro can transfer to various models, classifiers, and datasets.

2 datasets 2 classifiers 10 models
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CamPro is, to some extent, resistant to white-box adaptive attacks.

2 training modes

2 training losses

10 models

Image 
restoration 
with U-Net



E2: Quantitative Results
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 Person detection performance

 Image quality

2 baseline
methods

Treat raw images as ground truth 

Detection metrics

CamPro decreases 18% AP of person detection, 
outperforming the baselines (51% and 32%).



E2: Qualitative Results
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• Raw images

• Captured images

• Enhanced images



E2: Generalization Ability
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 Generalized to pose estimation and image captioning



E1 & E2: Privacy-Utility Tradeoff Analysis
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E1 & E2: Privacy-Utility Tradeoff Analysis
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E3: Real-world Evaluation

 A prototype camera module (Sensor: IMX415 + ISP: RV1126)
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E3: Real-world Evaluation

 A prototype camera module (Sensor: IMX415 + ISP: RV1126)

 Real-world captured images are close to simulation results.
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E3: Real-world Evaluation

 Due to shooting noises, real-world results are better on 
privacy and worse on utility than simulation ones.

➢ Accuracy on LFW: 95.9% (Raw) → 0.13% (Cap.) / 0.28% (Enh.)

➢ AP of person detection = 0.648

➢ RMSE = 0.129; PSNR = 17.9; SSIM = 0.622
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E3: Deployment on Android
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 Android camera subsystem 
parameters

➢ ColorSpaceTransform

➢ TonemapCurve

Tested Android Smartphones



Conclusion

 Propose a new paradigm, privacy-preserving by birth

 Optimize ISP parameters to achieve anti-facial recognition 

 Generalized to various facial recognition algorithms and even 

resistant to white-box adaptive attacks
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CamPro: Camera-based Anti-Facial Recognition
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