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Cyber Threat Intelligence (CTI) is

Evidence-based knowledge, including context, 
mechanisms, indicators, implications and actionable 
advice, about an existing or emerging menace or 
hazard to assets that can be used to inform 
decisions regarding the subject’s response to that 
menace or hazard.  

-- Gartner

Formal Definition of Cyber Threat Intelligence (CTI)



An Example of Cyber Threat Intelligence (CTI)



Underground Marketplaces

• An underground market 
is a popular platform 
where cybercrime 
commodities are traded 
between vendors and 
buyers

• It is a mature ecosystem 
akin to Amazon/eBay, 
where different roles 
collaborate to ensure 
the market's sustained 
operation over extended 
periods
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Appraiser Role Selection Criteria

Merits % of vendor % of appraiser 
meet criteria

Appraiser's 
merit value 
in avg

Non-appraiser's merit 
value in avg

Number of posts 29% 96.5% 3,788 242

Whether VIP 67% 90.5% - -

Reputation score 9% 94.5% 727.4 62.2

Length of member 3% 91% 876 630

Whether staff 12% 100% - -

Appraisers are trustful and reliable role selected 
through a strict and transparent internal process

Zhengyi Li, Xiaojing Liao. Understanding and Analyzing Appraisal Systems in the Underground Marketplaces. In Proceedings of 
Network and Distributed System Security (NDSS) Symposium 2024 



Appraisal Products

Step 1. Retrieve the vendors’ product 
listings associated with each appraisal 
reviews

Step 2. Pre-defined 11 product categories, 
and manually labelled product listings as 
training dataset

Step 3. Train an illicit product classifier to 
categorize the listings of vendors

Step 4. Link each appraisal review to its 
corresponding listing category

Zhengyi Li, Xiaojing Liao. Understanding and Analyzing Appraisal Systems in the Underground Marketplaces. In Proceedings of 
Network and Distributed System Security (NDSS) Symposium 2024 
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Appraisal Products
Product Assessment merit

Malware Ease of use, file size, price, GUI/panel, design, support,
features, detection, stability, installation, functionality, 
compatibility, performance

Website Turnaround time (TAT), backlink features (types, number of received 
backlinks, ranking scores and domain age), communication, price, 
support, SERP boosting results, keyword features (# of searches, 
competition and KD value) 

Making 
money guide 

Grammar//language, method originality/uniqueness, ease of use, 
design/layout, content, price, method, support, compatibility, 
effectiveness, profit, investment/cost 

Inspiration: these information provided by appraisers 
can be considered as CTI!

Zhengyi Li, Xiaojing Liao. Understanding and Analyzing Appraisal Systems in the Underground Marketplaces. In Proceedings of Network and Distributed 
System Security (NDSS) Symposium 2024 
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Taxonomy of CTI

Academic 
papers

Malware

Account

Website

Filename, version, file size, hash, anti-virus detection result, 
IPs of botnet, dependencies, whether fully undetectable 
(FUD), FUD types (scan time or run time), ...

Account age, whether verified, verification methods (phone 
or email), whether has profile, email, # of 
followers/tweets/likes, whether high-retention views, ...

Type of backlinks, # of alive backlinks, search engine ranking, 
domain age, geolocation of backlinks, keywords competition 
sore, keywords search volume, ...



Results

• 8 underground markets: Hack Forums, Blackhat World, V3rmillion, 
MPGH, Nulled, OGUsers, Evolution, and Raid

• 56,229 appraisal reviews posted by 18,701 unique appraisers from 
2006 to 2023

• 23,978 artifacts from 41 types of CTI associated with 16,668 (50.2%) 
appraisal reviews 



Unique CTI from Appraisal Reviews

CTI density Overlap

Appraisal review 50.2% 93.5% artifacts are unique to 
appraisal reviews

Non-appraisal review 2.7%

Appraisal review

VirusTotal 2 (0.4%) hashes are labeled as malicious
482 (97.8%) no records

White papers 2 (1%) covers CTI in website and account categories

Comparison with non-appraisal (buyers) review:

Comparison with exiting public CTI source:



Take-Aways

Thank You!

Q & A



Example of A Vendor Listing 
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Example of an Appraisal Review



Literature Review

1. Longer and more 
detailed review

2. User background 
check

3. Official organization
4. Unexplored yet... 1. Consider feedback as a 

proxy to derive the 
lower bound of sales 
volumes and revenue 
[46,48, 99,110]

2. Use feedback ratings and 
customer’s review texts to 
reflect the sellers’ product 
quality and reliability [46,70]

3. The impact on sellers’ 
reputations, sales and prices 
of goods [59,61]



Official Appraiser Recruitment

§ 2 official appraiser groups
Ø Post public recruitment
Ø Member application
Ø Selection



Official Appraiser Recruitment



Official Appraiser Application



Official Appraiser Reviews



Appraiser Role



Less Trusted Appraisers

Less trusted appraisers
§ Method

• Scam reporting
• Dependency parser to extract subject, object, etc

§ Cases
• Friend of vendor; get paid to write appraisal review
• Multiple accounts own by same vendor
• Fake appraisal group



Review Classifier Evaluation



Data Completeness



Data Completeness



Data Summary



Appraiser – Product Data 



Product Classifier Evaluation



NER Evaluation



CTI Extraction – Name Entity Recognition (NER)

Person

Elon Musk, the CEO of Tesla, is known 
for his visionary leadership...

Company
$150 worth of vouchers for $5...

I was given a backlink with page ranking 
7, and 2 more with PR6 and PR5 bonus 
links with less than 40 OBL!

Price

Page ranking

CTI in underground:



CTI Extraction – Name Entity Recognition

Challenges:

18 named entities that existing NER model can extract: 

person, 
facility, 
organization, 
location, 
event, 
date, 
money, 
quantity …

CTI-relevant 
entities, 

as existing NER 
models are not 
trained for my 
problem domain

NOT COVER



CTI Extraction – Name Entity Recognition

Annotated data for 
each type of CTI in 
appraisal review

CTI-domain 
model

spaCy NER 
model

Step 1. Identify all types of CTI in appraisal reviews

Step 2. Manually annotate appraisal reviews with each type of CTI as training data, 
using BIOE tagging strategies.

Step 3. Fine tune the existing spaCy NER model

Step 4. Apply the model to wild appraisal reviews

Sequence backlink with page ranking 7 , and
BIOE O O B I E O O


