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 Inject backdoor into final model

 Learn Information about individual local datasets 

 Backdoor attack is performed during training
 Malicious clients submit poisoned model updates
 Inference attacks are performed on local models

Adversary Model

 Adversary has no access to benign models
 Majority (51%) of clients is benign
 Fully compromised clients & server 
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Filtering

Reduce the benign 
accuracy of the model.

Rely on client‘s data 
distribution.

Operate directly on 
client‘s weights.

Assumptions about 
attack strategy.

Limitations of Server-Side Backdoor Defenses

Goal: Detangle mechanisms from assumptions about 
attacks/data while preserving main task accuracy.
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1) Receive Votes

4) Aggregate Accepted Models
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Conclusion Integrated in Intel’s Framework OpenFL



Additional 
information



Approach BA MA TPR TNR PRC

No Attack 0.0% 62.0% - - -

No Defense 80.0% 61.5% - - -

Differential Privacy 80.0% 50.6% - - -

Zhao et al. 100.0% 61.2% - - -

Median 0.0% 10.0% - - -

FoolsGold 0.0% 10.0% 100.0% 9.0% 47.4%

Krum 100.0% 63.8% 88.9% 0.0% 42.1%

Auror 80.0% 68.4% 0.0% 100.0% -

CrowdGuard 0.0% 62.0% 100.0% 100.0% 100.0%

Evaluation Results – Comparison Against SotA

BA: Backdoor Accuracy
MA: Main Task Accuracy 

TPR: True-Positive-Rate
TNR: True-Negative-Rate

PRC: Precision
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