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Internet of Things(IoT) is all around

Smart Homes Smart Farms

Smart Healthcare
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Smart Home facilitates our life

Smart Home Platforms Smart Applications Automations
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Home Automation Rule

IF Event occurs THEN send Command

E: Time at night(22 pm)  C: Turn off the fan

Automation Rule: Night- Fan Off

this that

E: No motion detected  C: Turn off the fan

Automation Rule: No Motion- Fan Off

�풕풊��.풏풊��풕
푻풊�� → �풔풘풊풕��.풐��

푭�풏

��풐풕풊풐풏.��풕풊��
푺�풏풔풐� → �풔풘풊풕��.풐��
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Home automation faces various security problems

All of these problems 
caused by attacks，
device malfunctions， 
or faulty applications
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Various known threats types in home automation 

Single-Rule Anomalies(SRA): Anomalies in automation rule execution

Cross-Rule Threats(CRT): Dangerous interactions and interferences 
across multiple rules. CRT also occur across multipe platforms.
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How can we detect all these threats 
and support multiple smart home platforms?
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Solution

We need a monitoring system for smart home to ...

 Extracting semantics of automation rules from different platform apps

 Modeling devices and rules deployed on each platform

 Identifying the behavior of rule execution from the runtime environment 
and detecting anomalies

 Mining potential threats among various rules and proposing security 
policies to mitigate them
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CP-IoT

CP-IoT is a monitoring system for automation rule and device behaviors.
CP-IoT supports multiple smart home platforms.
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Automation rules extraction 

 Two-stage analysis method on app pages

 First Stage: Apply NLP analysis to collect semantics in rule description sentences. 
 Second Stage: Extract user-defined parameters from the rule configuration page and supplement first-

stage rule semantics.

Rule description page Rule configuration page NLP Analysis
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Behavior graph construction

 Building a centralized graph containing information from multiple platforms

 Model device information and device state as nodes
 Model the event and command parts of a rule as edges between state nodes
 A state transfer chain represents the execution specification of a rule
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Runtime Behavior Identification - Event&Command Fingerprinting

Packet-Level
Fingerprint

Flow-Level
Fingerprint

The traffic generated by a 
rule execution(N packets)

Split the traffic into flows 
of events/commands

Constructing fingerprint for each 
event/command �풊 (has s packets)

Execute the rule T times and 
perform KMeans clustering on 

the resulting T event fingerprints

Eliminate the effects of network 
latency and signal interference
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Runtime Behavior Identification - Cause-Effect Sequence Generation

 Match runtime flow features(��, ��)with all fingerprints(푭풊, �풊) to identify which event occurs
 Combine multiple events and commands into cause-effect sequence based on dependencies
 Convert cause-effect sequence to the rule execution graph

Calculate the Manhattan Distance 
and select the event/command that 

has the minimum weighted distance
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Single-Rule Anomalies(SRA) detection

 Specification Matching

 Locate the most similar part in the centralized 
graph based on all the events and commands 
contained in the execution graph.

 Consistency Checking

 Calculate the similarity between two graphs based 
on node attributes, edge attributes and topology

 Any inconsistency that occurs is an anomaly
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Cross-Rule Interactions Discovery

 Cyberspace Interactions

 The result of the execution of Rule �� can 
directly trigger Rule ��

 Constraints：��� ⊇ ���

Rule �� 

��� ���

Rule �� 

��� ���

Rule �� 

��� ���

Rule �� 

��� ���Channel

 Physical Interactions

 The result of the execution of Rule �� change the 
physical environment and indirectly trigger Rule 
��

 Physical Correlation Analysis: Applying the 
BERT model to calculate the correlation scores 
between the command actions of each rule and 
the 11 physical channels.

 Constraints：�풐��(���) ⊇ ���

�풔풘풊풕��.풐풏
���풕�� �풕��풑���풕���.�풊��

풔�풏풔풐�
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Cross-Rule Interferences Identification

 Symbolic Representation

 Representation of various interference types as 
constraints on graphs based on their semantics.

 Graph Positioning

 For action conflict and action duplicate, find two 
rules on the graph that satisfy the constraints.

 For action reverting and action loop, find two 
more rules on the graph that satisfy the 
constraints.
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Testbed

 Real Testbed

 32 IoT devices and 4 platforms: Homekit, SmartThings, Google Home, Xiaomi Home 

 Automation rules: SmartThings(105), Homekit(128), Google Home(160), Xiaomi Home(192)

 Anomalies：Each rule injects four anomaly types
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Testbed

 Simulation Testbed

 54 IoT devices 

 2491 automation rules: Crawl 10796 applets from the IFTTT website and 82 SmartApp from the 
SmartThings Public GitHub Repository, and filter 2491 rules associated with these devices.
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Rule Extraction Accuracy

 Using Word2vec or BERT for device capability matching and BERT outperform Word2vec.

 BERT average accuracy higher than 98.9%

 A percentage of the description statements are ambiguous, and the accuracy of rule semantic 
extraction can be improved by configuration analysis

DAnalysis: Description Page Analysis
CAnalysis: Configuration Page Analysis
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Anomaly Detection Performance

푻�, �: Predefined parameters
푻�: Time interval of dependencies

�: Allowable error range for fingerprint 
matching

 Average precision:  higher than 99.0%
 Average recall of CP-IoT with the best configuration: higher than 98.0%.

 False Negative Causes: (1) Small packet deviation (2) Fail to get the log information 
(3) SmartThings have high response latency and may be caused by proxy servers.
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Cross-Rule Threats Discovery Performance

 Find more cross-rule interactions: CP-IoT 
considers more channels and rules combination

 Slightly more cross-rule interferences: both 
CP-IoT and iRuler perform a complete 
searching of the rule combination space, but CP-
IoT considers more feasible rule chains 
triggered by multiple physical interactions.

Found some typical cross-rule interactions
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Thanks for listening!

colinLH

linhai17181@gmail.com

linhaiwebsite.cn


