
Flow Correlation 
Attacks on Tor Onion
Service Sessions with 
Sliding Subset Sum
Daniela Lopes, Jin-Dong Dong, Pedro Medeiros, Daniel Castro, Diogo 
Barradas, Bernardo Portela, João Vinagre, Bernardo Ferreira, Nicolas 
Christin, Nuno Santos

February, 27th, NDSS ‘24



/14

People need Tor!

2/sumo/motivation



/14

People need Tor!

• Internet users face surveillance and censorship.

2/sumo/motivation



/14

People need Tor!

• Internet users face surveillance and censorship.

• Journalists and whistleblowers need to share information.

2/sumo/motivation



/14

People need Tor!

• Internet users face surveillance and censorship.

• Journalists and whistleblowers need to share information.

• Countries can try to find who they’re communicating with.

2/sumo/motivation



/14

People need Tor!

• Internet users face surveillance and censorship.

• Journalists and whistleblowers need to share information.

• Countries can try to find who they’re communicating with.

2/sumo/motivation

• Tor is a network composed of voluntary 
relays to provide anonymity.



/14

Preserving anonymity with Tor

3/sumo/motivation



/14

Preserving anonymity with Tor

Circuits to the Internet:

Tor
network

Alice x.com
Guard
relay

Middle
relay

Exit
relay

3/sumo/motivation



/14

Preserving anonymity with Tor

Circuits to the Internet:

Tor
network

Alice x.com
Guard
relay

Middle
relay

Exit
relay

3

Client-side anonymity

x.x.x.x

/sumo/motivation



/14

Preserving anonymity with Tor

Circuits to the Internet:

Tor
network

Alice x.com
Guard
relay

Middle
relay

Exit
relay

Circuits to onion services:

3

Client-side anonymity

x.x.x.x

/sumo/motivation



/14

Preserving anonymity with Tor

Circuits to the Internet:

Tor
network

Alice x.com
Guard
relay

Middle
relay

Exit
relay

Circuits to onion services:

3

Client-side anonymity

x.x.x.x

Tor
network

Alice x.onion

DS

/sumo/motivation



/14

Preserving anonymity with Tor

Circuits to the Internet:

Tor
network

Alice x.com
Guard
relay

Middle
relay

Exit
relay

Circuits to onion services:

3

Client-side anonymity

x.x.x.x

Tor
network

Alice x.onion

DS

IP

/sumo/motivation



/14

Preserving anonymity with Tor

Circuits to the Internet:

Tor
network

Alice x.com
Guard
relay

Middle
relay

Exit
relay

Circuits to onion services:

3

Client-side anonymity

x.x.x.x

Tor
network

Alice x.onion

DS

IP

RP

/sumo/motivation



/14

Preserving anonymity with Tor

Circuits to the Internet:

Tor
network

Alice x.com
Guard
relay

Middle
relay

Exit
relay

Circuits to onion services:

3

Client-side anonymity

x.x.x.x

Tor
network

Alice x.onion

DS

IP

RP

/sumo/motivation



/14

Preserving anonymity with Tor

Circuits to the Internet:

Tor
network

Alice x.com
Guard
relay

Middle
relay

Exit
relay

Circuits to onion services:

3

Client-side anonymity Client and server-side anonymity

x.x.x.x

Tor
network

Alice x.onion

DS

IP

RP

/sumo/motivation



/14

Preserving anonymity with Tor

Circuits to the Internet:

Tor
network

Alice x.com
Guard
relay

Middle
relay

Exit
relay

Circuits to onion services:

3

Client-side anonymity Client and server-side anonymity

x.x.x.x

Tor
network

Alice x.onion

DS

IP

RP

/sumo/motivation



/14

Can one deanonymize Tor?

4/sumo/motivation



/14

Can one deanonymize Tor?

Website fingerprinting:

4/sumo/motivation



/14

Can one deanonymize Tor?

Website fingerprinting:

4

Can’t find the service’s IP!

a.a.a.a

/sumo/motivation



/14

Can one deanonymize Tor?

Website fingerprinting: Traffic correlation:

4

Can’t find the service’s IP!

a.a.a.a

/sumo/motivation



/14

Can one deanonymize Tor?

Website fingerprinting: Traffic correlation:
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Distinguishes client- from server-
side flows!

Distinguishes between flows to the 
Internet and to onion services!
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Correlation is a real threat!

Guard node attribution is dangerously skewed!

• /sumo/results
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