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. Overlay (Floating Window)
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o - * Overlay is one of the key Ul features of Android
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o O
. Overlay (Floating Window)
@
o * Opverlay is one of the key Ul features of Android
« Allow an app to draw over other apps’ windows . @
 Used by many apps to enhance user experience
Overlay = .

\ Monday, Jul 6 @ 71°F .
How's your day? &

Facebook Messenger
creates an overlay to
let users access the
received messages
conveniently
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. Overlay (Floating Window)
®
o * Opverlay is one of the key Ul features of Android
« Allow an app to draw over other apps’ windows . @
 Used by many apps to enhance user experience
Overlay = _— Tue, Jun 20
\ Monday, Jul 6 @ 71°F 0ver|<y‘ . .
5 .
Facebook Messenger Youtube creates an
creates an overlay to = o overlay to play the . .
let users access the video while letting
received messages . - users interact with
conveniently E { other applications
~ - @ . [ ] [ ]
s simultaneously
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Overlay Attack
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) o - * Overlays are widely abused by malware to launch attacks
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Overlay Attack
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) o - * Overlays are widely abused by malware to launch attacks
« Steal private information by monitoring user input . @
@ o
O .
S NDSS ...

SYMPOSIUM/2024 Society #NDSSSymposium2024



) N ®
Overlay Attack
@ @
) o - * Overlays are widely abused by malware to launch attacks
« Steal private information by monitoring user input . @
« Lure users to grant consent for sensitive operations
@ o
. @
SNDSS ...

SYMPOSIUM/2024 Society #NDSSSymposium2024



o O
Overlay Attack
@ @
o * Overlays are widely abused by malware to launch attacks
« Steal private information by monitoring user input . @
« Lure users to grant consent for sensitive operations
smm AR,
@ o
\;Veljome o ® CaSC 1
Malicious overlays O .
B are rendered on top
o of the input method
Overlay to eavesdrop on the . i
\ E=m user’s touch events
GEETEEE]TEE ] to steal username
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Overlay Attack

o * Overlays are widely abused by malware to launch attacks
« Steal private information by monitoring user input
« Lure users to grant consent for sensitive operations

JE L T I
O

. e Case 1 Permission e Case 2

- Malicious overlays A malicious overlay P )
El are rendered on top * is rendered on top of

o of the input method .~ & """ 'a the system’s settings

Overlay to eavesdrop on the app’s permission . i
\ B user’s touch events request window,

AEETEEE[T R[5 6] to steal username Congratulations! deceiving users into
AEFEFRTENER] and password et clicking on “Allow”

s faftfafa[ &[T L ® »
R TITITE TR AR button to grant the

Bl - DS ya sensitive permission
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System Apps

* System apps implement security-sensitive functionalities
» Ask for consent before conducting sensitive operations
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System Apps
@
o - * System apps implement security-sensitive functionalities
» Ask for consent before conducting sensitive operations . @
* Need to be protected against overlay attack
@ o
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System Apps

* System apps implement security-sensitive functionalities
» Ask for consent before conducting sensitive operations
 Need to be protected against overlay attack

* System provides a dedicated window flag namely SYSTEM
_FLAG_HIDE NON SYSTEM_ OVERLAY WINDOWS

* Introduced in recently released systems Android 10.0~13.0
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System Apps

* System apps implement security-sensitive functionalities
» Ask for consent before conducting sensitive operations
 Need to be protected against overlay attack

* System provides a dedicated window flag namely SYSTEM
_FLAG_HIDE NON SYSTEM OVERLAY WINDOWS
* Introduced in recently released systems Android 10.0~13.0

 System apps’ windows can enable HNSOW to prevent
overlays created by normal apps from drawing over them
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System Apps

* System apps implement security-sensitive functionalities
» Ask for consent before conducting sensitive operations
 Need to be protected against overlay attack

* System provides a dedicated window flag namely SYSTEM
_FLAG_HIDE NON SYSTEM OVERLAY WINDOWS
* Introduced in recently released systems Android 10.0~13.0

 System apps’ windows can enable HNSOW to prevent
overlays created by normal apps from drawing over them

Permission Request Window
’,’I i&llowaccess to contacts and caj&”’ / q
og? ;’

Overlay --—>
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o * Unprotected system apps are prevalent
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. Unprotected System Apps
) o - * Unprotected system apps are prevalent
 Google is constantly applying patches to enable HNSOW
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Unprotected System Apps

* Unprotected system apps are prevalent
Google is constantly applying patches to enable HNSOW

A series of vulnerabilities of missing protection against
overlay attack in Android system apps have been exposed

CVE Number System App (Package Name) | Activity

CVE-2022-20212
CVE-2021-1016
CVE-2021-0992
CVE-2021-0538
CVE-2021-0523
CVE-2021-0391
CVE-2021-0333
CVE-2021-0314
CVE-2020-0394
CVE-2020-0015

= NDSS

SYMPOSIUM/2024
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com.android.settings
com.android.systemui
com.android.settings
com.android.phone
com.android.settings

android

com.android.settings
com.android.packageinstaller
com.android.settings

com.android.certinstaller
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RequestToggleWifiActivity
UsbPermissionActivity
PaymentDefaultDialog
EmergencyCallbackModeExitDialog
WifiScanModeActivity
ChooseTypeAndAccountActivity
BluetoothPermissionActivity
UninstallerActivity
BluetoothPairingDialog

CertInstaller
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Unprotected System Apps

* Unprotected system apps are prevalent
 Google is constantly applying patches to enable HNSOW

« A series of vulnerabilities of missing protection against
overlay attack in Android system apps have been exposed

« CVE-2021-0333

CVE-2022-20212  com.android.settings RequestToggleWifiActivity BluetoothPerm issionActivity
CVE-2021-1016 com.android.systemui UsbPermissionActivity in the system settings app
CVE-2021-0992 com.android.settings PaymentDefaultDialog was left un protected
CVE-2021-0538 com.android.phone EmergencyCallbackModeExitDialog

CVE-2021-0523 com.android.settings WifiScanModeActivity

CVE-2021-0391 android ChooseTypeAndAccountActivity

CVE-2021-0333 com.android.settings BluetoothPermissionActivity

CVE-2021-0314 com.android.packageinstaller UninstallerActivity

CVE-2020-0394 com.android.settings BluetoothPairingDialog

CVE-2020-0015 com.android.certinstaller Certlnstaller
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Unprotected System Apps

* Unprotected system apps are prevalent
 Google is constantly applying patches to enable HNSOW

« A series of vulnerabilities of missing protection against
overlay attack in Android system apps have been exposed

CVE Number System App (Package Name) | Activity °

CVE-2022-20212
CVE-2021-1016
CVE-2021-0992
CVE-2021-0538
CVE-2021-0523
CVE-2021-0391

com.android.settings
com.android.systemui
com.android.settings
com.android.phone
com.android.settings

android

CVE-2021-0333
BluetoothPermissionActivity
in the system settings app
was left unprotected

BluetoothPermissionActivity
WifiScanModeActivity l

Overlay

RequestToggleWifiActivity
UsbPermissionActivity
PaymentDefaultDialog
EmergencyCallbackModeEXxitDialog

ChooseTypeAndAccountActivity

CVE-2021-0333

com.android.settings

BluetoothPermissionActivity

CVE-2021-0314
CVE-2020-0394
CVE-2020-0015

= NDSS
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com.android.packageinstaller
com.android.settings

com.android.certinstaller
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,’ Allow access to contacts and cau’
- log? ’r’
e A Bluetooth device, Unkymm wants
< 10 access vanr cantag€ and call log.
ut inct

Congratulations!
You get a gift

55 OK

UninstallerActivity

BluetoothPairingDialog

CertInstaller
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Existing Vague Guideline

* Google’s documentation!!! provides a vague guidance
« The window for granting permission.
« The window for approving app installation.

« The window for showing a persistent sensor icon or
equivalent privacy-sensitive notification.

[1] https://bughunters.google.com/learn/invalid-reports/android-platform/5148417640366080/bugs-with-negligible-
security-impact#tapjacking-overlay-system alert window-vulnerability-on-a-non-security-critical-screen
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https://bughunters.google.com/learn/invalid-reports/android-platform/5148417640366080/bugs-with-negligible-security-impact#tapjacking-overlay-system_alert_window-vulnerability-on-a-non-security-critical-screen
https://bughunters.google.com/learn/invalid-reports/android-platform/5148417640366080/bugs-with-negligible-security-impact#tapjacking-overlay-system_alert_window-vulnerability-on-a-non-security-critical-screen
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[
. Existing Vague Guideline
@
o - * Google’s documentation provides a vague guidance
* The vague guidance misses a large portion of windows @ o
requiring protection against overlay attack
@ o
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Existing Vague Guideline

* Google’s documentation provides a vague guidance

* The vague guidance misses a large portion of windows

CVE-2022-20212

com.android.settings

RequestToggleWifiActivity

CVE-2021-1016

com.android.systemui

UsbPermissionActivity

CVE-2021-0992
CVE-2021-0538
CVE-2021-0523
CVE-2021-0391

com.android.settings
com.android.phone
com.android.settings

android

PaymentDefaultDialog
EmergencyCallbackModeExitDialog
WifiScanModeActivity
ChooseTypeAndAccountActivity

CVE-2021-0333
CVE-2021-0314

com.android.settings

com.android.packageinstaller

BluetoothPermissionActivity

UninstallerActivity

CVE-2020-0394
CVE-2020-0015

= NDSS
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com.android.settings

com.android.certinstaller
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BluetoothPairingDialog

CertInstaller

requiring protection against overlay attack

CVE Number System App (Package Name) | Activity

Only three vulnerabilities
in the table are covered
by the guideline

e CVE-2021-1016

e CVE-2021-0333

e CVE-2021-0314
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Existing Vague Guideline

* Google’s documentation provides a vague guidance

* The vague guidance misses a large portion of windows
requiring protection against overlay attack

CVE Number System App (Package Name) | Activity
[ ]

Only three vulnerabilities

CVE-2022-20212  com.android.settings RequestToggleWifiActivity .

CVE-2021-1016 com.android.systemui UsbPermissionActivity Lnyt:]heet;::zealzﬁecovered
CVE-2021-0992 com.android.settings PaymentDefaultDialog « CVE-2021-1016
CVE-2021-0538 com.android.phone EmergencyCallbackModeExitDialog e CVE-2021-0333
CVE-2021-0523 com.android.settings WifiScanModeActivity e CVE-2021-0314
CVE-2021-0391 android ChooseTypeAndAccountActivity

CVE-2021-0333 com.android.settings BluetoothPermissionActivity e The remaini ng cases are
CVE-2021-0314 com.android.packageinstaller UninstallerActivity non-comp“ant with the
CVE-2020-0394 com.android.settings BluetoothPairingDialog g uidance

CVE-2020-0015 com.android.certinstaller CertInstaller
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. Existing Vague Guideline
@
) o - * Google’s documentation provides a vague guidance
* The vague guidance misses a large portion of windows @ o
? requiring protection against overlay attack
© ° o
A proper guideline for determining which windows of system
apps need protection against overlay attack is in urgent need o ’
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o O
) [
. Existing Vague Guideline
@
) o - * Google’s documentation provides a vague guidance
* The vague guidance misses a large portion of windows @ o
? requiring protection against overlay attack
© ° o
A proper guideline for determining which windows of system
apps need protection against overlay attack is in urgent need o ’
A systematic approach to identifying unprotected windows is : :

crucial for bolstering security measures against overlay attack
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. Proposed Proper Guideline
) o - * Analyze the windows under protection to build guideline
« Conducted on the official Android system AOSP
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. Proposed Proper Guideline
) o - * Analyze the windows under protection to build guideline
« Conducted on the official Android system AOSP
O Find the protected system apps’ windows
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Proposed Proper Guideline
<
* Analyze the windows under protection to build guideline
@ o
@

Conducted on the official Android system AOSP
@ Find the protected system apps’ windows
O

Analyze addSystemFlags, addPrivateFlags, or setPrivateFlags

| public class GrantPermissionsActivity
protected void onCreate (Bundle b) {

2
3 getWindow () .addSystemFlags (
4 SYSTEM_FLAG_HIDE_NON_SYSTEM OVERLAY WINDOWS); }

#NDSSSymposium2024
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Proposed Proper Guideline

* Analyze the windows under protection to build guideline
Conducted on the official Android system AOSP

@ Find the protected system apps’ windows
Analyze addSystemFlags, addPrivateFlags, or setPrivateFlags

| public class GrantPermissionsActivity
protected void onCreate (Bundle b) {

getWindow () .addSystemFlags (
SYSTEM_FLAG_HIDE_NON_SYSTEM OVERLAY WINDOWS); }

2

3
4
@ Study the features of these protected windows
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Proposed Proper Guideline

* Analyze the windows under protection to build guideline
Conducted on the official Android system AOSP

@ Find the protected system apps’ windows
Analyze addSystemFlags, addPrivateFlags, or setPrivateFlags

| public class GrantPermissionsActivity
protected void onCreate (Bundle b) {

getWindow () .addSystemFlags (
SYSTEM_FLAG_HIDE_NON_SYSTEM OVERLAY WINDOWS); }

2

3

4
@ Study the features of these protected windows
Understand windows’ functionalities

Presented by

N Dss Internet

SYMPOSIUM/2024 Society

#NDSSSymposium2024



—

7
@&y

,\)D

)

Proposed Proper Guideline

* Analyze the windows under protection to build guideline
Conducted on the official Android system AOSP

@ Find the protected system apps’ windows
Analyze addSystemFlags, addPrivateFlags, or setPrivateFlags

| public class GrantPermissionsActivity
protected void onCreate (Bundle b) {

getWindow () .addSystemFlags (
SYSTEM_FLAG_HIDE_NON_SYSTEM OVERLAY WINDOWS); }

2

3
4
@ Study the features of these protected windows

Understand windows’ functionalities
Find reasons for developers to enable HNSOW
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Proposed Proper Guideline

* Analyze the windows under protection to build guideline
Conducted on the official Android system AOSP

@ Find the protected system apps’ windows
Analyze addSystemFlags, addPrivateFlags, or setPrivateFlags

| public class GrantPermissionsActivity
protected void onCreate (Bundle b) {

getWindow () .addSystemFlags (
SYSTEM_FLAG_HIDE_NON_SYSTEM OVERLAY WINDOWS); }

2

:
1

@ Study the features of these protected windows

Understand windows’ functionalities

 Find reasons for developers to enable HNSOW

® Summarize the common features of protected windows

From aspects of startability, functionality, and interactivity

Presented by

N Dss Internet

SYMPOSIUM/2024 Society

#NDSSSymposium2024



o O
[
. Proposed Proper Guideline
@
o - * Startability
 Windows under protection can be launched in one step . @
® o
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Proposed Proper Guideline

* Startability
 Windows under protection can be launched in one step

« Windows that can be directly launched (i.e., launched in
one step) are more vulnerable to overlay attack
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. Proposed Proper Guideline
@
) o - * Startability
 Windows under protection can be launched in one step . @
 Windows that can be directly launched (i.e., launched in
one step) are more vulnerable to overlay attack . ®

* Example

The activity BluetoothPermissionActivity of the system settings app,

which asks users to grant permissions to the Bluetooth devices can (o °
be directly launched by malware
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. Proposed Proper Guideline
@
) o * Startability
 Windows under protection can be launched in one step . @
 Windows that can be directly launched (i.e., launched in
one step) are more vulnerable to overlay attack . ®

* Example
The activity BluetoothPermissionActivity of the system settings app,
which asks users to grant permissions to the Bluetooth devices can (o °

be directly launched by malware

e Attack
Malware can draw an overlay on top of the activity to deceive users : :

into clicking the "Allow" button to grant permission

Overlay e

’
\ R

Congratulations!
You get a gift

54 OK

,‘Q Presented by
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Proposed Proper Guideline

) o - * Startability
 Windows under protection can be launched in one step

« Windows that can be directly launched (i.e., launched in
one step) are more vulnerable to overlay attack .

* Example

The activity BluetoothPermissionActivity of the system settings app,

which asks users to grant permissions to the Bluetooth devices can (o °
be directly launched by malware

* Attack
Malware can draw an overlay on top of the activity to deceive users

into clicking the "Allow" button to grant permission

= Due to a lack of context information, users are unaware that . .
they are interacting with BluetoothPermissionActivity

Overlay

’4
,/
\ L

You get a gift
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Proposed Proper Guideline

o . * Startability
 Windows under protection can be launched in one step

« Windows that can be directly launched (i.e., launched in
one step) are more vulnerable to overlay attack

* Example
The activity BluetoothPermissionActivity of the system settings app,
which asks users to grant permissions to the Bluetooth devices can

be directly launched by malware

* Attack
Malware can draw an overlay on top of the activity to deceive users

into clicking the "Allow" button to grant permission

= Due to a lack of context information, users are unaware that
they are interacting with BluetoothPermissionActivity

Overlay

’4
,/
\ L

You get a gift

= Android enables HNSOW in BluetoothPermissionActivity
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o NDss Society. #NDSSSymposium2024

SYMPOSIUM/2024 Society



o O
D [
. Proposed Proper Guideline
@
) o - * Functionality
 Windows under protection will per[gf[n sensitive opera[igr_ls . @
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. Proposed Proper Guideline
<
) o - * Functionality
 Windows under protection will per[gf[n sensitive operatiggs . @
 Windows implementing sensitive functionalities typically
require user consent to perform such operations . ®
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Proposed Proper Guideline

* Functionality
 Windows under protection will perform sensitive operatlons

« Windows implementing sensitive functionalities typically
require user consent to perform such operations

 Malicious overlay can deceive users into granting consent
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Proposed Proper Guideline

* Functionality

 Windows under protection will perform sensitive operatlons

« Windows implementing sensitive functionalities typically
require user consent to perform such operations

 Malicious overlay can deceive users into granting consent

BluetoothPermissionActivity

SYMPOSIUM/2024

\

Example
The activity BluetoothPermissionActivity implements sensitive

Allow access to contacts and aj}’

log?

A Bluetooth device, Un kgcw wants
nd call log.

t ncoming

Congratulations!
You get a gift

5: OK
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Proposed Proper Guideline

* Functionality

 Windows under protection will perform sensitive operatlons

« Windows implementing sensitive functionalities typically
require user consent to perform such operations

Malicious overlay can deceive users into granting consent

BluetoothPermissionActivity

* Example
\ The activity BluetoothPermissionActivity implements sensitive
s function of granting permissions to Bluetooth devices
Overlay I it;l;;wacc sto contacts d’a»"
\ ,r,’ A Bluetooth device, Un ?ﬂrém:‘d‘ﬂqtg ° Attack

Malware can draw an overlay on top of the activity to deceive users
into clicking the "Allow" button to grant permissions

Congratulations!
You get a gift

5: OK
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Proposed Proper Guideline

* Functionality

Windows under protection will perform sensitive operatlons

Windows implementing sensitive functionalities typically
require user consent to perform such operations

Malicious overlay can deceive users into granting consent

BluetoothPermissionActivity

* Example

\ The activity BluetoothPermissionActivity implements sensitive
s function of granting permissions to Bluetooth devices
Overlay L it;l;;wacc s to contacts and au"
\ o A Bluetooth dev ugw:j H‘t‘; ° Attack

b Malware can draw an overlay on top of the activity to deceive users
into clicking the "Allow" button to grant permissions

Congratulations!
You get a gift

5: OK

= Android enables HNSOW in BluetoothPermissionActivity
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. Proposed Proper Guideline
o
) e - * Interactivity
« Sensitive functionalities of protected windows can normally . @
be executed with no more than two user interactions
@ o
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. Proposed Proper Guideline
©
) e - * Interactivity
« Sensitive functionalities of protected windows can normally . @
be executed with no more than two user interactions
* Launch the window and trigger the sensitive functionality
@ o
. @
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. Proposed Proper Guideline
©
) o - * Interactivity
« Sensitive functionalities of protected windows can normally . @
be executed with no more than two user interactions
* Launch the window and trigger the sensitive functionality
 Windows requiring fewer user interactions to execute . o
sensitive functionalities are more vulnerable
. @
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Proposed Proper Guideline

e * Interactivity

« Sensitive functionalities of protected windows can normally
be executed with no more than two user interactions

« Launch the window and trigger the sensitive functionality

 Windows requiring fewer user interactions to execute .
sensitive functionalities are more vulnerable

 Example o :
After launching BluetoothPermissionActivity, it only needs one click
event to perform the sensitive permission granting operation

BluetoothPermi
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Proposed Proper Guideline

) e - * Interactivity

Overlay

'/
-
-
'l
”

You get a gift

S NDSS
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Congratulations

53 OK

Sensitive functionalities of protected windows can normally
be executed with no more than two user interactions

« Launch the window and trigger the sensitive functionality

Windows requiring fewer user interactions to execute
sensitive functionalities are more vulnerable

* Example
After launching BluetoothPermissionActivity, it only needs one click
event to perform the sensitive permission granting operation

v

Malicious overlay can easily lure users into clicking the button

nnnnnnnnn
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Proposed Proper Guideline

e * Interactivity

« Sensitive functionalities of protected windows can normally
be executed with no more than two user interactions

« Launch the window and trigger the sensitive functionality

 Windows requiring fewer user interactions to execute .
sensitive functionalities are more vulnerable

 Example o :
After launching BluetoothPermissionActivity, it only needs one click
event to perform the sensitive permission granting operation

# o .

Malicious overlay can easily lure users into clicking the button

Overlay

'/
-
-
'l
”

Congratulations!
You get a gift

nnnnnnnnn

= Users have limited context information and are challenging for . .
¢ OK them to know the consequences of such a simple click event

Q Presented by ®
= NDSS
ay Internet

SYMPOSIUM/2024 Society #NDSSSymposium2024



Proposed Proper Guideline

e * Interactivity

« Sensitive functionalities of protected windows can normally
be executed with no more than two user interactions

« Launch the window and trigger the sensitive functionality

 Windows requiring fewer user interactions to execute .
sensitive functionalities are more vulnerable

 Example o :
After launching BluetoothPermissionActivity, it only needs one click
event to perform the sensitive permission granting operation

# . .

Malicious overlay can easily lure users into clicking the button

Overlay

N

= Users have limited context information and are challenging for
them to know the consequences of such a simple click event

— Android enables HNSOW in BluetoothPermissionActivity
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Proposed Proper Guideline

* Three criteria that serve as guidelines

* Criteria 1: One-Step Launch
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Proposed Proper Guideline

* Three criteria that serve as guidelines
* Criteria 1: One-Step Launch

The window can be directly launched

* Ciriteria 2: Sensitive Operation
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Proposed Proper Guideline

* Three criteria that serve as guidelines
* Criteria 1: One-Step Launch

The window can be directly launched

e Criteria 2: Sensitive Operation

The window implements security sensitive functionalities

* Criteria 3: Simplistic Interaction
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Proposed Proper Guideline

* Three criteria that serve as guidelines
* Criteria 1: One-Step Launch
« The window can be directly launched

e Criteria 2: Sensitive Operation
« The window implements security sensitive functionalities

* Criteria 3: Simplistic Interaction
+ Sensitive operations can be triggered by < one interaction

A window satisfies all three criteria

'

Need protection against overlay attack
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OverlayChecker

o - * Uncover the windows that miss protection
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OverlayChecker

* Uncover the windows that miss protection

* It consists of discovery module and PoC creator module

Activity Launching

/Ill Intent
D Construction

/ \ / \ Discovery
= . Module
Manifest 3 Sensitive
8  Analysis System API
@®?

| Launch
. HNSOW O
E? Code [ Sensitive START ivi
‘ S @Cﬂntentprovider Check Sensitive Operation flag?? Ll f sy PoC app
\ / \ / Triggers —
L]
¥ Suspicious

Crlterla 1: One-Step @Crlterla 2: Sensitive @Crlterla 3: Simplistic Window
System — .
Launch Operation Interaction

apps

Window
»] Requiring
Protection

AP Manual \
\_ %/ Attack Design

Report the bug

PoC Creator Module
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OverlayChecker

* Uncover the windows that miss protection

* It consists of discovery module and PoC creator module
» lIdentify windows requiring protection against overlay attack

/ \ / \ Discovery
= . : Module
Manifest 3 Sensitive
8  Analysis System API
@®?

I Launch
\ " HNSOW O
E? Code L Sensitive START ivi
‘ Analysis @Contentp.rovid.c_.r Check Sensitive Operation flag?? forget Acvity PoC apP
\ / \ / Triggem —
L]
¥ Suspicious

Crlterla 1: One-Step @Crlterla 2: Sensitive @Crlterla 3: Simplistic Window
System — .
Launch Operation Interaction

apps

Activity Launching

/Ill Intent -
D Construction

Window
»] Requiring
Protection

{ A Manual \
\_ %/ Attack Design

Report the bug

PoC Creator Module

,Q N Dss Presented by
7
aV Internet

SYMPOSIUM/2024 Society #NDSSSymposium2024



OverlayChecker

* Uncover the windows that miss protection

* It consists of discovery module and PoC creator module
» lIdentify windows requiring protection against overlay attack
« Assist in constructing PoC to confirm vulnerable windows

Activity Launching

/Ill Intent
D Construction

/ \ / \ Discovery
= . Module
Manifest 3 Sensitive
8  Analysis System API
@®?

I Launch
. " HNSOW O
E? Code [ Sensitive START ivi
‘ S @Cﬂntentprovider Check Sensitive Operation flag?? Ll f sy PoC app
\ / \ / Triggem —
L]
¥ Suspicious

Crlterla 1: One-Step @Crlterla 2: Sensitive @Crlterla 3: Simplistic Window
System — .
Launch Operation Interaction

apps

Window
»] Requiring
Protection

4 A Manual \
\_ %/ Attack Design

Report the bug

PoC Creator Module
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OverlayChecker

Discovery
= ) Module
Manifest Sensitive
8  Analysis System API
@@ ?
E? Code
Analysis

y Sensitive . )
L ContentProvider Check Sensitive Operation

Triggers
1 T T
¥ ¥ ¥
System — @Crlterla 1: One-Step @Crlterla 2: Sensitive @Crlterla 3: Slmpll:t,tlc
Launch Operation Interaction

apps
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Discovery

Module
Manifest |0 Sensitive
Analysis System API
@e?
E? Code 5 Sensitive . )
Analysis v.£ ) ContentProvider, ik e O
Triggers
OverlayChecker . .
4

4 ¥
System J@Crlterla 1: One-Step| | @Crlterla 2: Sen5|t.|ve @Crlterla 3: SImp'l?th
[\ Launch Operation Interaction

apps

* Criteria 1: One-Step Launch
- ldentify windows (activity, dialog) that can be directly launched
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Discovery

- 0 == [ 57 ]
B o o
OverlayChecker 103 .

Manifest
Analysis

eck Sensitive Operati
Triggers

% Sensitive
v C ContentProvider]
3

¥ ¥
System J@Crlterla 1: One-Step| | @Crlterla 2: Sensitive @Crlterla 3: Simplistic
[\ Launch Operation Interaction

apps

* Criteria 1: One-Step Launch

- ldentify windows (activity, dialog) that can be directly launched

® Windows that can be directly launched through Intent objects
=P Analyze system apps’ manifest files, especially “enable”, “export” attributes
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Discovery

Manifest
8  Analysis

5 Sensitive . )
v £ JF¥ContentProvider Check Sensitive Operati
Triggers
Ll
4

4 ¥
System _r@Crlterla 1: One-Step| | @Crlterla 2: Sen5|t.|ve @Crlterla 3: SImp'I.StIC
[\ Launch Operation Interaction

apps

‘ |0 Syvtem APY 007 ]
e < .
OverlayChecker 103 .

* Criteria 1: One-Step Launch

« Identify windows (activity, dialog) that can be directly launched
® Windows that can be directly launched through Intent objects

=P Analyze system apps’ manifest files, especially “enable”, “export” attributes
@ Windows that can be directly launched by other components

= Analyze code of system apps and Android framework
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OverlayChecker

* Criteria 1: One-Step Launch

3

System —

Manifest
8  Analysis

Sensitive
System API

Code
Analysis

% Sensitive
w& ‘ContentProvider]

¥

Discovery
Module

[@@‘?]

Triggers

@Criteria 1: One-Ste
Launch

)

©

Criteria 2: Sensitive | |
Operation

¥
[, @Criteria 3: Simplistid
Interaction

apps

- ldentify windows (activity, dialog) that can be directly launched

® Windows that can be directly launched through Intent objects

=P Analyze system apps’ manifest files, especially “enable”, “export” attributes
@ Windows that can be directly launched by other components
= Analyze code of system apps and Android framework

* Criteria 2: Sensitive Operation

 Determine whether the windows call sensitive APls or access
sensitive content providers to conduct sensitive operations
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OverlayChecker

* Criteria 1: One-Step Launch

3

System —

Manifest
8  Analysis

Sensitive
System API

Code
Analysis

% Sensitive
w& ‘ContentProvider]

¥

Discovery
Module

[@@‘?]

Triggers

@Criteria 1: One-Ste
Launch

)

©

Criteria 2: Sensitive | |
Operation

¥
[, @Criteria 3: Simplistid
Interaction

apps

- ldentify windows (activity, dialog) that can be directly launched

® Windows that can be directly launched through Intent objects

=P Analyze system apps’ manifest files, especially “enable”, “export” attributes
@ Windows that can be directly launched by other components
= Analyze code of system apps and Android framework

* Criteria 2: Sensitive Operation

 Determine whether the windows call sensitive APls or access
sensitive content providers to conduct sensitive operations

=P Analyze event handlers since sensitive operations require user consent
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Discovery

Manifest
8  Analysis

Module
Sensitive
System API
@®?
/ Sensitive
-7 ContentProvider] Check Sensitive Operation
Triggers
veriay CCKCEYr :
¥ ¥

_ Criteria 1: One-Step Criteria 2: Sensitive __| @Criteria 3: Simplisti]

System _’[@ Launch ] |@ Operation] ’[ Interaction

apps

? Code
Analysis

* Criteria 1: One-Step Launch

« Identify windows (activity, dialog) that can be directly launched
® Windows that can be directly launched through Intent objects

=P Analyze system apps’ manifest files, especially “enable”, “export” attributes
@ Windows that can be directly launched by other components

= Analyze code of system apps and Android framework

* Criteria 2: Sensitive Operation

 Determine whether the windows call sensitive APls or access
sensitive content providers to conduct sensitive operations

=P Analyze event handlers since sensitive operations require user consent

Criteria 3: Simplistic Interaction
 Determine whether sensitive operations require other user events
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Discovery

Module
|0 Sensitive
System API
@®?
Ch ion

Manifest
8  Analysis

? Code £ Sensitive
Analysis w& ContentProvider]

eck Sensitive Operati
Triggers

OverlayChecker 103 :
system Q) e e tr] Qe o] QT i

apps

¥

* Criteria 1: One-Step Launch

« Identify windows (activity, dialog) that can be directly launched
® Windows that can be directly launched through Intent objects

=P Analyze system apps’ manifest files, especially “enable”, “export” attributes
@ Windows that can be directly launched by other components

= Analyze code of system apps and Android framework

* Criteria 2: Sensitive Operation

 Determine whether the windows call sensitive APls or access
sensitive content providers to conduct sensitive operations

=P Analyze event handlers since sensitive operations require user consent

Criteria 3: Simplistic Interaction

 Determine whether sensitive operations require other user events
= Analyze control/data dependency of sensitive operations
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° Is OverlayChecker reliable for identifying the
o windows of system apps require protection?

e ’ AOSP Version | # Protected # ldentified m
Android 10 27 (100.0%) 0 (0.0%) . .

Android 11 44 42 (95.5%) 2 (4.5%)
Android 12 60 56 (93.3%) 4 (6.7%)

Android 13 66 60 (90.9%) 6 (9.1%) .
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Is OverlayChecker reliable for identifying the
windows of system apps require protection?

AOSP Version # Protected # Identified # Missed

Android 10 27 27 (100.0%) | 0 (0.0%)
Android 11 44 42 (955%) | 2 (4.5%)
Android 12 60 56 (93.3%) | 4 (6.7%)
Android 13 66 60 (90.9%) | 6(9.1%)

 Most (more than 90%) of protected windows in AOSP Android
10~13 can be identified by OverlayChecker
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Is OverlayChecker reliable for identifying the
windows of system apps require protection?

AOSP Version # Protected # Identified # Missed

Android 10 27 27 (100.0%) | 0 (0.0%)
Android 11 44 42 (955%) | 2 (4.5%)
Android 12 60 56 (93.3%) | 4 (6.7%)
Android 13 66 60 (90.9%) | 6(9.1%)

 Most (more than 90%) of protected windows in AOSP Android
10~13 can be identified by OverlayChecker

= OverlayChecker is reasonably reliable for identifying windows
of system apps require protection
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Is OverlayChecker reliable for identifying the
windows of system apps require protection?

AOSP Version # Protected # Identified m

Android 10 27 (100.0%) | 0 (0.0%)
Android 11 44 42 (955%) | 2 (4.5%)
Android 12 60 56 (93.3%) | 4 (6.7%)
Android 13 66 60 (90.9%) | 6(9.1%)

 Most (more than 90%) of protected windows in AOSP Android
10~13 can be identified by OverlayChecker

= OverlayChecker is reasonably reliable for identifying windows
of system apps require protection

« 6 protected windows are missed by OverlayChecker
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Is OverlayChecker reliable for identifying the
windows of system apps require protection?

AOSP Version # Protected # Identified m

Android 10 27 (100.0%) | 0 (0.0%)
Android 11 44 42 (955%) | 2 (4.5%)
Android 12 60 56 (93.3%) | 4 (6.7%)
Android 13 66 60 (90.9%) | 6(9.1%)

 Most (more than 90%) of protected windows in AOSP Android
10~13 can be identified by OverlayChecker

= OverlayChecker is reasonably reliable for identifying windows
of system apps require protection

« 6 protected windows are missed by OverlayChecker

= They operate on file storing sensitive content instead of calling
sensitive APIs or accessing sensitive content providers
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° Can OverlayChecker uncover system apps’

® windows missing protection? ®
¢ Official Android Systems
@ o
SRR Android 12 Google
O

Android 13 7 .
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° Can OverlayChecker uncover system apps’

e windows missing protection? ®
® . . * Identify 10 unprotected windows
Ofticial Android Systems (1) All in Android 12, 7 in Android 13 . .
MU LGS  (2) 3 CVESs are assigned with high severity
osP Android 12 Google 10
C

Android 13 7 .
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° Can OverlayChecker uncover system apps’
windows missing protection?

Official Android Systems . Id(?ntlfy 1(_) unpr(_)tected _w1nd0ws
(1) All in Android 12, 7 in Android 13 . .
(2) 3 CVEs are assigned with high severity
Android 10
Android 11 16
AOSP Android 12 —— 10 . .
Android 13 7
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Can OverlayChecker uncover system apps’
windows missing protection?

AOSP

Official Android Systems

Android 10
Android 11
Android 12
Android 13
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Identify 10 unprotected windows
(1) All in Android 12, 7 in Android 13
(2) 3 CVEs are assigned with high severity
* Findings

(1) Unprotected windows are gradually patched
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Can OverlayChecker uncover system apps’
windows missing protection?

. . * Identify 10 unprotected windows
Official Android Systems (1) All in Android 12, 7 in Android 13

(2) 3 CVEs are assigned with high severity

Android 10 ° Findings

AOSP Android 11 Google 16 (1) Unprotected windows are gradually patched
Android 12 10 (2) Extra unprotected windows have introduced
Android 13 7
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Can OverlayChecker uncover system apps’
windows missing protection?

. . * Identify 10 unprotected windows
Official Android Systems (1) All in Android 12, 7 in Android 13

(2) 3 CVEs are assigned with high severity

Android 10 ° FilldillgS

SRR Android 11 Google 16 (1) Unprotected windows are gradually patched
Android 12 10 (2) Extra unprotected windows have introduced
Android 13 7 (3) Unprotected windows still exist in latest Android
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Can OverlayChecker uncover system apps’
windows missing protection?

. . * Identify 10 unprotected windows
Official Android Systems (1) All in Android 12, 7 in Android 13

(2) 3 CVEs are assigned with high severity

Android 10 ° Findings

SRR Android 11 Google 16 (1) Unprotected windows are gradually patched
Android 12 10 (2) Extra unprotected windows have introduced
Android 13 7 (3) Unprotected windows still exist in latest Android

Third-party Android Systems

OneUl Android 12  Samsung 26

OriginOS  Android 12 Vivo 22
MIUI Android 12 Xiaomi 22
MagicUl Android 12 Honor 14
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Can OverlayChecker uncover system apps’
windows missing protection?

. . * Identify 10 unprotected windows
Official Android Systems (1) All in Android 12, 7 in Android 13

(2) 3 CVEs are assigned with high severity
27

Android 10 ° FilldillgS

SRR Android 11 Google 16 (1) Unprotected windows are gradually patched
Android 12 10 (2) Extra unprotected windows have introduced
Android 13 7 (3) Unprotected windows still exist in latest Android

* Identify 39 unprotected windows
Third-party Android Systems (1) All unprotected windows in AOSP Android 12

VYT remain unprotected in third-party Android systems

_ (2) 2 CVEs are assigned with moderate severity
OneUl Android 12 ~ Samsung | 26 . . .
(3) Vivo rated the reported cases as high severity
OriginOS  Android 12 Vivo 22
MIUI Android 12 Xiaomi 22
MagicUl Android 12 Honor 14
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Can OverlayChecker uncover system apps’
windows missing protection?

. . * Identify 10 unprotected windows
Official Android Systems (1) All in Android 12, 7 in Android 13

(2) 3 CVEs are assigned with high severity

Android 10 27 ° FilldillgS

SRR Android 11 Google 16 (1) Unprotected windows are gradually patched
Android 12 10 (2) Extra unprotected windows have introduced
Android 13 7 (3) Unprotected windows still exist in latest Android

* Identify 39 unprotected windows
Third-party Android Systems (1) All unprotected windows in AOSP Android 12

VYT remain unprotected in third-party Android systems

—r — (2) 2 CVEs are assigned with moderate severity
¢ ° amstng (3) Vivo rated the reported cases as high severity
OriginOS  Android 12 Vivo 22 . .
_ R * Findings
MILI ANSICISRTN WA | ee (1) More unprotected windows are found in third-
HEgell | anlele 92 e e party commercial Android systems
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Can OverlayChecker uncover system apps’
windows missing protection?

. . * Identify 10 unprotected windows
Official Android Systems (1) All in Android 12, 7 in Android 13

(2) 3 CVEs are assigned with high severity

Android 10 27 ° FilldillgS

SRR Android 11 Google 16 (1) Unprotected windows are gradually patched
Android 12 10 (2) Extra unprotected windows have introduced
Android 13 7 (3) Unprotected windows still exist in latest Android

* Identify 39 unprotected windows
Third-party Android Systems (1) All unprotected windows in AOSP Android 12

VYT remain unprotected in third-party Android systems

—r — (2) 2 CVEs are assigned with moderate severity
¢ ° amstng (3) Vivo rated the reported cases as high severity
OriginOS  Android 12 Vivo 22 . .
_ R * Findings
MILI ANSICISRTN WA | ee (1) More unprotected windows are found in third-
HEgell | anlele 92 e e party commercial Android systems

(2) Mobile vendors fail to promptly apply Google’s
security patches to their customized systems
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Summary and Future Work

v' Systematically study the vulnerability of missing protection
against overlay attack in windows of Android system apps
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Summary and Future Work
v' Systematically study the vulnerability of missing protection
against overlay attack in windows of Android system apps

v' Summarize criteria for determining whether a system
app’s window needs protection against overlay attack
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Summary and Future Work
v' Systematically study the vulnerability of missing protection
against overlay attack in windows of Android system apps

v' Summarize criteria for determining whether a system
app’s window needs protection against overlay attack

v" Design OverlayChecker to uncover unprotected windows
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Summary and Future Work
v' Systematically study the vulnerability of missing protection
against overlay attack in windows of Android system apps

v' Summarize criteria for determining whether a system
app’s window needs protection against overlay attack

v" Design OverlayChecker to uncover unprotected windows

v OverlayChecker finds 49 unprotected windows, leading to
5 CVEs and three of them are rated as High severity
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Summary and Future Work
v' Systematically study the vulnerability of missing protection
against overlay attack in windows of Android system apps

v' Summarize criteria for determining whether a system
app’s window needs protection against overlay attack

v" Design OverlayChecker to uncover unprotected windows

v OverlayChecker finds 49 unprotected windows, leading to
5 CVEs and three of them are rated as High severity

» Investigate the vulnerability of missing protection against
overlay attack in windows of third-party Android apps
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