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Can Information Still Leak in TEEs?
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⚠ ⚠ ⚠ Side-Channel Attacks! ⚠ ⚠ ⚠
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Side-Channel Attacks on Caches
• All cache levels are vulnerable


• The system software can be a part of an attack

L1 Cache

...

Th
re

ad
s

Cores

Co
he

re
nt

 O
n-

Ch
ip

 In
te

rc
on

ne
ct LLC - L3

Cache

M
em

or
y 

M
an

ag
em

en
t U

ni
t

...

To
 O
ff-

Ch
ip

 M
em

or
y.

..

L2 Cache

L1 Cache L2 Cache

L1 Cache L2 Cache

Th
re

ad
s

Th
re

ad
s

4



Side-Channel Attacks on Caches
• All cache levels are vulnerable


• The system software can be a part of an attack

L1 Cache

...

Th
re

ad
s

Cores

Co
he

re
nt

 O
n-

Ch
ip

 In
te

rc
on

ne
ct LLC - L3

Cache

M
em

or
y 

M
an

ag
em

en
t U

ni
t

...

To
 O
ff-

Ch
ip

 M
em

or
y.

..

L2 Cache

L1 Cache L2 Cache

L1 Cache L2 Cache

Th
re

ad
s

Th
re

ad
s

4



This Talk: TEE-ShirT

How to secure all cache levels without system software support?
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• Scalability: support high 
number of enclaves with 
minimal hardware


• Context switches 

• Cache coherence 

• Provable security
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This Talk: TEE-ShirT

How to secure all cache levels without system software support?
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• Scalability: support high 
number of enclaves with 
minimal hardware


• Context switches 

• Cache coherence 

• Provable security
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• TEE-ShirT is implemented with gem5 cycle-accurate 
CPU simulator.


• We also implement TEE-ShirT’s key components in an 
FPGA prototype for hardware overhead evaluation.


• We evaluate SPEC2017 and MiBench benchmark suites.


• We mechanize operational semantics for the formal 
security proof with Coq.
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Evaluation Methodology



Two Approaches to Secure Caches
• Flushing: invalidate and write-back dirty data.


• Partitioning: divide security domains into dedicated cache boundaries.
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How to Secure Private Caches?
• There are two levels of private caches: L1 and L2 

• L1:  

• Frequent accesses 

• Low latency access


• Typically 2-64KB


• L2:  

• High latency access


• Typically 256-512KB

8
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TEE-SHirT L1 Caches: Flushing

9

Flushing across context switches and system calls 
is a sufficient solution for the L1 cache.



TEE-SHirT L1 Caches: Flushing

9

Across context switches, data of an enclave is 
naturally evicted from the cache anyway.

Therefore, no performance gain from data retention 
at the L1 level.



Can We Do the Same to L2 Caches?
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Can We Do the Same to L2 Caches?

Why is it so expensive?
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TEE-ShirT L2 Caches: Partitioning
• Inclusivity Property: Lines in a lower level structure 

should also be present in the higher levels.
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TEE-SHirT LLC: Fine-Grain Partitioning
• Examples:


• Bespoke Cache Enclaves (SEED’21)


• Chunked-Cache (NDSS’22)


• Composable Cachelets (USENIX Sec’22)
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TEE-SHirT LLC: Fine-Grain Partitioning
• Examples:


• Bespoke Cache Enclaves (SEED’21)


• Chunked-Cache (NDSS’22)


• Composable Cachelets (USENIX Sec’22)

Prior literature already establishes that LLC has to be 
partitioned.
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TEE-ShirT Cache Hierarchy

• L1 Data/Instruction Cache: Flush across context switches.


• L2 Cache: Cache partitioning


• L3 Cache (LLC): Cache Partitioning


• We also ensure cache coherence across levels (details in the paper)
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This Talk: TEE-ShirT

How to secure all cache levels without system software support?

14

• Scalability: support high 
number of enclaves with 
minimal hardware


• Context switches 

• Cache coherence 

• Provable security

L1 Cache

...

Th
re

ad
s

Cores

Co
he

re
nt

 O
n-

Ch
ip

 In
te

rc
on

ne
ct LLC - L3

Cache

M
em

or
y 

M
an

ag
em

en
t U

ni
t

...

To
 O
ff-

Ch
ip

 M
em

or
y.

..

L2 Cache

L1 Cache L2 Cache

L1 Cache L2 Cache

Th
re

ad
s

Th
re

ad
s



Why is Scalability Challenging?
• Partitioning requires additional metadata associated with 

each partition:
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How Not to Manage Partition Metadata
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TEE-ShirT Metadata Virtualization
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Metadata Virtualization: Results
• Slowdown inflicted by cache flushes is greatly alleviated 

by metadata virtualization:
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Metadata Virtualization: Results
• Slowdown inflicted by cache flushes is greatly alleviated 

by metadata virtualization:

18

System call-intensive 
programs tend to benefit 
the most from partition 
metadata virtualization.



This Talk: TEE-ShirT

How to secure all cache levels without system software support?

19

• Scalability: support high 
number of enclaves with 
minimal hardware


• Context switches 

• Cache coherence 

• Provable security
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With appropriate sizes, 
even memory-intensive 
benchmark mixes yield 

reasonable performance 
results.
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