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Background

Decompiling is an important way to understand binaries.

vulnerability analysis virus analysis software cracking

and so on...
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Background

There is still a gap in readability between decompiler
output and human-written code.

Source Code

Decompiler Output

/I Calculate Fibonacci numbers.
int Fibon(int number){

if (number == 1 || number == 2) {
return 1;
} else{
return Fibon(number - 1) +
Fibon(number - 2);

}
}

int Fibon(int param_1) {

int iVarl;
int iVar2;

if ((param_1==1) || (param_1 == 2)) {
iVar2 =1;
} else {
iVarl = Fibon(param_1 + -1);
iVar2 = Fibon(param_1 + -2);
iVar2 =iVar2 +iVarl;
}

return iVar2;
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Inspiration

Large Language Model (LLM) appears...

large number of parameters

trained on abundant codebases

¢

decent ability for rewriting code, even the unseen code
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Challenge

1. How to unlock the potential of LLM on our task?

2. How to filter out the gibberish of LLM?
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Method

Break down the task for optimizing decompiler outputs

Step 1. What optimizations to do?
Step 2. How to perform these optimizations?

Step 3. Are optimizations correct?
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Method

Break down the task for optimizing decompiler outputs

and assign to different roles

Step 1. What optimizations to do? ==> Referee
Step 2. How to perform these optimizations? :> Advisor

Step 3. Are optimizations correct? — Operator
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Method

Break down the task for optimizing decompiler outputs

Three-role Model

* Referee: optimization scheme

Referee Advisor

(R_ref) (R_adv)
............. R * Advisor: specific rectification measures

Operator
(R_ope)

=
S5

Analyser  Optimized Output

DeGPT - * Operator: filter out the gibberish of LLM
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Method

Filter out the gibberish of LLM by checking the
changes of function semantics

What can represent function semantics?
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Method

Filter out the gibberish of LLM by checking the
changes of function semantics

What can represent function semantics?
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Method

Filter out the gibberish of LLM by checking the
changes of function semantics

Micro-Snippet Semantic Calculation (MSSC)

 Q

1l
decompiler </ >l :> [initialize symbol table ] |:>fy;lilb01
able

output

tables

[compare symbol J

[down execution paths andJ

conclude the
update symbol table semantic changes

optimized [ ©
decompiler |</ >l :>

output

:> symbol
table
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A detailed workflow of DeGPT

@ Referee @ Advisor ® Operator

| ¢ int Fibon(int param_1) {
L h imizati Vo if 1=1 1==2
Query the LLM for i Sort the optimizations | i (z:::nmf; || param_ ){:
: necessary optimizations ok TR
[ ok I ¢ return Fibon(param 1-1) +
- ik 1k Fib 1-2);
,qnmk / { || Decide the prompt basedon | | |: boa(parsm_i-2) oo
s N\ optimization type A : o
L. Structure simplification: Yes | ! |: l 1k l g
2. Adding comment: Yes ' 3
® . i |Send the prompt to LLM for - :IMSSC|—> Sem‘"‘t‘f) | ; .
3. Variable renaming: Yes : | specific edition suggestions | | : Changed?| v
- o = :
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Method

An example after optimizing by DeGPT

Decompiler Output Optimized Output
int Fibon(int param_1) { | // Description: Calculates the Fibonacci. |
int iVarl; /| Parameters:
int iVar2; /I - num: The input for which the ...

// Returns: The Fibonacci number
if (param_1==1) || (param_1 == 2)) {
iVar2 =1; ' int Fibon(int num) {

} else { /! Fibonacci for 1 and 2 are both 1.
iVarl = Fibon(param_1 + -1); if (num ==1 || num == 2) {
iVar2 = Fibon(param_1 + -2); return 1;
iVar2 =iVar2 +iVarl; }
} // Recursive step
return iVar2; return Fibon(num - 1) + Fibon(num - 2);
} }
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Evaluation

Flux

Q Mirai Botnet!
>< DDoS-For-Hire Service

o
.9

xxxxxx

Metric for variable renaming:

Meaningful Variable(optimized output) Metric for comment appending:

MVR =
Variable Number(optimized output)

_ Correct Comments(optimized output)

CR =
All Comments(optimized output)
Metric for structure simplification:
Non-trivial Comments(optimized output)
Effort(optimized output) NR = —
ER — P P Correct Comments(optimized output)

Effort(output)
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Evaluation

The symbol (D represents non-stripped binaries while 2 represents the stripped binaries.

Codebase

MVR (%)

ER (%)

CR (%)

NR (%)

@

@

@

@

@

@

@

@

LeetCode

27.0

23.0

75.5

76.9

98.7

100

64.8

36.8

Mirai

29.1

17.3

77.5

75.8

99.4

96.8

71.6

36.7

Coreutils

28.0

20.2

72.0

74.2

98.9

100

62.0

40.6

AudioFlux

37.0

36.4

77.6

78.5

99.6

100

53.0

38.4

Average

30.3

24.2

75.6

76.3

99.2

99.2

62.9

38.1

N

LD

SYMPOSIUM/2024

Finding 1: DeGPT has decent performance on the unseen codebase.

(AudioFlux appeared later than LLM’s latest training data.)
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Evaluation

The symbol (D represents non-stripped binaries while 2 represents the stripped binaries.

Codebase

MVR (%)

ER (%)

CR (%)

NR (%)

@

@

@

@

@

@

@

@

LeetCode

27.0

23.0

75.5

76.9

98.7

100

64.8

36.8

Mirai

29.1

17.3

77.5

75.8

99.4

96.8

71.6

36.7

Coreutils

28.0

20.2

72.0

74.2

98.9

100

62.0

40.6

AudioFlux

37.0

36.4

77.6

78.5

99.6

100

53.0

38.4

Average

30.3

24.2

75.6

76.3

99.2

99.2

62.9

38.1

Finding 2: Stripped symbols mainly affect the semantic-related
optimizations (variable names and comments).
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Evaluation

The symbol (D represents non-stripped binaries while 2 represents the stripped binaries.

Codebase

MVR (%)

ER (%)

CR (%)

NR (%)

@

@

@

@

@

@

@

@

LeetCode

27.0

23.0

75.5

76.9

98.7

100

64.8

36.8 |

Mirai

29.1

17.3

77.5

75.8

99.4

96.8

71.6

36.7 |

Coreutils

28.0

20.2

72.0

74.2

98.9

100

62.0

106 |

AudioFlux

37.0

36.4

77.6

78.5

99.6

100

53.0

384 |

Average

30.3

24.2

75.6

76.3

99.2

99.2

62.9

381 |

Finding 3: DeGPT has a high correct rate in appending comments, but
not all appended comments are useful.
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Evaluation

e (QI: Do you think the optimized decompiler output is
more concise (e.g., fewer redundant variables) and idiomatic
compared with the original decompiler output?

Three Groups

e 02: Do you think the optimized decompiler output owns
more meaningful and helpful variable names compared with

the original decompiler output? professional
e (03: Do you think the optimized decompiler output owns :::
more meaningful and helpful comments compared with the intermediate

original decompiler output?

e O4: Do you think the optimized decompiler output retains the basic
function semantics (or behaviors) compared with the original
decompiler output?

e 05: Generally, do you think the optimized decompiler output
is more helpful in understanding the target binary compared
with the original decompiler output?
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Evaluation
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Finding 4: Participants of all groups show positive attitudes to the
optimized decompiler outputs.
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Evaluation
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Finding 5: The professional group scored lower than participants in the
other group, which reflects the limitations of the knowledge of the LLM.
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Summary

We propose DeGPT to leverage LLM to improve the readability of
decompiler outputs.

[t contains a three-role model to unlock the potential of LLM.
It contains MSSC mechanism to filter out the gibberish of LLM.

DeGPT shows decent performance on various metrics and user studies.
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