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Internet censorship

The Atlantic, Mar 2019

1.Domain blocking 

2.Content takedowns 

1.Domain admins 

2.Social media platforms 

            …
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Researchers investigate data 
from recent measurements in 
the country of interest

Generate reportsJournalists or on-the-
ground activists reach out

🙅  Not scalable on a global scale

🚮  Data is wasted if no one reaches out

❗  Automated method is needed
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Internet censorship event detection
Classical Internet censorship event detection pipeline

Researchers investigate data 
from recent measurements in 
the country of interest

Generate reports

Other proposed methods 

- Time-series anomaly detection techniques: bitmap-based detection. Sundara Raman et al. 

- Supervised Learning on DNS measurement. Brown et al.

Journalists or on-the-
ground activists reach out
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Internet censorship event detection challenges

1. Lack of ground truth.  

- Censorship observatories stopped labelling “normal/
blocked” and now report various network anomalies. 

- Censors rarely disclose their blocking policies. 

2. Measurement volatility. 

- Domain test list (Tranco and the Citizen Lab Test List) 

- Vantage point list 

3. Large volume of data (78 billion data points from Censored 
Planet from 2019-2022).

Unsupervised 
Learning
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     - Network admins of ISPs, university networks, company networks  
         are able to implement and update blocking policies 
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Assumptions 
IP Organization is the unit of censorship  
     → annotate measurement with IP org information in preprocessing 

Censorship events involves simultaneous blocking of multiple domains 
     → use decision tree to describe blocking behaviors on a set of vantage points 

     → cluster domains with the similar blocking behaviors 

CenDTect: an unsupervised learning censorship event detection system
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Clustering toy example:  
Decision trees for 3 domains in a region that only has 3 ASes: AS1, AS2, AS3. 

CenDTect: an unsupervised learning censorship event detection system

Round 1: Output cluster C1 = {rule=DTgoogle, domains={google, twitter}} 

Round 2: Output cluster C2 = {rule=DTfacebook, domains={twitter, facebook}}
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CenDTect: an unsupervised learning censorship event detection system

❗Prominent  
Events

Prominent event discovery pipeline
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- 15,360 HTTP(S) clusters in 192 countries in 4 years (Jan 2019 to Dec 2022). 
- 1,166 DNS clusters in 77 countries in 4-month (Aug 2022 to Dec 2022). 

Prominent Event Discovery 
- Persistent ISP-level blocking: 32 countries and regions.  

- Verified with research papers, independent studies, OONI data and news 
reports. 

- Confirmed well-documented countries. 
- Discovered 16 unreported countries.  

- 📖  Please refer to our paper for more details

CenDTect findings
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- 15,360 HTTP(S) clusters in 192 countries in 4 years (Jan 2019 to Dec 2022). 
- 1,166 DNS clusters in 77 countries in 4-month (Aug 2022 to Dec 2022). 

Prominent Event Discovery 
- Persistent ISP-level blocking: 32 countries and regions. 
- Temporal blocking: 11 events from measurements in 2022. 

CenDTect findings
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Temporal blocking detected in HTTP(S) 2022 data.

Temporal blocking events

- Happened during periods of election, 
political unrest, protest, and war. 

- Often targets news media, social networks, 
and anonymization tools.  

Iran, September 2022: 
- Multiple anonymization tools were 

blocked.  
- Several DNS over HTTPS canary domains 

were blocked 
- doh.opendns.com 
- doh-fi.blahdns.com 
- mozilla.cloudflare-dns.com
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Heterogeneous blocking within countries

💡Tips 
       - Recognize the diversity in blocking behavior within countries and  
         Autonomous Systems (ASes) and avoid generalizations. 

- ⚠  Many prior works report censorship 
based on the blocking ratio of the entire 
country/ASes. 

- Many countries have persistent, ISP-level 
blocking, significantly distinguishable 
from organizational blocking. 
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Organizational blocking in free countries

- ISP blocking and organizational 
blocking affect different population 
segments and have different impacts on 
global Internet censorship. 

- Discovered 14 free countries with 
organizational blocking, such as the 
United States, Australia, Canada, and 
Japan.  

- In the United States alone, we identify 
59 clusters for organizational blocking

💡Tips 
       - Differentiate between ISP and organizational blocking practices. 
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Contributions

CenDTect: an automated system for detecting Internet censorship events. 
     🌳  Decision trees 

     🔄  Iterative clustering 
We report more than 100 ASes in 32 countries with persistent ISP blocking. 
We identify 11 temporary blocking events in clusters discovered in 2022 
      Observed during periods of election, political unrest, protest, and war. 

Our findings provide insights on 
    💡The heterogeneity of blocking practices within countries. 

    💡The importance of distinguish ISP blocking and organizational blocking 
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Thank you!


