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Commonly used in 
Critical Infrastructure
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Control and Monitor 
a Physical Process
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[1]

[1] Authored by Customer 
[2] Authored by Vendor 
[3] Authored by 3rd Party

PLC

• This threat model has been the gold 
standard for nearly 20 years

• Many real-world attacks and academic 
papers have explored malware 
infections at these layers

ÿ Stuxnet, LLB, LogicLocker, PLC-Blaster, ICS-BROCK

ÿ HARVEY, Durin
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Quick Detour 3 PERA Model

• Purdue Enterprise Reference 
Architecture (PERA) separates devices 
into functionally distinct layers

• Network segregation prevents 
untrusted devices from having direct 
access to controllers (e.g., PLCs) 

• Makes FW/CL malware challenging to 
deploy

• Forces FW/CL malware to operate 
autonomously (no C&C)
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Example FW & CL Malware Infections

Generally speaking, these infections require privileged access and 
compromised credentials and/or vulnerabilities 
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Detecting Compromise at these Layers

Academics found creative ways to detect these type of infections with 
techniques like CL binary forensics, remote attestation, and formal verification



Meanwhile in industry, a 
profound change was 

slowly taking place
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The humble embedded webserver, which historically just showed static device 
metadata, has turned into a powerhouse of functionality 

Engineering Software

HTML

“Web-Based Management”

Administrative Control

Human-Machine Interfaces

HTML

“Web Visualizations”

Physical Process

• Authored by vendor
• Full control over device
• HTTPS

• Authored by customer
• HMI feature parity
• Websockets



Real-World Manifestation of this Design 



Real-World Manifestation of this Design 



Real-World Manifestation of this Design 

Secretly a 

webserver



Real-World Manifestation of this Design 

Secretly a 

webserver

Secretly a 
web browser



Real-World Manifestation of this Design 

Secretly a 

webserver

Secretly a 
web browser

Unique utilization of web technology 

• Client and server are deployed 
side-by-side 

• Web front-end is perpetually 
rendered with dedicated hardware
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Consequence of Embracing this Design

• Parts of the Level 1 controller now 
bleed into Levels 2 and 3

• Implicitly, you are swapping out 
network-based segregation with 
browser-based origin isolation

• Web security is now fundamental to the 
architecture
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• Real-Time OS 
• Misc. Stuff

Control Logic 
[1]

Client Machine

The web front-end is hosted by the PLC, but 
is downloaded and run by other hardware 
(e.g., Engineering Workstations, Local HMIs)

Web 
Application 

[1+2]

Front-end web code (e.g., HTML, JavaScript) 
runs in browser land on client machines
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[1] Authored by Customer 
[2] Authored by Vendor 
[3] Authored by 3rd Party PLC

Firmware [2+3] 

• CL Runtime 
• Real-Time OS 
• Misc. Stuff

Control Logic 
[1]

Web 
Application 

[1+2]

ÿ Stuxnet, LLB, LogicLocker, PLC-Blaster, ICS-BROCK

ÿ HARVEY, Durin

ÿ ???

How would this layer even get infected?

How hard is it to detect and remove?

What can it do from this layer?

What happens after the compromise?
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Firmware (FW) 
Malware

• Implemented closer to 
hardware 

• High-level of device 
control 

• Difficult to detect 
• Challenging to deploy

Control Logic (CL) 
Malware

• Runs in user-code 
sandbox 

• Easy access to GPIO 
• Simpler to deploy 
• Straightforward to 

detect 

Web-Based (WB) 
Malware

• Hosted by PLC; runs in 
other devices’ browsers 

• Device & physical 
process control 

• Easy to deploy 
• Difficult to Detect
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• A key observation is that both the vendor-authored admin page and the 
customer-authored HMI share the same web origin (scheme/hostname/port)

• Which means they are effectively the same website, so compromising one gives 
you access to both

• In the IT domain, companies use <domain sandboxing= to enforce origin 
isolation of untrusted front-end code (e.g., Facebook9s fbsbx.com)

HTML
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“Web Visualizations”

origin

25
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Physical Access

Network Access

Web Access

Install Malicious Web-Based HMI via SD Card

Deploy Malicious Web-Based HMI over ICS Protocol

Hijack HMI via cross-origin web vulnerabilities

A
c
c
e

s
s
 L

e
v
e

ls

Web Bugs are inherently 
more accessible to remote 

adversaries, since they 
can be exploited from 

browser-land 
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• Malware.js only executes while the page is actively being rendered in a browser

• Furthermore, the payload might get deleted if the operator deploys a new HMI

• Therefore& we must somehow detach ourselves from the infected webpage 

• Service Workers to the rescue!
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Stage 2) Persistence 

• Service Workers allow JavaScript code to burrow into browser cache and execute 
independently of the webpage that installed it

• Will run for up to 24hrs after the file is removed from the server

• Used in the IT domain to enrich the offline experience with features like push 
notifications and background sync

• We propose SWs get maliciously repurposed in the ICS domain to secure a web-
based foothold in the segregated industrial network

• We call them <resurrection files=
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Stage 2) Persistence 

• We can now survive page navigations, new web-based HMIs, 
firmware updates, and even hardware replacement!
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• The unique decoupled architecture of web-based PLC malware allows it to have a 
C&C connection, even when the PLC itself is in an isolated network 

Real-time Exfiltration Explained

ICS Network

Legitimate 
API calls

Normal-
looking 
web trafficWeb 

Application 
Back End

Web 
Application 
Front End

3rd-Party Web 
Application 
Back End

Client devices are often on 
the perimeter of these 

networks since they need 
both PLC and Internet 

access
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• Lastly, since we are in a very privileged vantage point (in some aspects, more so 
than even CL), we can self-destruct

• Overwrite own payload with something benign 

• Unregister all Service Workers

• (extreme) factory reset PLC using legitimate web API

Stage 4) Cover Tracks



Agenda

Industry Changes
What are the implications of embracing web tech?

Web-Based PLC Malware
Can malware live in the web front-end layer?

Real-World Example
Can NSA-level Windows 0days be replaced by an ad banner?

Background
What is a PLC and how do you hack it?
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Example Infection via 0day Web Bugs

• Found and exploited real zero-day 
vulnerabilities in the latest WAGO PLC 
firmware

• Demonstrate a <web-access= infection

• Chain of cross-origin bugs let any 
third-party website override the PLC 
Webvisu HMI page with malicious 
front-end code

• Attack is automatically launched 
when any machine inside the facility 
views this website

38
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Real-World Test 3 IronSpider!

• Malware was deployed when the operator looked at our ad banner

• Used browser cache to survive PLC hardware replacement

• Sabotaged industrial motor by changing set-points

• Spoofed HMI screen to show incorrect values

• Self-destructed with full factory-reset
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• Control Logic and Firmware are not the only locations to run PLC malware

• Web-Based PLC malware is often easier to deploy and harder to remove

• Web security has unique considerations in an ICS environment

• The next Stuxnet might infect the web application layer!

Takeaways

malware.js



A New Class of PLC Malware

Firmware (FW) 
Malware

• Implemented closer to 
hardware 

• High-level of device 
control 

• Difficult to detect 
• Challenging to deploy

Control Logic (CL) 
Malware

• Runs in user-code 
sandbox 

• Easy access to GPIO 
• Simpler to deploy 
• Straightforward to 

detect 

Web-Based (WB) 
Malware

• Hosted by PLC; runs in 
other devices’ browsers 

• Device & physical 
process control 

• Easy to deploy 
• Difficult to Detect



Questions?

Georgia Institute of Technology 
Cyber-Physical Security Lab 

https://sites.gatech.edu/capcpsec/ & https://cap.ece.gatech.edu/ 

Ryan Pickren 
https://www.ryanpickren.com/ 

rpickren3@gatech.edu 

https://sites.gatech.edu/capcpsec/
https://cap.ece.gatech.edu/
https://www.ryanpickren.com/

