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Our Key Insight: OpenRAN (O-RAN)

What is OpenRAN (O-RAN) [o-r]

▶ Represent a new software-defined open cellular network architecture

▶ Founded in 2018 by O-RAN Alliance

▶ Adopted by 32 mobile network operator worldwide (as of 2/2024)

Deployments of O-RAN based technology and solutions from map.o-ran.org
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Evaluation w/ Simulated Attacks and Variants

Attack Layer Exploited L3 Message New Detected

BTS RC
RRC ConnectionRequest (Fabricated) ✓

Depletion

Blind DoS RRC ConnectionRequest (Replayed TMSI) ✓

NAS AuthRequest← AttachReject ✓

NAS SecModeCmd ← AttachReject ✓

Downlink NAS AttachAccept ← AttachReject ✓

DoS NAS AuthRequest← ServiceReject ✓

NAS SecModeCmd ← ServiceReject ✓

NAS AttachAccept ← ServiceReject ✓

Uplink DoS
NAS AttachReq ← AttachReq (Invalid IMSI) ✓

NAS ServiceReq ← ServiceReq (Invalid MAC) ✓

Uplink IMSI
NAS AttachReq ← AttachReq (Unknown TMSI) ✓

Extractor

NAS AuthRequest ← IdentityRequest (IMSI) ✓

Downlink NAS AuthRequest ← IdentityRequest (IMEI) ✓

IMSI NAS AuthRequest ← IdentityRequest (TMSI) ✓

Extractor NAS SecModeCmd ← IdentityRequest (IMSI) ✓

NAS AttachAccept ← IdentityRequest (IMSI) ✓

Null Cipher RRC SecModeComplete ← SecModeFailure ✓

& Integrity NAS SecModeComplete ← SecModeReject ✓

Table: All L3 cellular attacks and variants replicated and evaluated (A← B indicates message B overwrites A).
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Evaluation w/ OTA Attacks

Our 5G Network Testbed at the Computer Science Lab of SRI International.
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Evaluation w/ OTA Attacks

Demo video available at https://www.5gsec.com/post/5g-spector-demo
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Evaluation w/ Real-World Datasets

Name Ref UE Time(s) #Pkt. #MF #Sess. B Event

BT-1 [LPY+16] LG LS660 10,597 4,164 1,810 113 6 0
BT-2 [LPY+16] LG G3 VS985 514 3,803 173 15 6 0
BT-3 [LPY+16] LG G3 VS985 489 3,766 158 15 6 0
BT-4 [LPY+16] Galaxy S5 764 2,996 154 13 6 0
BT-5 [LPY+16] LG G3 VS985 16,324 26,548 1,217 114 6 0
BT-6 [LPY+16] Galaxy S5 1,459 2,803 97 13 6 0
BT-7 [LPY+16] Galaxy S5 2,053 4,794 448 27 6 0
BT-8 [LPY+16] Galaxy S5 6,387 2,839 1,435 113 6 0

......
AT-1 [EAW+] N/A 1 632 61 11 : 0
AT-2 [EAW+] N/A 1 482 53 8 : 0
AT-3 [EAW+] N/A 1 626 59 6 : 0

......

Table: Evaluation results using real-world benign cellular traffic.
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Evaluation of Performance and Overhead
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sec.com

Contact:

Team@5GSec.com

5G-Spector Demo Video: https://www.5gsec.com/post/5g-spector-demo

5G-Spector Source Code: https://github.com/5GSEC/5G-Spector

5G-Spector Full paper (NDSS’24): 
https://web.cse.ohio-state.edu/~wen.423/papers/5G-Spector-NDSS24.pdf

Acknowledgement: 2022-2024 NSF 5G Convergence Accelerator Program

My personal homepage: https://web.cse.ohio-state.edu/~wen.423/Paper QR Code
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