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+» Attackers can be identified
s Allows for permanently banning attackers
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Utility of model not reduced, if no benign model is excluded
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Filtering

Differential Privacy

Operate directly on
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distribution.
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Limitations of Defenses Operating on Plain Parameters

-
Goal: Detangle mechanisms from assumptions about
kattacks/data while preserving main task accuracy.
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FreqFed results
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Evaluation Results — Untargeted Attacks

No Defense Frequency Defense
Injection Strategy Dataset

Label Flipping CIFAR-10

Random Update CIFAR-10

CIFAR-10

Optimized Attack (PGD) MNIST

E-MNIST

TNR = N
TP + FN " TN + TFP

TPR =




Evaluation Results — Targeted Attacks

Image domain (CIFAR-10)

Graph domain (GNNs)

Injection | Backdoor | No Defense Frequency Defense
Strategy type

Pixel-
attern
Single -
Backdoor Semantic
Edge-Case

Multiple Pixel-
Backdoor pattern

Distributed Pixel-
Backdoor pattern

Text domain

No Defense Frequency Defense
Dataset Model

PROTEINS

Audio domain

No Defense Frequency Defense

Dataset Model

MA TPR

Reddit LSTM . . 22.7 100.0

TNR

100.0

No Defense Frequency Defense
Dataset Model

MA TPR TNR

TIMIT . . . 95.3 100.0 100.0

TPR =

TP+ FN

TN

TNR = 5N Trp
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Conclusion — FreqFed

Previous existing defenses focus either on targeted or untargeted attacks

Non-1ID scenarios remain challenging for them

Training prioritizes low frequencies and progress to high frequencies
Employ frequency transformation to analyze embeddings of model

Leverage automatic clustering approach based on HDBSCAN

Mitigates targeted and untargeted attacks
Effective even in non-IID scenarios

Frequency transformation causes unprecise adaptions (loss constrain etc.)






Evaluation Results — Comparison Against SotA

Approach BA MA
No Attack 0.0%
No Defense 100%

Differential 0.0%
Privacy

AFA 0.0%
Median 0.0%
FoolsGold 0.0%
Krum 100.0%
Auror 0.0%
FreqFed 0.0%

BA: Backdoor Accuracy
MA: Main Task Accuracy
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