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Motivation

• Classic contract attacks are well-studied 
(tainted calls, re-entrancy...)


• Decentralized Finance → interactions are 
increasingly complex (DeFi Protocols)


• This attack surface is under-studied:


• Privilege escalation


• Oracle manipulation


• Storage collision
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Evaluation

• Found 14,891 (out of 14,237,696) contracts with storage collision


• Automatically synthesized an end-to-end exploit for 956 contracts


• More than $12M of potential financial damage ($6M previously unreported) 

• At least 132 still exploitable at the time of writing ($242K)
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Conclusions

• Storage collisions happen when two smart 
contracts have conflicting interpretations 
of the same storage variables 

• Vulnerabilities in contract interactions are 
under-studied and happening in the wild


• We estimate more than $12 millions of 
possible financial damage 
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Thanks!

github.com/ucsb-seclab/crush


github.com/ucsb-seclab/greed

Check out our code

59

http://github.com/ucsb-seclab/crush
http://github.com/ucsb-seclab/greed

