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Smart Televisions (Smart TVs)

Smart TVs are television devices which support Internet browsers
and third-party applications

FOR ALL

Samsung Smart TV

Images from:
https://www.apple.com/newsroom/2022/10/apple-introduces-the-powerful-next-generation-apple-tv-4k/ 2
https://news.samsung.com/us/samsung-smart-tvs-launch-itunes-movies-tv-shows-support-airplay-2-spring-2019/



Unlike older TV systems, modern Smart TVs have areas where
users input sensitive information to...

...connect to WiFi networks
...login to accounts
...make purchases



Typing on Smart TVs

Smart TVs have virtual keyboards which allow users to enter
iInformation through a wireless remote

Up Select 1|2|3|4|5]6]7]|8|9]|0]Back
_ glwjlelrjt]lylulijo]lpl|l”™]|*
Left Right
als|d|lflglh]jlk]l]|~]@]'
Down
z|x|lc|lv]|b]ln|m ?211




Typing on Smart TVs

Smart TVs have virtual keyboards which allow users to enter
iInformation through a wireless remote

Up Select 1|2|3|4|5]6]7]|8|9]|0]Back
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Left Right
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Keyboard interaction involves sequentially moving a cursor
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Typing on Smart TVS

Smart TVs have virtual keyboards which allow users to enter
iInformation through a wireless remote

Moving right four times and down

once puts the cursor on ‘g’ 12|3[4]5]16]7]8]9]|0 BA'CK
—p =t ——tp =i
glwle]|r It ylulijojpl”™]*
v
als|ld]|]flglh]jlk]l]|~|@]'
Users need not take a shortest A xlclvlo]lnlml |.12]5

path between keys

Smart TVs make sounds as the user interacts with the keyboard



Does the audio from Smart TVs leak information about what a
user types on the virtual keyboard?



Threat Model

We consider an attack who can listen to a Smart TV, either by
hijacking a device in the room or placing a malicious recorder

User types into Smart TV

/ DST HCwAmET

Attacker listens to TV
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Threat Model

We consider an attack who can listen to a Smart TV, either by
hijacking a device in the room or placing a malicious recorder

User types into Smart TV

DGL +CpAn&r

A Hacker Turned an Amazon Echo Into a 'Wiretap'

An Echo in every hotel room? Maybe think twice about that plan.

Attacker listens to TV

R (¢

Amazon Echo: https://www.wired.com/story/amazon-echo-wiretap-hack/
Google Home: https://downrightnifty.me/blog/2022/12/26/hacking-google-home.html



Threat Model

We consider an attack who can listen to a Smart TV, either by
hijacking a device in the room or placing a malicious recorder

Turning Google smart speakers into wiretaps for User types into Smart TV
$100k —

A Hacker Turned an

An Echo in every hotel room? Maybe think twice abou

Attacker listens to TV

R (¢

‘‘‘‘‘‘‘‘‘

Amazon Echo: https://www.wired.com/story/amazon-echo-wiretap-hack/
Google Home: https://downrightnifty.me/blog/2022/12/26/hacking-google-home.html
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Threat Model

We consider an attack who can listen to a Smart TV, either by
hijacking a device in the room or placing a malicious recorder

— Home

Turning Google smart speakers into wiretaps for User types into Smart TV
$100k -

A Hacker Turned an

An Echo in every hotel room? Maybe think twice abou

Attacker listens to TV .

Use audio information to discover what the user types

Amazon Echo: https://www.wired.com/story/amazon-echo-wiretap-hack/
Google Home: https://downrightnifty.me/blog/2022/12/26/hacking-google-home.html
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Audio and Keyboard Properties

Popular Smart TV brands (AppleTV, Samsung) display the
following properties in their default system keyboards:

Property Implications

@ Make different sounds for scrolling, Can distinguish between

selection, and deletion actions
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Audio and Keyboard Properties

Popular Smart TV brands (AppleTV, Samsung) display the
following properties in their default system keyboards:

Property Implications
Make different sounds for scrolling, Can distinguish between
selection, and deletion actions

The key selection sound is unique Can tell when a user is
to the keyboard typing

@ Keyboards are known and always Can track the cursor from a

start the cursor at the same key mgwﬂ ls‘;%tmg point on a



Challenges of Acoustic Leakage

Using audio alone, the attack must handle a few key challenges:

@ Audio does not provide the direction ... 3 movements starting from ‘g’

of user movements on the keyboard

1121314156 7]18]9]0]BACK

’

glwlelr|t]lyluli]Jo]lpl|l”™]*

als|d]flglh]j|lk]l]~]1@]!
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Challenges of Acoustic Leakage

Using audio alone, the attack must handle a few key challenges:

Hear 3 movements starting from ‘g’

Audio does not provide the direction
of user movements on the keyboard

112|314|5]|6]7]8]9 LO :BACK:

glwlelr|t]ylu]i]o L AE

als|d|flg|lh]]|k]I = @] !
(2) e pemenanes Lo [ [T



Raw 16-bit Audio
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Attack Overview

Our attack uses two phases, audio extraction and string recovery,
to discover user keystrokes from audio signals

Samsung Smart TV Audio for Typing 'test’
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Raw 16-bit Audio
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Attack Overview

Our attack uses two phases, audio extraction and string recovery,

to discover user keystrokes from audio signals

Samsung Smart TV Audio for Typing 'test’
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Raw 16-bit Audio

—10000

—20000

Attack Overview

Our attack uses two phases, audio extraction and string recovery,
to discover user keystrokes from audio signals
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Audio Extraction

Smart TVs make distinct, consistent sounds for different user
actions

Samsung Smart TV Audio for Typing ‘test’
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Audio Extraction

Smart TVs make distinct, consistent sounds for different user
actions

Samsung Smart TV Audio for Typing ‘test’
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String Recovery

We use the move count sequence to perform a variant of
Dijkstra’s algorithm with priorities assigned using a string prior

Move Count Sequence: [4, 2, 2, 4, 9]

Cursor: g (known start) 112]|3|4|5]|6|7]|8]9]0]|BACK
. . . \ < J(
Priority Queue: glwlelr|t]lylulilolp|~]*
als|d|lflglh]jlk]l]|~]@]' L
z|x|lc|lv]|b]ln|m ?211




String Recovery

We use the move count sequence to perform a variant of
Dijkstra’s algorithm with priorities assigned using a string prior

Move Count Sequence: [4, 2, 2, 4, 9]

Cursor: g (known start) 112]|3|4|5]|6|7]|8]9]0]|BACK
e . — Y\
Priority Queue: glwlelr|t]lylulilolp|~]*
als|d|lflglh]jlk]l]|~]@]' L
In this example: z|x|c|v|b]|n|m|[.,]|.|?2]1

1. English word prior
2. Only shortest paths



String Recovery

We use the move count sequence to perform a variant of
Dijkstra’s algorithm with priorities assigned using a string prior

Move Count Sequence: [4, 2, 2, 4, 9]

Cursor: g (known start) 112]|3|4|5|6|7]|8]9]0]|BACK
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String Recovery

We use the move count sequence to perform a variant of
Dijkstra’s algorithm with priorities assigned using a string prior

Move Count Sequence: [4, 2, 2, 4, 9]

Cursor: g (known start) 112|3l4]|5]|6|7]|8|9]0 r BACK ‘
Priority Queue: alwlelrlelylulilo]lpla]+]
(t, 0.0251, “), (c, 0.0094, ), (f, 0.0078), ne M ol 1 DONE
{4-0-0.—) als g j ~ |
z|x|lc|lv]|b]ln|m ?211
Cursor Pos. Curr. String

Score in Prior



String Recovery

We use the move count sequence to perform a variant of
Dijkstra’s algorithm with priorities assigned using a string prior

Move Count Sequence: [4, 2, 2, 4, 9]

Cursor: t 1|2[s]als]6|7]8]o]o]Back

Priority Queue: glwlelr B yIulilolp N

(c, 0.0094, “), (f, 0.0078, “), 4,665 s lalilalnli [« - Tal *\DONE]
z|x|lc|lv]|b]ln|m ?211




String Recovery

We use the move count sequence to perform a variant of
Dijkstra’s algorithm with priorities assigned using a string prior

Move Count Sequence: [4, 2, 2, 4, 9]

Cursor: t 112|314 |5|6|7|8]|]9]O0 rBACK‘
Priority Queue: alwlelrlelylulilololn]~ r

(h, 0.0171, "), (c, 0.0094, *), (f, 0.0078, ), _ { DONE
(e, 0.0009, ‘), (f, 0.0001, ‘), (b, 0.0001, |(&[s|d|T|o|h])]k]I]~-]@]"]
3 e z| x|clv]b|n|m|.,].|?2]|1




String Recovery

We use the move count sequence to perform a variant of

Dijkstra’s algorithm with priorities assigned using a string prior

Move Count Sequence: [4, 2, 2, 4, 9]

Cursor: t
Priority Queue:

(h, 0.0171, ‘t), (c, 0.0094, *), (f, 0.0078, *),
(e, 0.0009, ‘t), (f, 0.0001, ‘t), (b, 0.0001,
‘t,), , : , ) , (YR} : (YR}

) " J ) H J

DONE]

Guess strings upon exhausting all entries in the move count sequence



Dynamic Keyboards

On Samsung Smart TVs, the keyboard makes inline suggestions
when users type predictable inputs
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Dynamic Keyboards

On Samsung Smart TVs, the keyboard makes inline suggestions
when users type predictable inputs

1121314156718 0 | BACK BACK
— Upon v
qlwle|r|t]y|ul]i p|l~|* Selection o
als|d|flglh]]]|Kk ~l@] ! @] !
z|x]c|v]|b|n|m ?2 11 0

Typing ‘test’ without suggestions: [4, 2, 2, 4, 9]
[4,1,0,1, 1]

Typing ‘test’ with suggestions:




Dynamic Keyboards

On Samsung Smart TVs, the keyboard makes inline suggestions
when users type predictable inputs

112|3|4|5]|6]|7]8 0 | BACK 617]|8]9]| 0| BACK
— Upon v
glwlelr|t]lylul]i pl~]* Selection ylulilolp|”™]*
als|d|flglh]]]|Kk ~|@] ! hljlkl]l]~|@]'
z|x]c|v]|b|n|m ?2 11 ni|m ? 11

Typing ‘test’ without suggestions: [4, 2, 2, 4, 9]
[4,1,0,1, 1]

Typing ‘test’ with suggestions:

Unpredictable inputs, such as passwords and
credit cards, do not use suggestions



String Priors

The best string prior depends on the type of entered information

Information Type String Prior

_ Common passwords from
leaked lists (e.g., RockYou)

Passwords
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String Priors

The best string prior depends on the type of entered information

Information Type String Prior

_ Common passwords from
leaked lists (e.g., RockYou)

Passwords

~Words from the Wikipedia

English words

" corpus
Credit Card Numbers > Digits, satisfy Luhn’s algorithm
CCN 3 4 0 6 5 3 6 8 1 9 3 7 2 7 7
Multipliers 1 2 1 2 1 2 1 2 1 2 1 2 1 2 1 Sum: 70% 10=0
DigitSum 3 8 0 3 5 6 6 7 1 9 3 5 2 5 7



Inferring the Information Type

The attacker can use string properties and typing dynamics to
infer the information type and customize the string prior
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Inferring the Information Type

The attacker can use string properties and typing dynamics to
infer the information type and customize the string prior

15/16 Digits
MM/YY

3/4 Digits

5 Digits

Use lengths of successive inputs to detect
payment details

38



Inferring the Information Type

The attacker can use string properties and typing dynamics to
infer the information type and customize the string prior

112]13|4]15]6
15/16 Digits glwlelr]t]y
MM/YY alsld|f|lg]|hn
3/4 Digits z|x|c|v|b]n
5 Digits 1121314156
glwlaj]r]|t]y

Use lengths of successive inputs to detect
payment details z| x[i]Jv]|b]n




Inferring the Information Type

The attacker can use string properties and typing dynamics to
infer the information type and customize the string prior

1123|4516

Move Counts
4,1,0,1, 1]
MM/YY als|d|f|lg]h l

3/4 Digits z|x|c|v|b]n

[ Random Forest ]

Suggestions OR

Use lengths of successive inputs to detect Password
payment details z| x[i]Jv]|b]n 40




Handling Suboptimal Paths

Users tend to pause when correcting suboptimal paths, so the
attack detects such pauses to expand the search when necessary
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Handling Suboptimal Paths

Users tend to pause when correcting suboptimal paths, so the
attack detects such pauses to expand the search when necessary
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Gaps: 0.326s, 0.291s

Gaps: 0.187s, 0.168s, 0.434s, 0.169s,
0.311s, 0.249s

Gaps: 0.167s, 0.188s, 0.167s, 0.484s,
0.498s,|0.880s

Gaps: 0.299s, 0.451s, 0.520s



Evaluation: User Study

We have 10 users type fake credit card details, common
passwords, and web searches into a Samsung TV and an AppleTV

—

Payment details into Hulu WiFi Passwords (Samsung)  Apple ID Passwords (Apple)
(Samsung)

This study was approved by our university’s Institutional Review Board (IRB) a4



Evaluation: Credit Cards

The attack successfully discovers 50% of full payment details
(credit card number, security code, expiration date, and zip code)

within 5,000 guesses

Accuracy (%)

(=)
o
|

S

)
o
|
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60.00%

26.67%

6.67%

0

100 200

Guess Cutoff
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Full Accuracy on Users

®
50.00% 50.00%
43.33%

33.33%
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3.33%
|

0 2000 4000
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Evaluation: Passwords

Against passwords drawn from the PhpBB leak, the attack

exceeds random guessing by over 100x

Password Accuracy on Human Users

59.22% 60.19% 61.17%
60 = ® - - - ®
S 20 142.?2% e o0
N . o
%‘ 31.00% o
5
3 o0 [P 17.48% 18.45%
| —e o
<10.00% [0 1 reser
0.97% 090 4.00% 4.00%
0—| | I T T T T
0 50 100 150 200 250

Wang, Ding, et al

Guess Cutoff

. "Targeted online password guessing: An underestimated threat.“ Computer and Communications Security (CCS). 2016.

- AppleTV, Audio + PhpBB
AppleTV, Audio + RockYou

—&— Samsung, Audio + PhpBB

—@®— Samsung, Audio + RockYou
Random Guess
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Evaluation: Passwords

Against passwords drawn from the PhpBB leak, the attack
exceeds random guessing by over 100x

Password Accuracy on Human Users

- AppleTV, Audio + PhpBB
AppleTV, Audio + Rockvou AttaCKers can reasonably

—e— samsung, Audio + PhpBB  try 100 passwords against
-—@— Samsung, Audio + RockYou rate_”mited SerViceS

Random Guess

59.22% 60.19% 61.17%
60 — o ®
S .0 142.?2% e o0
| : ()
) 31.00% e
5
S 50 10 17.48% 18.45%
- — o
<10.00% [0 resar
0.97% 0970 4.00% 4.00%
0 —l | | T T T T
0 o0 100 150 200 250

Guess Cutoff

Wang, Ding, et al. "Targeted online password guessing: An underestimated threat.“ Computer and Communications Security (CCS). 2016.
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Conclusion

ONORORO

Modern Smart TVs make distinct, consistent sounds as users type

The acoustic properties leak important user actions during typing

We develop a new attack which discovers payment information
and common passwords using the audio from Smart TVs

As the number of “smart” devices grows, designers must consider the
privacy implications of every feature interacting with sensitive data



Appendix: Responsible Disclosure

We disclosed this vulnerability to both Apple and Samsung.
Samsung acknowledged the problem and awarded a bounty

Samsung Security

. . Security Post  Security Updates Bug Bounty Program ¥  Certificates
for Smart TV, Audio and Displays Y yEP 9 yrrog

Home > Hall Of Fame
Hall Of Fame

Rewards

The following individuals have qualified for a reward from Samsung Security Bug Bounty for Smart TV, Audio and Displays. On behalf of our
millions of Smart TV, Audio and Displays users, we thank you for helping make Samsung products safer.

Latest 3 reporters

* Sector 7 from Computest (@sector/_nl)
* Tejas Kannan (https:/people.cs.uchicago.edu/~tkannan, Synthia Wang, Max Sunog, Abe Bueno de Mesquita, Nick Feamster, and Hank Hoffmann)

= MaleUsZd AETienu UTtips// WWW.LTTTKEUTTT.COTTI/ T/ T LeUS L= KICTTIENT=/0L7D0 104/, JUSLYTId GIdCLYK)



Appendix: Defenses

Users can protect themselves against this issue in a few ways

@ Mute the TV when typing, especially when entering sensitive information

@ Add extraneous movements when typing to add suboptimal paths

@ Use pseudo-random passwords consisting of diverse characters



Appendix: Smart TV User Study

10 total users aged 22 through 29, all either undergraduate or
graduate students at the University of Chicago

* All users had used a Smart TV before
« 3 owned a Samsung Smart TV, 1 owned an AppleTV

« Each user enters 10 passwords on each system, 10 web
searches, and 3 sets of credit card details

* The strings were provided to the users, so users do not type
their own sensitive information

* We have users type on a model UN55MU6300 Samsung Smart
TV running Tizen OS version T-KTMAKUC-1310.1 and an
A1625 AppleTV with tvOS version 16.3.2




Appendix: Splitting Keyboard Instances

The attack identifies a single use of the keyboard using timing,
where long delays signal the end of typing a single string

Audio Signal for Typing Passwords

0.10

0.05 -

Raw 16-bit Audio

Time break, separates
keyboard uses

—0.10 4

52



Appendix: User Passwords

We provide all users with passwords to type from the PhpBB list:
 Passwords have at least 8 characters

* Ensure at least 15 passwords have 1+ special characters,
numbers, and uppercase letters

 Collect 50 unique passwords, with two users entering each list
(of 10) for a total of 100 entries across all users

* On the Samsung TV under the PhpBB prior, 21 / 50 unique
passwords were recovered on both users

Example List: function84, naarf666, p5ycho#7, chevy 1954, pva8l-ph,
.sagara., 8b7ce7df, tutphpbb, bubba?51879, williame



Appendix: Confidence Intervals

Against user-typed passwords on the Samsung Smart TV, we

obtain the following 95% confidence intervals for the mean top-
100 accuracy

PhpBB Prior: 61.48 + 1.97 x % = (44.76%, 78.21%)

14.85

Vio
Random Guessing: 1810,:88 = 0.054% ----- ' Over 150x increase

RockYou Prior: 17.74 + 1.97 X = (8. 49%, 26.99%)




Appendix: Web Searches

Even on keyboards with dynamic behavior, the attacker can still
achieve results far above random guessing

Web Search Accuracy on Human Users

) =
o i 19.00%
15 Random Guess
"EZ\:? 15.00%
— 13.00%
& 10
5
3]
< 97
0.26%
0 -
0 20 100 150 200 250

Guess Cutoff




Appendix: Web Searches

Even on keyboards with dynamic behavior, the attacker can still

achieve results far above random guessing

(WY
o
|

Accuracy (%)
=
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|

Web Search Accuracy on Human Users

o
|

-—@=— Audio

—0
19.00%

Random Guess

15.00%
13.00%

0.26%

0 50 100 150 200
Guess Cutoff

250

Better performance may be
possible if considering
relationships between words



Appendix: Password Characters

Recovery accuracy under the PhpBB Prior on human users. All
chosen passwords have at least 8 characters

Guess Cutoff (Top-K)

AppleTV K=1 K=10 K =100
Number 13.79% (8 / 58) 24.14% (14 / 58) 36.21% (21 / 58)
Special 12.00% (6 / 50) 22.00% (11 / 50) 32.00% (16 / 50)
Upper 0.00% (0 / 16) 6.25% (1 / 16) 12.50% (2 / 16)
Guess Cutoff (Top-K)

Samsung

K=1 K=10 K =100
Number 48.28% (28 / 58) 63.79% (37 / 58) 63.79% (37 / 58)
Special 42.31% (22 / 52) 59.62% (31 /52) 59.62% (31 /52)
Upper 37.50% (6 / 16) 43.75% (7 / 16) 43.75% (7 / 16)

57



Appendix: Credit Cards

The attack successfully discovers 50% of full payment details

(credit card number, security code, expiration date, and zip code)
within 5,000 guesses
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26.67%
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33.33%

16.67%
3.33%
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0 2000 4000
Guess Cutoff

About 15% of strings
matching the move count
sequence satisfy the credit
card number checksum

58



Appendix: Passwords

Against passwords drawn from the PhpBB leak, the attack
exceeds random guessing by over 100x

Password Accuracy on Human Users

59.22% 60.19% 61.17%
60 — o ®
S .0 142.?2% e o0
| : ()
) 31.00% e
5
S 50 10 17.48% 18.45%
- — o
<10.00% [0 resar
0.97% 0970 4.00% 4.00%
0 —l | | T T T T
0 o0 100 150 200 250

Wang, Ding, et al

Guess Cutoff

- AppleTV, Audio + PhpBB
AppleTV, Audio + RockYou

—&— Samsung, Audio + PhpBB

—@®— Samsung, Audio + RockYou
Random Guess

Attackers can reasonably
try 100 passwords against
rate-limited services

Users traverse optimal
paths ~86% (Samsung) vs
~45% (AppleTV) of the time

. "Targeted online password guessing: An underestimated threat.“ Computer and Communications Security (CCS). 2016.



Appendix: Emulated Credit Cards

Credit card recovery rates in emulation, assumes all optimal

paths

Accuracy (%)
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Appendix: Emulated Passwords

Password recovery rates in emulation, assumes optimal paths

Password Accuracy in Emulation

100 - 100.00% 100.00% 100.00%
9.03% 0 0
88.9?‘3}% 99.10% 99.10%
e 75 84.67% _
&, —®— AppleTV, Audio + PhpBB
§ co 47.73% 52.80% 53.12% AppleTV, Audio + RockYou
5 -9 | —®— Samsung, Audio + PhpBB
S 24.27% ~"20 80% 44.78% | _g— samsung, Audio + RockYou
< 251 F'ZE% Random Guess
D_ I I I I I I
0 50 100 150 200 250

Guess Cutoff
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Appendix: Strategy for Suboptimal Moves

Comparison of suboptimal path detection strategies on user

credit card recovery
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Appendix: Keyboard Layouts

1121345617 rBACKw

qglwlelr|t]ly]lu K

als|d|flglh]]j @| !

Zz|xlclv]|b]|n|m 1
Samsung

albjlc]|d flg rBACK:
hli]] kl m r1:1m@ﬁ
ofplafr t|u

viw] x|y

SPACE DéNE ABC
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Appendix: Keyboard Layout Results

The attack achieves results far above random guessing across
different keyboard layouts

Guess Cutoff (Top-K)
Layout

K=1 K=5 K=10
ABC 85.40% 99.55% 99.93%
AppleTV 88.97% 99.85% 100.00%
Samsung 84.67% 98.48% 99.03%
Random Guess 5.4 x 10* % 2.7 x 1032 % 5.4 x 1032 %

Results using the PhpBB prior in emulation against passwords
drawn from the PhpBB set
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Appendix: Keyboard Mode Changes

Users can change keyboard modes using inaudible shortcuts on
their remote

2l3lals|e|7]|8|lo]lo|Back]| Pressremote [ 115 (3)4|5|6]7]s o | Back
. button to -
wlelr|t]lylu|lilo|lp]|~]|*]|changecasing|Q|W|E|R|T]|Y|U|lI|O|P|~]*
s|{dlflglh]ljlk]llI]~]@]|'! A|lSID|IF|lG|H]J|K]|L|~-]|@] !
X|lclv]|ib]|n|m ?211 Z|X|C|IVI|B|IN|M 211

Upon hearing 2 movements from the key ‘a’, we add keys in both views to the search queue

65



Appendix: Keyboard Views

Keyboards have multiple views, each with its own character set.
Users can switch between views through dedicated keys

CAPS | 1121|134 |5]16]|7]18]9]0]|BACK CAPS | 112|314 |5]6]|]7]8]9]0]|BACK

#@! |glwlelr|t]lylulilolp]|”™]* ABC |'|J@|#|S$| /| &1 *1CL)ITT
al s d f g h j k | = @ I ‘ “ : : , 21 < | > { } << | >>
z| | x|lclvi]iblnim]|, | .|?|1]- -+ x|=]=l%]|\N]|E€E|E]¥]|1]|C
\ ; A A y.Q 1; \ \ \ \ \ > V. V. V. <

Change to SPACE SPACE

special

characters

N — = Key Select = System Select = Delete
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Appendix: Accelerometer Side-Channels

Previous attacks exploit smartwatch accelerometers to discover
user keystrokes. These attacks involve similar motion dynamics

Top-K Recovery Rates using
Accelerometer Side-Channels  Top-10 accuracy above 50%

Password Accuracy on Human Users

S
59.22% 60.19% 61.17%
60\ ® ®
42.72% =—0— AppleTV, Audio + PhpBB

S
gl 0,
g 40 31.00% S AppleTV, Audio + RockYou
g 20.00% =—&— Samsung, Audio + PhpBB
- 0
S 204 17.48% 18-452’0 —e— Samsung, Audio + RockYou
0-2 —all subjects <10.00% Random Guess
; ! 4.00% 4.00%
UJ- 1 ' . subjects 1-8 0.(9}?_;2" 0.00% 0.14%
500 1000 1500 2000 ' I T T T T
Rank 0 50 100 150 200 250

Guess Cutoff

Users type one of 5,000 English words  Users type one of 184,388 Passwords
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Appendix: Keyboard Methods

Applications can allow users to enter details through external
devices (e.g., smartphones), avoiding the virtual keyboard

Sign up

You will use this email and password to log into your accounts for
all your favorite services across The Walt Disney Family of

Companies, including Disney+, Hulu and ESPN+.
On Web

On Smart TV

Use the link below to go online and

sign up. This screen will refresh
when completed.

Create your account

You will use this email and password to log into your accounts for all your favorite services
across The Walt Disney Family of Companies, including Disney+, Hulu and ESPN+.

Email

Password

Step1

Sign up online by going to

hulu.com/start/samsungtizen

Name

Birthdate

Gender

CONTINUE
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