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Where can we find security issues?
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New Instructions www.tugraz.at
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New Instructions www.tugraz.at
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New Sleep States www.tugraz.at
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C0.2 Speedup www.tugraz.at
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Performance increase in the Phoronix Test Suite and SPEC CPU 2017 on a logical core while the

sibling logical core is in the C0.2 idle state.
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C0.2 Instruction Speedup www.tugraz.at
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Performance increase of a set of x86 instructions on an Intel i7-1260P, when the sibling logical core is

in idle state C0.2 compared to a busy wait.
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Covert Channel www.tugraz.at
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Covert Channel Transmission www.tugraz.at
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Covert Channel Speed www.tugraz.at

• Native: 7.1Mbit/s (σx̄ = 0.004Mbit/s, n = 512)

• Cross-VM: 46.3 kbit/s (σx̄ = 0.15 kbit/s, n = 370)
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Wake-Up Reasons www.tugraz.at
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Wake-Up Reasons www.tugraz.at
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Documented Behaviour www.tugraz.at
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Documented Behaviour www.tugraz.at
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Documented Behaviour www.tugraz.at
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Undocumented Behaviour 1 www.tugraz.at
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Undocumented Behaviour 1 www.tugraz.at
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Undocumented Behaviour 1 www.tugraz.at
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Undocumented Behaviour 2 (C0.1) www.tugraz.at
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Undocumented Behaviour 2 (C0.1) www.tugraz.at
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Undocumented Behaviour 2 (C0.1) www.tugraz.at
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Undocumented Behaviour 3 (C0.1) www.tugraz.at
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Undocumented Behaviour 3 (C0.1) www.tugraz.at

24 Fabian Rauscher



Undocumented Behaviour 3 (C0.1) www.tugraz.at
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Undocumented Behaviour 4 (C0.1) www.tugraz.at
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Undocumented Behaviour 4 (C0.1) www.tugraz.at
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Undocumented Behaviour 4 (C0.1) www.tugraz.at
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Covert Channel Speed www.tugraz.at

• Sender and Receiver each on a logical core

• Sender triggers exceptions or busy waits

• Receiver measures interrupt frequency with C0.1

→ 656.37 kbit/s (σx̄ = 0.63 kbit/s, n = 1024)
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Fingerprinting Setup www.tugraz.at
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Fingerprinting Setup www.tugraz.at
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Fingerprinting Processing www.tugraz.at
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Website Fingerprinting www.tugraz.at

• Top 100 Websites

• Closed World:

• same logical core as interrupts

• sibling logical core of the interrupt core

• Open World:

• additional other-class
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Website Fingerprinting www.tugraz.at
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The confusion matrix for our open-world website-fingerprinting attack, with network interrupts arriving

on a sibling logical core. F1-score of 85.2% (87.4% on other).
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What else can we fingerprint?



Video Fingerprinting www.tugraz.at

Video Platform 1 Video Platform 2

35 Fabian Rauscher



Video Fingerprinting www.tugraz.at

Video Platform 1

Video Platform 2

35 Fabian Rauscher



Video Fingerprinting www.tugraz.at

Video Platform 1 Video Platform 2

35 Fabian Rauscher



Video Fingerprinting www.tugraz.at

• 20 popular videos on each platform

• Closed World:

• sibling logical core of the interrupt core

• Open World:

• additional other-class

36 Fabian Rauscher



Video Fingerprinting www.tugraz.at

• 20 popular videos on each platform

• Closed World:

• sibling logical core of the interrupt core

• Open World:

• additional other-class

36 Fabian Rauscher



Video Fingerprinting www.tugraz.at

• 20 popular videos on each platform

• Closed World:

• sibling logical core of the interrupt core

• Open World:

• additional other-class

36 Fabian Rauscher



Video Fingerprinting www.tugraz.at

• 20 popular videos on each platform

• Closed World:

• sibling logical core of the interrupt core

• Open World:

• additional other-class

36 Fabian Rauscher



Video Fingerprinting www.tugraz.at

• 20 popular videos on each platform

• Closed World:

• sibling logical core of the interrupt core

• Open World:

• additional other-class

36 Fabian Rauscher



Video Fingerprinting www.tugraz.at

• 20 popular videos on each platform

• Closed World:

• sibling logical core of the interrupt core

• Open World:

• additional other-class

36 Fabian Rauscher



Video Fingerprinting www.tugraz.at

• 20 popular videos on each platform

• Closed World:

• sibling logical core of the interrupt core

• Open World:

• additional other-class

36 Fabian Rauscher



Video Fingerprinting www.tugraz.at

• 20 popular videos on each platform

• Closed World:

• sibling logical core of the interrupt core

• Open World:

• additional other-class

36 Fabian Rauscher



Setup www.tugraz.at
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Open-World Video Fingerprinting www.tugraz.at
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38 Fabian Rauscher



Open-World Video Fingerprinting www.tugraz.at

4 8 12 16 20

4

8

12

16

20

Prediction

V
id
eo

Video platform 1: F1-score of 81.5%

(83% on the other-class)

4 8 12 16 20

4

8

12

16

20

Prediction

V
id
eo

Video platform 2: F1-score of 70.5%

(82% on the other-class)

38 Fabian Rauscher



Open-World Video Fingerprinting www.tugraz.at

4 8 12 16 20

4

8

12

16

20

Prediction

V
id
eo

Video platform 1: F1-score of 81.5%

(83% on the other-class)

4 8 12 16 20

4

8

12

16

20

Prediction

V
id
eo

Video platform 2: F1-score of 70.5%

(82% on the other-class)

38 Fabian Rauscher



Summary www.tugraz.at

We

... analyzed security properties of C0.1 and C0.2

... built a high-speed covert channel (7.1Mbit/s)

... performed website fingerprinting (F1 score of 85.2%)

... performed a video fingerprinting attack

... showed an inter-keystroke timing attack (F1 score of 90.5%)
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