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SGX Applications
Applications use Intel SGX to protect the confidentiality and integrity of 
data while performing computation on untrusted platforms.
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Intel SGX
Intel SGX leverages hardware resources to protect enclave instances 
from the host platform. One can enter enclave only via entry point.
Memory of enclave instance is independent and encrypted.

Memory ViewExecution View
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Related Works 
1. TeeRex[SEC'20] and COIN attacks[ASPLOS'20] exploit symbolic 

execution but face state explosion and unresolved constraints in 
large-scale applications.

2. SGXFuzz[SEC'22] is a black-box fuzzer that identifies input 
structures via page fault feedback, but has difficulty handling 
complex parameters. It can only detect a limited number of 
vulnerability types without sanitizer.

3. FuzzSGX[EuroS&P'23] incurs overhead by mutating the host in a 
fuzz loop to test enclaves. It lacks untrusted memory input and SGX-
specific sanitizers, limits vulnerability detection, and runs in a less 
efficient simulation mode.
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Limitations
1. Insufficient understanding of the input structures and dimensions.
2. Limited bug oracle capabilities.
3. Slow fuzzing process due to redundant management routines.
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EnclaveFuzz Overview 
1. A multi-dimensional structure-aware fuzzing harness.
2. An optimized SGX SDK to build a Virtual Enclave for faster fuzzing.
3. A sanitizer for SGX-specific and memory corruption vulnerabilities.
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Multi-dimensional Structure-aware Fuzzing 
The enclave performs the necessary sanity checks in tBridge as 
described in the EDL.
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Multi-dimensional Structure-aware Fuzzing 
The enclave performs the necessary sanity checks in tBridge as 
described in the EDL.

sgx-edger8r
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Multi-dimensional Structure-aware Fuzzing 
To overcome enclave sanity checks, EnclaveFuzz extracts security 
boundaries from EDL, generating a structure-aware fuzzing harness.
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Multi-dimensional Structure-aware Fuzzing 
EnclaveFuzz analyzes parameters and handles data directions based 
on EDL attributes, and specifically manages user_check pointers for 
input preparation.
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Multi-dimensional Structure-aware Fuzzing 
EnclaveFuzz prepares data for ECALLs, OCALLs, and untrusted 
memory, boosting its efficiency in detecting enclave vulnerabilities.
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Multi-dimensional Structure-aware Fuzzing 
E.g. Untrusted memory load dimension for testing TOCTOU bugs.
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Optimized SGX SDK and Virtual Enclave 
EnclaveFuzz loads enclave code as a traditional shared library, using 
shadow map for memory differentiation, simulating code execution to 
avoid SGX independent memory management and context switching. 
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Optimized SGX SDK and Virtual Enclave 
This approach speeds up Virtual Enclave execution while maintaining 
critical sanity checks to ensure functional consistency. 
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Optimized SGX SDK and Virtual Enclave 
This approach speeds up Virtual Enclave execution while maintaining 
critical sanity checks to ensure functional consistency. 

Bugs found can 
be reproduced in 
hardware mode
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Vulnerability Detection 
EnclaveFuzz detects out-of-bound and dangling pointer dereferences 
via redzone in shadow map, and null pointer dereferences via guard 
pages. 
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Vulnerability Detection 
EnclaveFuzz detects out-of-bound and dangling pointer dereferences 
via redzone in shadow map, and null pointer dereferences via guard 
pages. Shadow map reuse for 

red zone and memory 
differentiation
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Vulnerability Detection 
Detect TOCTOU: Analyze and tag load instructions when compiling, 
track load instructions at runtime when accessing the same memory. 
Then mutate the memory to break consistency.
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Implementation Overview
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Bugs Found
EnclaveFuzz found 162 bugs in 20 real-world open source enclaves.
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Bugs Found
EnclaveFuzz found 162 bugs in 20 real-world open source enclaves.

Most are Null-Pointer Dereference 
and TOCTOU. Developers overlook 
the nuances of SGX security, 
especially cross-bounds pointers.
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Compare with SGXFuzz
EnclaveFuzz covers more code coverage, improves input validity, and 
finds more bugs than the state-of-the-art SGXFuzz.
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Fuzzing-optimized SDK Brings Acceleration
The fuzzing-optimized SDK is 6.91x faster than the hardware-mode 
SDK, while the simulation-mode SDK is only 2.67x faster.
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Fuzzing-optimized SDK Brings Acceleration
The fuzzing-optimized SDK is 6.91x faster than the hardware-mode 
SDK, while the simulation-mode SDK is only 2.67x faster.

See paper for 
more ablation 

studies.



Presented by

#NDSSSymposium2024

Takeaway
EnclaveFuzz is a multi-dimensional structure-aware fuzzer for SGX 
applications with a fuzzing-optimized SGX SDK and an SGX-specified 
sanitizer.

        https://github.com/LeoneChen/EnclaveFuzz
        https://netsec.ccert.edu.cn/vul337

https://github.com/LeoneChen/EnclaveFuzz
https://netsec.ccert.edu.cn/chs/vul337

