
VETEOS: Statically Vetting EOSIO Contracts
for the “Groundhog Day” Vulnerabilities

Levi Taiji Li1,  Ningyu He2,  Haoyu Wang3,  Mu Zhang1

1University of Utah

2Peking University

3Huazhong University of Science and Technology



EOSIO Smart Contracts



thenextweb.com

Attack Events



thenextweb.com

blockmanity.com

Attack Events



thenextweb.com

blockmanity.com

hacked.slowmist.io

Attack Events



thenextweb.com

blockmanity.com

hacked.slowmist.io

Attack Events



thenextweb.com

blockmanity.com

hacked.slowmist.io

Vulnerabilities

Fake EOS

Missing Permission Check

Fake Receipt

Rollback

- EOSAFE (USENIX Security 21)



thenextweb.com

blockmanity.com

hacked.slowmist.io

Vulnerabilities

Fake EOS

Missing Permission Check

Fake Receipt

Rollback

- EOSAFE (USENIX Security 21)



Attacker Gambling Dapp

- EOSAFE (USENIX Security 21)

- WASAI (ISSTA 22)

Rollback Vulnerability



invoke transferSTART

Attacker Gambling Dapp

- EOSAFE (USENIX Security 21)

- WASAI (ISSTA 22)

Rollback Vulnerability



invoke transfer transfer()START

Attacker eosio.token Gambling Dapp

- EOSAFE (USENIX Security 21)

- WASAI (ISSTA 22)

Rollback Vulnerability



invoke transfer transfer()START

Attacker eosio.token

apply()

Gambling Dapp

notify

- EOSAFE (USENIX Security 21)

- WASAI (ISSTA 22)

Rollback Vulnerability



invoke transfer transfer()START

Attacker eosio.token

apply()

Gambling Dapp

transfer handler

notify

dispatch

- EOSAFE (USENIX Security 21)

- WASAI (ISSTA 22)

Rollback Vulnerability



invoke transfer transfer()START

Attacker eosio.token

apply()

reveal()

Gambling Dapp

transfer handler

notify

dispatch

- EOSAFE (USENIX Security 21)

- WASAI (ISSTA 22)

Rollback Vulnerability



invoke transfer transfer()

transfer()

START

Attacker eosio.token

apply()

reveal()

Gambling Dapp

transfer handler

notify

dispatch

- EOSAFE (USENIX Security 21)

- WASAI (ISSTA 22)

Rollback Vulnerability



- EOSAFE (USENIX Security 21)

- WASAI (ISSTA 22)

invoke transfer transfer()

transfer()

START

Attacker eosio.token

apply()

reveal()

Gambling Dapp

transfer handler

notify

notify
check balance

dispatch

Rollback Vulnerability



- EOSAFE (USENIX Security 21)

- WASAI (ISSTA 22)

invoke transfer transfer()

transfer()

Win?

START

Attacker eosio.token

apply()

reveal()

Gambling Dapp

transfer handler

notify

notify
check balance

dispatch

Rollback Vulnerability



- EOSAFE (USENIX Security 21)

- WASAI (ISSTA 22)

invoke transfer transfer()

transfer()

Win?

START

No

Attacker eosio.token

revert()

apply()

reveal()

Gambling Dapp

transfer handler

notify

notify

retry

check balance

dispatch

Rollback Vulnerability



- EOSAFE (USENIX Security 21)

- WASAI (ISSTA 22)

invoke transfer transfer()

transfer()

Win?

START

END

No

Yes

Attacker eosio.token

revert()

apply()

reveal()

Gambling Dapp

transfer handler

notify

notify

retry

check balance

dispatch

Rollback Vulnerability



- EOSAFE (USENIX Security 21)

- WASAI (ISSTA 22)

invoke transfer transfer()

transfer()

Win?

START

END

No

Yes

Attacker eosio.token

revert()

apply()

reveal()

Gambling Dapp

transfer handler

notify

notify

retry

check balance

dispatch

Rollback Vulnerability

- Inline



- EOSAFE (USENIX Security 21)

- WASAI (ISSTA 22)

invoke transfer transfer()

transfer()

Win?

START

END

No

Yes

Attacker eosio.token

apply()

reveal()

Gambling Dapp

transfer handler

notify

notify

retry

check balance

dispatch

Rollback Vulnerability

- Inline

- Revertable revert()



- EOSAFE (USENIX Security 21)

- WASAI (ISSTA 22)

invoke transfer transfer()

transfer()

Win?

START

END

No

Yes

Attacker eosio.token

apply()

reveal()

Gambling Dapp

transfer handler

notify

notify

retry

check balance

dispatch

Rollback Vulnerability

- Inline

- Revertable

Control Flow

revert()



invoke transfer transfer()

transfer()

Win?

START

END

No

Yes

Attacker eosio.token

revert()

apply()

reveal()

Gambling Dapp

transfer handler

notify

notify

retry

check balance

dispatch

More Details…



payToPlay()

Win?

START

END

No

Yes

Attacker

revert()

apply()

notify()

Gambling Dapp

retry

readState()

More Details…



payToPlay()

Win?

START

END

No

Yes

Attacker

revert()

apply()

notify()

Gambling Dapp

retry

readState()

More Details…

user input

checkCondition()

True



payToPlay()

Win?

START

END

No

Yes

Attacker

revert()

retry

readState()

apply()

Gambling Dapp

More Details…

getSecret()

notify()

checkCondition()

True

user input

secret



payToPlay()

Win?

START

END

No

Yes

Attacker

revert()

retry

readState()

apply()

Gambling Dapp

More Details…

writeState()

getSecret()

notify()

checkCondition()

True

user input

secret



payToPlay()

Win?

START

END

No

Yes

Attacker

revert()

retry

readState()

apply()

Gambling Dapp

Groundhog Day Vulnerability

writeState()

getSecret()

notify()

checkCondition()

True

global state

user input

secret



payToPlay()

Win?

START

END

No

Yes

Attacker

revert()

retry

readState()

apply()

Gambling Dapp

Groundhog Day Vulnerability

writeState()

getSecret()

notify()

checkCondition()

True

global state

user input

secret

- Revertable



payToPlay()

Win?

START

END

No

Yes

Attacker

revert()

retry

readState()

apply()

Gambling Dapp

Groundhog Day Vulnerability

writeState()

getSecret()

notify()

checkCondition()

True

global state

user input

secret

- Revertable

- Unpredictably 

   profitable



payToPlay()

Win?

START

END

No

Yes

Attacker

revert()

retry

readState()

apply()

Gambling Dapp

Groundhog Day Vulnerability

writeState()

getSecret()

notify()

checkCondition()

True

global state

user input

secret

- Revertable

- Unpredictably 

   profitable

- Information leakage



payToPlay()

Win?

START

END

No

Yes

Attacker

revert()

retry

readState()

apply()

Gambling Dapp

Groundhog Day Vulnerability

writeState()

getSecret()

notify()

checkCondition()

True

global state

user input

secret

- Revertable

- Unpredictably 

   profitable

- Information leakage

- Causal inference



• F1: Revertable

• F2: Unpredictably profitable

• F3: Information leakage

• F4: Causal inference
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• C1: Entry point detection.

• C2: Control flow of implicit and indirect calls.

• C3: Data dependency of inline actions.

• C4: Dataflow of global variables in tables.

VETEOS – Technical Challenges
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Dataset Sample Amount Experiment

Real-world binary EOSIO smart contracts 60,577 E1

Rollback-vulnerable contracts from EOSAFE 715 E2

Open-source EOSIO smart contracts 98 E3

Evaluation

• E1: Detect Groundhog Day Vulnerabilities in real world.

• E2: Compare VETEOS with EOSAFE as ground truth.

• E3: Evaluate static analysis accuracy.
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10% generate over 2K transactions daily.

1.3K average transactions for the top 2K contracts.

899K USD total balance can be directly affected.

E1 – Vulnerability Detection
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Conclusion

• We propose VETEOS, a static vetting tool for the Groundhog 

Day Vulnerabilities in EOSIO contracts. 

• We formally define the unique Groundhog Day Vulnerability 

as a control and data dependency problem. 

• We addresses multiple distinct challenges for analyzing EOSIO 

WASM programs. 

• We have detected 735 new vulnerabilities in the wild.
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