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JIT Compilation Optimizes JS Execution



28.02.2023 | Simon Koch | Fuzzilli: Fuzzing for JavaScript JIT Compiler Vulnerabilities | Slide 3

JIT Compilation Optimizes JS Execution



28.02.2023 | Simon Koch | Fuzzilli: Fuzzing for JavaScript JIT Compiler Vulnerabilities | Slide 4

JIT Compilation Optimizes JS Execution

counter = 10;
while(true) {
  add(counter,10);
}

function add(a,b) {
  a += b;
}
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JIT Compilation Optimizes JS Execution

counter = 10;
while(true) {
  add(counter,10);
}

function add(a,b) {
  a += b;
}

always int
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JIT Compilation Optimizes JS Execution

counter = 10;
while(true) {
  _add_int64(counter,10);
}

function _add_int64(a,b) {
  assert_int64(a);
  assert_int64(b);
  a += b;
}

speculating for int
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JIT Compilation Optimizes JS Execution

counter = 10;
while(true) {
  _add_int64(counter,10);
}

function _add_int64(a,b) {
  assert_int64(a);
  assert_int64(b);
  a += b;
}

speculating for int

type guard
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JIT Compilation Optimizes JS Execution
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JIT Compilation Optimizes JS Execution
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Complexity Breeds Errors

counter = 10;
while(true) {
  _add_int64(counter,10);
}

function _add_int64(a,b) {
  assert_int64(a);
  assert_int64(b);
  a += b;
}

counter = 10;
while(true) {
  add(counter,10);
}

function add(a,b) {
  a += b;
}
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Complexity Breeds Errors

counter = 10;
while(true) {
  _add_int64(counter,10);
}

function _add_int64(a,b) {
  assert_int64(a);
  assert_int64(b);
  a += b;
}

counter = 10;
while(true) {
  add(counter,10);
}

function add(a,b) {
+ do_stuff(); //no side effect
  a += b;
}
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Complexity Breeds Errors

counter = 10;
while(true) {
  _add_int64(counter,10);
}

function _add_int64(a,b) {
  assert_int64(a);
  assert_int64(b);
+ do_stuff();
  a += b;
}

counter = 10;
while(true) {
  add(counter,10);
}

function add(a,b) {
  do_stuff(); //no side effect
  a += b;
}
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Complexity Breeds Errors

counter = 10;
while(true) {
  _add_int64(counter,10);
}

function _add_int64(a,b) {
  assert_int64(a);
  assert_int64(b);
  do_stuff();
  a += b;
}

counter = 10;
while(true) {
  add(counter,10);
}

function add(a,b) {
  do_stuff(); //changes a to ptr
  a += b;
}
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Complexity Breeds Errors

counter = 10;
while(true) {
  _add_int64(counter,10);
}

function _add_int64(a,b) {
  assert_int64(a);
  assert_int64(b);
  do_stuff(); // changes a to ptr
  a += b;
}

counter = 10;
while(true) {
  add(counter,10);
}

function add(a,b) {
  do_stuff(); //changes a to ptr
  a += b;
}
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Complexity Breeds Errors

counter = 10;
while(true) {
  _add_int64(counter,10);
}

function _add_int64(a,b) {
  assert_int64(a);
  assert_int64(b);
  do_stuff(); // changes a to ptr
  a += b;
}

counter = 10;
while(true) {
  add(counter,10);
}

function add(a,b) {
  do_stuff(); //changes a to ptr
  a += b;
}
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JIT Compilation Recap
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JIT Compilation Recap

● JIT compilation is a non trivial optimization process
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JIT Compilation Recap

● JIT compilation is a non trivial optimization process

● Optimizes based on observed usage pattern
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JIT Compilation Recap

● JIT compilation is a non trivial optimization process

● Optimizes based on observed usage pattern

● Complexity breeds errors 
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JIT Compilation Recap

● JIT compilation is a non trivial optimization process

● Optimizes based on observed usage pattern

● Complexity breeds errors 

● Errors can introduce vulnerabilities
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Testing JIT Compilation has Requirements
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Testing JIT Compilation has Requirements

● Optimizes based on observed usage pattern
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Testing JIT Compilation has Requirements

● Optimizes based on observed usage pattern

→ code needs valid syntax
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Testing JIT Compilation has Requirements

● Optimizes based on observed usage pattern

→ code needs valid syntax

→ code needs to be semantically correct
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Testing JIT Compilation has Requirements

● Optimizes based on observed usage pattern

→ code needs valid syntax

→ code needs to be semantically correct

→ we need a lot of different samples trying the most improbable combinations
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Testing JIT Compilation has Requirements

● Optimizes based on observed usage pattern

→ code needs valid syntax

→ code needs to be semantically correct

→ we need a lot of different samples trying the most improbable combinations

● Solution: Fuzzilli is a fuzzer using an IL to generate valid JavaScript code
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Fuzzilli is an IL Based JS Fuzzer
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Fuzzilli is an IL Based JS Fuzzer

v0 <- BeginPlainFunction -> v1
    v2 <- CreateArray [v1, v1, v1]
    v3 <- LoadInt ‘1’
    v4 <- CallMethod ‘slice’, v2, [v3]
    Return v4
EndPlainFunction
v5 <- LoadFloat ‘13.37’
V6 <- CallFunction v0, [v5]
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Fuzzilli is an IL Based JS Fuzzer

v0 <- BeginPlainFunction -> v1
    v2 <- CreateArray [v1, v1, v1]
    v3 <- LoadInt ‘1’
    v4 <- CallMethod ‘slice’, v2, [v3]
    Return v4
EndPlainFunction
v5 <- LoadFloat ‘13.37’
V6 <- CallFunction v0, [v5]

function v0(v1) {
    const v2 = [v1, v1, v1];
    const v4 = v2.slice(1);
    return v4;
}
const v6 = v0(13.37);
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Mutations are Performed on the IL

v0 <- BeginPlainFunction -> v1
    v2 <- CreateArray [v1, v1, v1]
    v3 <- LoadInt ‘1’
    v4 <- CallMethod ‘slice’, v2, [v3]
    Return v4
EndPlainFunction
v5 <- LoadFloat ‘13.37’
V6 <- CallFunction v0, [v5]

function v0(v1) {
    const v2 = [v1, v1, v1];
    const v4 = v2.slice(1);
    return v4;
}
const v6 = v0(13.37);
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Mutations are Performed on the IL

v0 <- BeginPlainFunction -> v1
    v2 <- CreateArray [v1, v1, v1]
    v3 <- LoadInt ‘1’
    v4 <- CallMethod ‘fill’, v2, [v3]
    Return v4
EndPlainFunction
v5 <- LoadFloat ‘13.37’
V6 <- CallFunction v0, [v5]

function v0(v1) {
    const v2 = [v1, v1, v1];
    const v4 = v2.slice(1);
    return v4;
}
const v6 = v0(13.37);
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Mutations are Performed on the IL

v0 <- BeginPlainFunction -> v1
    v2 <- CreateArray [v1, v1, v1]
    v3 <- LoadInt ‘1’
    v4 <- CallMethod ‘fill’, v2, [v3]
    Return v4
EndPlainFunction
v5 <- LoadFloat ‘13.37’
V6 <- CallFunction v0, [v5]

function v0(v1) {
    const v2 = [v1, v1, v1];
    const v4 = v2.fill(1);
    return v4;
}
const v6 = v0(13.37);
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No Seed Corpus Required

v0 <- BeginPlainFunction -> v1
    v2 <- CreateArray [v1, v1, v1]
    v3 <- LoadInt ‘1’
    v4 <- CallMethod ‘fill’, v2, [v3]
    Return v4
EndPlainFunction
v5 <- LoadFloat ‘13.37’
V6 <- CallFunction v0, [v5]

?
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No Seed Corpus Required

v0 <- BeginPlainFunction -> v1
    v2 <- CreateArray [v1, v1, v1]
    v3 <- LoadInt ‘1’
    v4 <- CallMethod ‘fill’, v2, [v3]
    Return v4
EndPlainFunction
v5 <- LoadFloat ‘13.37’
V6 <- CallFunction v0, [v5]

?
Code Generators
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Assessing Fuzzilli
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Assessing Fuzzilli

● Quantitative assessment

→what code coverage does Fuzzilli reach?
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Assessing Fuzzilli

● Quantitative assessment

→what code coverage does Fuzzilli reach?

● Qualitative assessment

→ do we find bugs that were previously missed?
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Fuzzilli Has Good JIT Compiler Code Coverage
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Fuzzilli Has Good JIT Compiler Code Coverage
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Fuzzilli Has Good JIT Compiler Code Coverage
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Fuzzilli Finds Bugs
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Fuzzilli Finds Previously Missed Bugs
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Fuzzilli Finds Previously Missed Bugs
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Fuzzilli Finds Previously Missed Bugs
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Fuzzilli Finds Previously Missed Bugs
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Fuzzilli Finds Previously Missed Bugs
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Fuzzilli Finds Previously Missed Bugs
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Summary
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Summary

Fuzzilli Finds Previously Missed Bugs



28.02.2023 | Simon Koch | Fuzzilli: Fuzzing for JavaScript JIT Compiler Vulnerabilities | Slide 51

Summary

Fuzzilli Finds Previously Missed Bugs Fuzzilli Has Good JIT Code Coverage
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Summary

Fuzzilli Finds Previously Missed Bugs Fuzzilli Has Good JIT Code Coverage

This Research was funded by the
Deutsche Forschungsgemeinschaft under Germany’s Excellence Strategy - EXC 2092 CASA – 390781972
German Federal Ministry of Education and Research, project KMU-Fuzz – 16KIS1523
European Union’s Horizon 2020 research and innovation program under grant agreement No 101019206

                          Questions?

Email: simon.koch@tu-braunschweig.de
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Fuzzilli is Still Finding Bugs with Security Implications
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Fuzzilli Code Coverage
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Fuzzilli Better than the DIE Seed for JIT Compiler Files
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