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Policy Enforcement
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Colorado 
Privacy Act

Children's 
Online Privacy 
Protection Act

California Consumer 
Privacy Act

Virginia Consumer 
Data Protection Act

General Data 
Protection Regulation
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Automatic Compliance Check is Needed
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We need to identify how the app violates GDPR 
automatically and provide possible solution to fix that

Complex Cross-Language 
Interaction

Privacy Regulations User



Previous Work Will Not Work
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Network Traffic Privacy Policy Cookie User Consent
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Web

PHP

JavaScript SQL

HTML

Multi-Language

Existing information flow traversal limited to 
single programming language



Challenges
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Asynchronous HTTP 
request/response

Cross-Language Dataflows



Key Insight
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Dataflow Traversal GDPR Mapping
WordPress

Plugin



Goal
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P_Access

P_DeleteP_Share

P_Security

Check Compliance of GDPR Policies
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System Overview of CHKPLUG

WordPress
Plugin

HTML Parser

SQL Parser

PHPJoern

JSJoern

Parser
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System Overview of CHKPLUG

Inter Language Edge 
Connector

WordPress
Plugin

HTML Parser

Intra JS Edge 
Connector

Intra PHP Edge 
Connector

SQL Parser

PHPJoern

JSJoern

Parser

Intra Language Edge 
Connector

Cross Language 
Integrator

Cross-Language Code 
Property Graph Generator
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Inter Language Edge 
Connector Dataflow Traversal

Detector GDPR -
Dataflow 
Mapping

Report 
Generator

Analysis 
Result

WordPress
Plugin

HTML Parser

Intra JS Edge 
Connector

Intra PHP Edge 
Connector

SQL Parser

PHPJoern

JSJoern

Parser

Intra Language Edge 
Connector GDPR Compliance Checker

Cross Language 
Integrator

System Overview of CHKPLUG

Cross-Language Code 
Property Graph Generator



Procedure
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Create Code Property Graph
for all the four programming 
languages

Intra-dataflow--edge

CFG edge

AST edge



Procedure
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Inter-dataflow-edge Inter-dataflow-edge

Intra-dataflow--edge

CFG edge

AST edge
Connect nodes from different 
programming languages to create 
Cross-Language Code Property 
Graph

Inter-dataflow-edge
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Cross-Language Code Property Graph

<form id = “username-changer-
form” method=“POST”> 
Username: <input name = 
“new_user_login” value=“”>

HTML JavaScript PHP SQL

1

AST edge

CFG edge

Intra-dataflow--edge
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postData = {
action: 'change_username’,
old_username: currentUsername,
new_username: newUsername

};
$.ajax({

type: 'POST’,
data: postData,       

<form id = “username-changer-
form” method=“POST”> 
Username: <input name = 
“new_user_login” value=“”>

HTML JavaScript PHP SQL

onSubmit : function(e) {
newUsername = 

document.getElementsByName(‘new_
user_login’)[0].value

1 2
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AST edge
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Queries for Checking Compliance 
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ID Action Flow

Paccess Store collectHTML(PII) || retrieveDB(PII)              intermediatenode_1, node_2,....,node_N storageDB(PII)

Export counterretrieve DB(PII)             intermediatenode_1, node_2,....,node_N exportinterface(PII)

Pdelete Store collectHTML(PII) || retrieveDB(PII)             intermediatenode_1, node_2,....,node_N storageDB(PII)

Delete counterretrieve DB(PII)             intermediatenode_1, node_2,....,node_N deleteinterface(PII)

Pshare Send collectHTML(PII) || retrieveDB(PII)             intermediatenode_1, node_2,....,node_N remoterequest(PII)

Disclosure doesExist(privacy-policy) && disclose (sentPII, remoteURL)

Psecurity Send collectHTML(PII) || retrieveDB(PII)             securenode remoterequest(PII)

GDPR policies covered by CHKPLUG



Queries for Checking Compliance 

27

ID Action Flow

Paccess Store collectHTML(PII) || retrieveDB(PII)              intermediatenode_1, node_2,....,node_N storageDB(PII)

Export counterretrieve DB(PII)             intermediatenode_1, node_2,....,node_N exportinterface(PII)

Pdelete Store collectHTML(PII) || retrieveDB(PII)             intermediatenode_1, node_2,....,node_N storageDB(PII)

Delete counterretrieve DB(PII)             intermediatenode_1, node_2,....,node_N deleteinterface(PII)

Pshare Send collectHTML(PII) || retrieveDB(PII)             intermediatenode_1, node_2,....,node_N remoterequest(PII)

Disclosure doesExist(privacy-policy) && disclose (sentPII, remoteURL)

Psecurity Send collectHTML(PII) || retrieveDB(PII)             securenode remoterequest(PII)

GDPR policies covered by CHKPLUG



28

Input Field PII Form Element Listener

…

POST request DB Insert

User
Server

Queries used for identifying violation

Example Query
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Input Field PII Form Element Listener

…

POST request DB Insert

Deletion 
Request

PII AjaxHandler

…

request DB Deletion

Queries used for identifying violation

User
Server

Example Query
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Input Field PII Form Element Listener

…

POST request DB Insert

Deletion 
Request

PII AjaxHandler

…

request DB Deletion

Missing Deletion Graph -> Data Deletion Violation

User
Server

Example Query



Evaluation
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#Compliant #Paccess #Pdelete #Pshare #Psecurity #Plugin

200 131 190 190 124

0 69 10 10 76

Ground Truth Labelled Data of 200 plugins



Evaluation
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Policy TP TN FP FN TPR TNR

Paccess 0 200 0 0 100% 100%

Pdelete 66 127 5 2 97% 96.2%

Pshare 7 189 1 3 70% 99.5%

Psecurity 9 189 1 1 90% 99.5%

Total 82 705 7 6 89.3% 98.8%

#Compliant #Paccess #Pdelete #Pshare #Psecurity #Plugin

200 131 190 190 124

0 69 10 10 76

Ground Truth Labelled Data of 200 plugins

Performance of CHKPLUG on 200 plugins



How many plugins violate GDPR as reported by CHKPLUG?
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Plugins Violating GDPR
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Policy #Violation Percentage

Paccess 0 0%

Pdelete 368 13.52%

Pshare 19 0.7%

Psecurity 36 1.3%

Measurement analysis on 2,722 plugins
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Personal 
Information

Pdelete Pshare Psecurity

WP Non-WP WP Non-WP WP Non-WP

USERNAME 310 11 15 1 11 3

EMAIL 29 3 2 0 5 4

PASSWORD 18 1 0 0 0 0

ADDRESS 12 1 2 0 0 0

FIRST_NAME 12 0 2 0 3 3

LAST_NAME 12 1 2 0 3 3

IP 7 2 1 0 5 4

STATE 8 0 2 0 1 0

COUNTRY 7 0 1 0 1 0

PHONE 6 0 0 0 0 1

POSTCODE 4 0 1 0 1 0

CITY 4 0 1 0 1 0

BIRTHDAY 1 0 0 0 0 0

Breakdown of PIIs in GDPR violations



Conclusion

•Cross-programming language analysis 

•Generic framework which automatically detects 
GDPR violations
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CHKPLUG
Challenge: 
Interaction among multiple 
programming language

Solution: 
Cross-language code property 
graph to identify the information 
flow path

Thank You for listening!
fs5ve@virginia.edu

https://github.com/faysalhossain2007/CHKPLUG

Introducing GDPR compliance 

checker in cross-platform

programming languages (e.g.

PHP, JavaScript)

https://github.com/faysalhossain2007/CHKPLUG


Back Up Slide
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Computation Overhead of CHKPLUG
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98% of plugins finish 
analysis within an hour



Why WordPress Plugin?
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Availability of 
source code

Website owners integrate 
WordPress plugin without 

modification 

Popular among 
website builders 



Key Insights

Match WordPress plugin behaviors 
represented as data- and control-flows and 
extracted via cross-language static analysis 
against a set of predefined rules of GDPR
articles

41



Previous Work Will Not Work

42A. NAVEX: Precise and scalable exploit generation for dynamic web applications. Alhuzali et al. (USENIX SEC 2018)
B. Mining Node.js Vulnerabilities via Object Dependence Graph and Query. Li et al. (USENIX SEC 2022)

Previous Work

NAVEX [A]

ODGen [B]

PHP JavaScript SQLHTML
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