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Attack Surface of Modern Vehicles

https://www.technologyrecord.com/Article/intel-tackles-security-risks-associated-with-connected-cars-47933

 100+ dedicated electronic control units (ECUs) 

 Data exchange though controller area networks (CAN) bus

 CAN protocol lacks security requirements (i.e., MAC)

 Hijacked ECUs can lose control of the car

 Example, Jeep hack by Miller and Valasek

https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
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Controller Area Networks

CAN IDS fall into these major categories:

 Physical Characteristics-based IDS

 Uses physical layer attributes (e.g., voltage) 

 CAN ID-based IDS

 Timing/sequence of frame arbitration IDs

 Payload-based IDS

 Considers the data frame as a string of raw bits

 Signal-based IDS 

 Decodes raw binary bits to time-series signals

 Uses time series of signal values as inputs

www.hackday.com/2013/10/22/can-hacking-the-in-vehicle-network/

DBC file
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Motivations
Limitations of Deep Learning based Signal-Level IDS

High Quality and 

High Volume of Data
Optimized DL Model

(Grid-search Approach)

Powerful Computational

Platform

Limitations of Feature Extraction-based Signal-Level IDS

Limited Exploration in  

Feature Functions

Extraction of 

Unnecessary Features
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An Overview of CANtropy
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Exploration Phase: Feature Extraction
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Exploration Phase: Feature Analysis & Configuration
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An Overview of CANtropy
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Development Phase: Feature Extraction & Model Fitting
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An Overview of CANtropy
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Deployment Phase: Feature Extraction & Model Testing
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Evaluation Setup

Dataset: SynCAN Dataset

Feature Domains:`Temporal’, `Statistical', and `Both'

Evolution Metric: AUROC (Area under the ROC curve)

Baselines: CANet & CANShield 

Hanselmann, Markus, et al. "CANet: An unsupervised intrusion detection system for high dimensional CAN bus data.”

Shahriar, Md Hasan, et al. "CANShield: Signal-based Intrusion Detection for Controller Area Networks." 11



Visualization of Variance Mapping Matrix

Some features have high variances for most 

of the signals

Some features have high variances for some

of the signals

Some features have no variance for any of 

the signal

Signal-wise customization in feature 

extraction is effective.
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Performance vs Number of Features

Model with all the signal-feature provides the 

best detection performance.

Model accuracy and robustness are enhanced 

by combining features from both domains.

Model-based on temporal or statistical features 

only is more susceptible to the variance 

threshold. 
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Attack-wise Performance

Combining features from ‘Both’ the 

domains improves the detection of 

continuous and suppress attacks. 

CANtropy outperforms the baselines in 

most of the attacks and provides an 

average AUROC score of 0.992.
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Summary of CANtropy

Extensive Feature Exploration

Customized Feature Extraction

Lightweight Detection Model

Provides Comprehensive Defense

Outperform the DL-based Baselines
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Thanks



Additional Slides



Evaluation | MCEVR

Observation:

 Retaining 99.999% variance 
during the PCA  provides the best 
representation of the data and 
maximizes the detection 
performances (AUROC) of 
different types of attacks.

 Considering both features in a 
single detector makes the 
detection efficient.



 CANtropy inference scalable

 Feature extraction takes 80 ms per window with all the features

 The inference only takes 0.52 ms per window for all the features

 Hence the total upper limit for full interference is 80.52 ms

 Which is still under the human perception time of 0.7 sec.

 CANtropy needs to fit the PCA model with the training data

 Making it lightweight, and easily transferable. 

Scalability Analysis



 CANtropy considers a step size as the same length of the window

 We consider a step size of 500 in these evaluation

 CANet and CANShield considered a step size of 1

 CANtropy’s performance may differ step size of 1

 Feature extraction of CANtropy takes longer time compared to the baselines

 If the transmission interval CAN bus is around 2m

 Wait for approximately 40 messages to run the inference again

Limitations



 Access the CAN bus using:

 Infotainment, ADAS systems, OBD-II port, etc.

 Turn off any ECU or launch a masquerade attack. 

Attack Model

• A compromised ECU injects malicious IDs and data 

Fabrication attacks

• A legitimate ECU is turned off/incapacitated

Suspension attacks

• A legitimate ECU is turned off and injects malicious data with its ID

Masquerade attacks



Design Objectives

• Extract the most relevant features for an effective learning

Effective Data Representation

• Implement a lightweight IDS to detect a variety of CAN attacks

Detecting Advanced Attacks

• Respond to intrusions with near-zero false-positive rate

• Low inference time for timely attack detection

Near real-time detection with near-zero false positives



CANtropy | Feature Extraction & Exploration Algorithms



Dataset - SynCAN

Description of masquerade attacks in SynCAN dataset

Hanselman et al. "CANet: An unsupervised intrusion detection system for high dimensional CAN bus data." IEEE Access



List of Feature Functions



Experiments | Time Series Plot of SynCAN Dataset

 Markers indicates the arrival of corresponding CAN message.

 Different CAN IDs has different reporting periods.



 There are three groups of CAN IDs.

 Reporting periods are around 7, 13, and 22 time steps.

Experiments | Reporting Periods of SynCAN


