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Conditional Payments
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If Argentina wins the 

World Cup, I’ll send you 

1 BTC 
Sure, how does 

it work? 
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Here this is the 

transaction. 

To Messi

4



You just need my 

signature on this 

transaction. 

To Messi
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But I will sign this only 

after you win the cup! 

To Messi
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Alright, send 

me your 

signature

BYEEE! 
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Parties are mutually 
distrustful! 
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Enabling secure conditional 
payments where oracle(s) 

attest to a real-world 
outcome

THIS WORK: 
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Oracle based conditional 

payments
The Setting
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To Messi

𝜎
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To Messi

𝜎
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𝜎

Attest to outcome : 
 𝜎 = Signature that 

Argentina wins the Cup
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𝜎

 𝜎

Broadcast 𝜎 and 
claim the winnings

𝜎

Unlock
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Oracle based conditional 

payments
Security Guarantees

16



To Messi

What if

17



 𝜎

Decrypt

BYEEE! 
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Verifiabilit
y
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To Messi

𝜎

Yep, looks 

good, the 

bet is on! 
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One-wayness
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𝜎

Broadcast 𝜎 and 
claim the winnings

𝜎Unlock

Without receiving  𝜎
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Distribute trust

23



𝜎

Attest: 𝜎1 Attest: 𝜎2 Attest: 𝜎3 Attest: 𝜎4

Unlock

𝜎 24



Summary of security guarantees

Verifiabilit
y 

One-
wayness

Distribute 
trust
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To Messi

𝜎

Yep, looks 

good, the 

bet is on! 

𝜎 𝜎UnlockWithout receiving  𝜎

𝜎
Unlock

𝜎

𝜎1
𝜎2

𝜎3

𝜎4



Oracle based conditional 

payments
Our techniques
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A new cryptographic primitive:

Verifiable witness encryption based on Threshold Signatures

(VweTS)
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Witness Encryption : Consider a language L with relation R 

Let 𝑥 ∈ 𝐿

M

Let 𝑤 be such that 
𝑅 𝑥,𝑤 = 1

𝐸𝑛𝑐(𝑥, )

Verifiable witness encryption based on Threshold Signatures

M

M
M𝐷𝑒𝑐(𝑤, )
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M𝐸𝑛𝑐((𝑣𝑘,𝑚), )

Verifiable witness encryption based on Threshold Signatures

M

M
M𝐷𝑒𝑐(𝜎, )

𝑥 = (𝑣𝑘,𝑚)
𝑤 = 𝜎

𝑅 = 𝑉𝑒𝑟𝑖𝑓𝑦 𝑣𝑘,𝑚, 𝜎 = 1
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Recall that this is 
the Bitcoin 
transaction 
signature 



Verifiable witness encryption based on Threshold Signatures

𝑤 = 𝜎1, 𝜎2, … , 𝜎𝑘

𝑅 = 𝑉𝑒𝑟𝑖𝑓𝑦 𝑣𝑘1, 𝑚, 𝜎1 = 1
𝑉𝑒𝑟𝑖𝑓𝑦 𝑣𝑘2, 𝑚, 𝜎2 = 1

.

.

.
𝑉𝑒𝑟𝑖𝑓𝑦 𝑣𝑘𝑘 , 𝑚, 𝜎𝑘 = 1

𝑘 ≥ 𝜌

𝑥 = (𝑣𝑘1, 𝑣𝑘2, … , 𝑣𝑘𝑛, 𝑚)
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M𝐸𝑛𝑐((𝑣𝑘,𝑚), )

Verifiable witness encryption based on Threshold Signatures

M

M𝑉𝑒𝑟(𝑣𝑘,𝑚, )
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π

π 0/1

Computed 
using NIZK 
cut-and-
choose 
techniques
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Oracle-based Conditional Payments 

σ𝐸𝑛𝑐((𝑣𝑘,𝑚), ) =
𝑉𝑒𝑟𝑖𝑓𝑦(𝑣𝑘,𝑚, 𝜋, )

To Messi

To Messi

𝜎

𝜎

𝜎

π

π
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Compute  𝜎 = 𝑆𝑖𝑔𝑛(𝑠𝑘,𝑚)

To Messi
𝜎

 𝜎

𝜎𝐷𝑒𝑐(  𝜎, ) 𝜎

Broadcast
To Messi

𝜎 and claim the 
winnings

“Argentina 
won the 

world cup”



Multiple Outcomes

𝑀1 𝑀2

𝑀3 𝑀4

….
𝑀𝑁−1 𝑀𝑁

Naïve idea: 
Repeat the 
above protocol 
N times

Optimization: Use Lindell-
Riva’s technique to amortize 
the cost of cut-and-choose
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Performance 

Security parameter: 
128

For a threshold of 4 out of 7 oracles and a 

payment conditioned on up to 𝟐𝟏𝟓 different real-
world event outcomes, the computation overhead 
is less than 150 seconds and the total 
communication overhead is below 15 MB. 35



Comparison with smart contracts 

Smart Contracts Cryptographic Oracle-Based 
Contracts

Works only with 
cryptocurrencies that support 
Turing-complete scripting 
languages

Yes No

Scalable YesNo

Fungibility No Yes

High on-chain costs Yes No
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Some applications

• Financial Adjudication 

• Pre-scheduled payments 

• Trading

• Encryption to the future
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In Summary

Contribution: A new cryptographic tool VweTS

Application: Oracle-based conditional payments

Implication: Scalable, cheaper, distributed trust, compatibility for cryptocurrency payments

Ground for future work: more complex policies than threshold, further speed ups

Full version: https://eprint.iacr.org/2022/499
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Email : vrmadath@ncsu.edu

mailto:vrmadath@ncsu.edu


Thank You!
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