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Overview

Storage-as-a service (STaaS)
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Overview

• Use HMAC to verify the 
integrity of data.

 Fast update, slow audit.

• Insert “sentinels”.
 No update support.
 Limited audit times.
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Our Efficient PoR Technique

Audit Request

Audit Proof

• Low storage (USENIX’ 21)
• Fast update (CCS’ 13)
• Metadata privacy (Cash’ 17)

• Small Proof Size
• Low Audit Time

Dynamic PoR (DPoR) allows efficient update ability. 
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Error Correction Code

𝐇ℓ ≔ πℓ  𝑣ℓ × 𝐅ℓ 𝐃ℓ,𝑡𝐅ℓ]

Error Correction Code allows recovering the entire dataset while tolerating 

a certain portion of damaged codewords.

Any submatrix 2ℓ × 2ℓ of 𝐆 is non-singular

𝐆2ℓ ×2ℓ+1

πℓ  𝑣ℓ ≔  𝐇ℓ ×  𝐆−1

1 × 2ℓ 2ℓ × 2ℓ

github.com/vt-asaplab/porla/ICC

1 × 2ℓ+1 1 × 2ℓ
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Incrementally Constructible Code (ICC)

H0

H1

H2

H3

…

Codeword

Temporary Codeword

• Raw data buffer U.

• Erasure code C: ECC built from U.

• Hierarchical log H: Incrementally Constructible Code (ICC).
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Incrementally Constructible Code (ICC)

H0

H1

H2

H3

…

• Level 𝐇ℓ is rebuilt after every 2ℓ updates.

• After all 𝑁 blocks are updated, C is rebuilt. 

Codeword

Temporary Codeword

ICC operations are based on FFT butterfly circuit. 

6



Homomorphic Authenticated Commitment

• Secret key: 𝛼

• Data block:  𝑣 = (𝑣1, 𝑣2, … , 𝑣𝑛)

• Commitment of 𝒗: 
cm ≔  𝑔𝑣

• MAC of Commitment:
𝜎 ≔ (  𝑔𝑣)𝛼ℎ𝑟 ℎ ∈ 𝔾

 𝑔 ∈ 𝔾𝑛

PRF𝑘(𝑡𝑖𝑚𝑒, 𝑙𝑒𝑣𝑒𝑙, 𝑖𝑛𝑑𝑒𝑥)

MAC
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Data Structures

H0

H1

H2

H3

• Hierarchical Log H:

…

• Raw buffer U:

• Erasure code C: …

…

Homomorphic MAC

Codeword

Data block
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Update Procedure

H0

H1

• Hierarchical Log H:

…

• Raw buffer U:

• Erasure code C: computed from U after 𝑁 updates happen.

…

Homomorphic MAC

Codeword

Data block

L

R

L L L L L L L

… …
Merkle Tree

Kept by the client

… …

HMAC
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Audit Procedure

H0

H1

H2

H3

• Hierarchical Log H:

…

• Erasure code C: …

Homomorphic MAC

Codeword

𝑏 =  

ℓ=0

𝐿+1

 

𝑖∈Ι

𝜌ℓ,𝑖 𝐇ℓ[𝑖]

𝜆 random codewords/MACs on C and each 𝐇ℓrandom scalars indicated by the client

𝜎 =  

ℓ=0

𝐿+1

 

𝑖∈𝐼

( 𝐇ℓ[𝑖])
𝜌ℓ,𝑖

A random linear combination 10



Our Audit Protocol

Audit request + a random seed

Commitment & MAC of 

aggregated codeword block
cm𝑏; 𝜎(cm𝑏)

𝛼  

ℓ=0

𝐿+1

 

𝑖∈𝐼

(ℎ𝑟(𝑡, ℓ, 𝑖))𝜌ℓ,𝑖 ≟ 𝜎

𝛼: secret key

𝑏 =  

ℓ=0

𝐿+1

 

𝑖∈Ι

𝜌ℓ,𝑖 𝐇ℓ[𝑖] 𝜎 =  

ℓ=0

𝐿+1

 

𝑖∈𝐼

( 𝐇ℓ[𝑖])
𝜌ℓ,𝑖
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Not Enough!

H0

H1

H2

H3

• Hierarchical Log H:

…

• Erasure code C: …

Commitment

Homomorphic MAC

Codeword
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Our Audit Protocol

+ Proof of aggregated codeword block 

Audit request + a random seed

Commitment & MAC of 

aggregated codeword block

cm𝑏; 𝜎; 𝜋

• (cm𝑏)
𝛼 ℓ=0

𝐿+1 𝑖∈𝐼(ℎ
𝑟(𝑡, ℓ, 𝑖))𝜌ℓ,𝑖 ≟ 𝜎

𝛼: secret key

• Verify proof 𝜋

• Not require trusted setup.
• 𝜋 = 𝒪(log𝐷)

• Required trusted setup.
• 𝜋 = 𝒪(1)

If 𝜋 is 𝑏, then the total audit proof size is large if size of 𝑏 is large
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Proof of Polynomial Evaluation

𝑏,  𝑥: 𝑃 =  𝑔𝑏 and 𝑐 = 𝑏,  𝑥

aggregated codeword  𝑥 = (𝑥0, 𝑥1, … 𝑥𝐷−1)

𝑥

 𝑥

 𝑔 ∈ 𝔾𝐷: independent generators

𝑏 ∈ ℤ𝑝
𝐷 , 𝑐 ∈ ℤ𝑝, 𝑃 ∈ 𝔾

Porlaipa Porlakzg

Audit Proof Size (2 log 𝐷 + 2) 𝔾 + 2|ℤ𝑝 | 3 𝔾

Proof of the server’s knowledge of the aggregated codeword given its commitment 𝑃.

An evaluation point 

𝜋
Proof
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Evaluation - Configuration

• Server:

 Amazon EC2 c6i.8xlarge.

 16-core Intel Xeon Platinum 8375C CPU @ 2.9 GHz.

 64 GB RAM.

• Client: 

 Intel i7-6820HQ CPU @ 2.7 GHz.

 16 GB RAM.

• Implementation:

 C++ with ~4,000 LOCs.

 Secp256k1 (Porlaipa ), BN254 (Porlakzg)
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Evaluation – Audit Proof Size

Scheme Proof Size (KB)

Porlaipa 0.64 - 1.03

Porlakzg 0.31
Independent with database size

87 × −14,012 × smaller proof size than previous DPoR schemes.
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Evaluation – Audit Delay

Block Size Porlaipa (ms) Porlakzg (ms)

4 KB 51.52 – 68.04 37.77 – 48.66 

32 KB 84.42 – 137.44 57.26 – 114.98 

256 KB 310.61 – 843.84 105.85 – 478.68

4 × −18,000 × faster audit time than prior approaches.

17



Evaluation – Update Latency

1.2 × −3 × slower update than the counterpart using the same ECC (Shi, CCS’ 13).
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Public Audit

H0

H1

H2

H3

• Hierarchical Log H:

…

• Erasure code C: …

Signature of Commitment

Codeword

• Verify commitments & their signatures.

• Compute the aggregated commitment. 

• Verify the proof of server about the aggregated codeword.
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Conclusion & Future Work

Our Porla:

• Small audit cost: proof size and end-to-end latency.

• Maintain a reasonable data update performance. 

Our source code is available at: github.com/vt-asaplab/porla
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Q&A

Thank you for your attention


