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Security Testing of Web Applications

e Static analysis

« Insufficient for dynamic features introduced by PHP
 High False Positive rate

* Dynamic analysis
* Low code coverage
 Require concrete external resource, e.g., database.
 Obtaining a testing database is difficult in practice



Our Approach

* SYNTHDB:

A program analysis-based database generator
« Automatic analysis

* Initial database Is not required

 Improving security testing



Existing techniques for synthesizing database

Example application code(Schoolmate)

1 $91 = query("SELECT courseid FROM registrations
WHERE studentid = '$ POST[ 'student']'");
2 while($reg = fetch_array($qgl)){

3 $g2 = query("SELECT dotw,coursename FROM courses
WHERE courseid = '$reg[0]'");
4 while($course = fetch_array($92)){
5 switch($course[0]){
6 case 'M':
7 print("Monday:".$course[1])
8 case ...
}
}



Existing techniques for synthesizing database

Example application code(Schoolmate)

Retrieve registered course by student id 1 $91 = query("SELECT courseid FROM registrations
WHERE studentid = '$ POST[ 'student']'");




Existing techniques for synthesizing database

Example application code(Schoolmate)

1 _

If student registered any course 2 while($reg = fetch_array($ql)){




Existing techniques for synthesizing database

Example application code(Schoolmate)

1
2

Retrieve course information by course id 3 $92 = query("SELECT dotw,coursename FROM courses
WHERE courseid = '$reg[0]'");




Existing techniques for synthesizing database

Example application code(Schoolmate)

1
2
3
If course exists, display weekly course schedule 4 while($course = fetch_array($92)){
5 switch($course[0]){
6 case 'M':
7 print("Monday:".$course[1])
8 case ...
}
}



Existing techniques for synthesizing database

Example application code(Schoolmate)

7 print("Monday:".$course[1])

Stored XSS vulnerability
-
9




Existing techniques for synthesizing database

Example schema

Table: course Table: registration
courseid INT(11) AUTO INCREMENT regid INT(11) AUTO INCREMENT
coursename  VARCHAR(20) courseid INT(11)

dotw VARCHAR(5) studentid INT(11)



Existing techniques for synthesizing database

Example schema

Table: course

Table: registration

courseid INT(11) AUTO INCREMENT regid
coursename  VARCHAR(20) courseid
dotw VARCHAR(5) studentid

Example query trace

SELECT courseid FROM registrations WHERE studentid
SELECT dotw,coursename FROM courses WHERE courseid

INT(11) AUTO INCREMENT
INT(11)
INT(11)

12
718



Existing techniques for synthesizing database

« Schema-based Synthesizing:

« Mainly examine database schema
* e.g., DOMINOU, Datafaker!?]

* Query-based Synthesizing:
» Beyond schema analysis, it also examine collected query trace.
* e.¢., EvoSQLE!

[1] A. Alsharif, G. M. Kapfhammer, and P. McMinn, “Domino: Fast and effective test data generation for relational database schemas,” ICST18
[2] github.com/gangly/datafaker
[3] J. Castelein, M. Aniche, M. Soltani, A. Panichella, and A. van Deursen, “Search-based test data generation for sgl queries,” ICSE18



Existing techniques for synthesizing database

Example application code(Schoolmate)

1 $91 = query("SELECT courseid FROM registrations
WHERE studentid = '$ POST[ 'student']'");
2 while($reg = fetch_array($qgl)){

3 $g2 = query("SELECT dotw,coursename FROM courses
WHERE courseid = '$reg[0]'");
4 while($course = fetch_array($92)){
5 switch($course[0]){
6 case 'M':
7 print("Monday:".$course[1])
8 case ...
}
}



Existing techniques for synthesizing database

Example synthesized database(Schema-based)

Table: registration

1 8(random)

Table: course

courseid | coursename dotw

1 Dw$c(random)

93(random)

pvcr(random)

1

2
3

v D

Example application code(Schoolmate)

$91 = query("SELECT courseid FROM registrations
WHERE studentid = '$ POST[ 'student']'");
while($reg = fetch_array($ql)){
$92 = query("SELECT dotw,coursename FROM courses
WHERE courseid = '$reg[0]'");
while($course = fetch_array($qg2)){
switch($course[0]){
case 'M':

print("Monday:".$course[1])

case ...
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Existing techniques for synthesizing database

Example synthesized database(Schema-based) Example application code(Schoolmate
Input: POST['student’] = 12

Table: registration 1 $g1 = query("SELECT courseid FROM registrations

WHERE studentid = '$ POST[ 'student']'");

3 $g2 = query("SELECT dotw,coursename FROM courses

7 e 93(random) | WHERE courseid = '$reg[@]'");
4 while($course = fetch_array($92)){
5 switch($course[0]){

Table: course 6 case 'M':

_ 7 print("Monday:".$course[1])
courseid | coursename -

1 Dws$c(random)  pvcr(random) 8 ‘;ase e
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Existing techniques for synthesizing database

Example synthesized database(Schema-based) Example application code(Schoolmate
Input: POST['student’] = 12

Table: registration 1 $g1 = query("SELECT courseid FROM registrations
WHERE studentid = '$_POST['student']'");
studentig Not Satisfied g while($reg = fetch_array($q1)){
1 8(random) 93(random) .
5

Table: course

: 7
courseid | coursename dotw

1 Dws$c(random)  pvcr(random)

16



Existing techniques for synthesizing database

Example synthesized database(Schema-based) Example application code(Schoolmate
Input: POST['student’] = 12

Table: registration 1 $g1 = query("SELECT courseid FROM registrations

2 while($reg = fetch_array($ql)){

WHERE studentid = '$_POST['student']'");
courseid studentid Not Satisfied

1 8(random) 93(random) .
5

Table: course

: 7
courseid | coursename dotw

1 Dws$c(random)  pvcr(random)

17



Existing techniques for synthesizing database

Example synthesized database(Schema-based) Example application code(Schoolmate

Input: POST['student’] = 12

Table: registration 1
courseid studentid g

93(random)

1 8(random)

Table: course

, Miss XSS Vulnerabilit 7 print("Monday:".$course[1])

| e | _

18



Existing techniques for synthesizing database

Example synthesized database(Query-based) Example application code(Schoolmate)

Query Trace 1 $91 = query("SELECT courseid FROM registrations
WHERE studentid = '$ POST['student']'");
1o 2 while($reg = fetch_array($ql)){

SELECT courseid FROM registrations WHERE studentid

SELECT dotw,coursename FROM courses WHERE courseid = 718 3 $q2 - query("SELECT'(ﬂIUN,COUPSename FROM courses
WHERE courseid = '$reg[0]'");
4 while($course = fetch_array($92)){
5 switch($course[0]){
6 case 'M':
7 print("Monday:".$course[1])
8 case ...
}
}



Existing techniques for synthesizing database

Example synthesized database(Query-based) Example application code(Schoolmate)

Query Trace 1 $91 = query("SELECT courseid FROM registrations
WHERE studentid = '$ POST[ 'student']'");

SELECT courseid FROMWHERE 2 while($reg = fetch_array($ql)){

SELECT dotw,coursename FROM courses WHERE courseid = 718 3 $32 = query("SELECT dotw,coursename FROM courses
WHERE courseid = '$reg[0]'");
_ : ) 4 while($course = fetch_array($qg2)){
Table: registration : =
able: registratio 5 switch($course[0]){
. _ : 6 case 'M':
7 print("Monday:".$course[1])
1 718 12 .
8 case ...
}
}



Existing techniques for synthesizing database

Example synthesized database(Query-based) Example application code(Schoolmate)

Query Trace 1 $91 = query("SELECT courseid FROM registrations
WHERE studentid = '$ POST[ 'student']'");

2 while($reg = fetch_array($ql)){
d = 718 3 $g2 = query("SELECT dotw,coursename FROM courses

SELECT courseid FROM{registrationsMWHERE
SELECT dotw, coursename FROMJcourses WHERE course

WHERE courseid = '$reg[0]'");
_ : ) 4 while($course = fetch_array($qg2)){
Table: registration c switch($course[0]){

. _ : 6 case 'M':

7 rint("Monday:".%course[1

. 218 ? ( y [1])
8 case ...
}
}

21



Existing techniques for synthesizing database

Example synthesized database(Query-based)

Query Trace 1

2
3

SELECT courseid FROM registrations WHERE studentid = 12
SELECT dotw, coursename FROMJ courses IWHERE Jcourseid = 718

Table: registration ‘5‘
6

courseid studentid

7

1 718

8

Table: course

courseid

coursename

8Ix=(random) | ab@5(random)

Example application code(Schoolmate)

$91 = query("SELECT courseid FROM registrations
WHERE studentid = '$ POST[ 'student']'");
while($reg = fetch_array($ql)){
$92 = query("SELECT dotw,coursename FROM courses
WHERE courseid = '$reg[0]'");
while($course = fetch_array($qg2)){
switch($course[0]){
case 'M':

print("Monday:".$course[1])

case ...

22



Existing techniques for synthesizing database

Example synthesized database(Query-based) Example application code(Schoolmate
Input: POST['student’] = 12
Query Trace 1 $91 = query("SELECT courseid FROM registrations

WHERE studentid = '$ POST[ 'student']'");
1 2 while($reg = fetch_array($q1)){

SELECT courseid FROM registrations WHERE studentid

SELECT dotw,coursename FROM courses WHERE courseid = 718 3 $g92 = query("SELECT dotw,coursename FROM courses
WHERE courseid = '$reg[0]'");
_ : ) 4 while($course = fetch_array($qg2)){
Table: registration 9
able: registratio 5 switch($course[0]){
: : : 6 case 'M':
7 print("Monday:".$course[1])
1 718 12 .
8 case ...
Table: course } }

: }
courseid | coursename dotw

718 8Ix=(random)  ab@5(random)
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Existing techniques for synthesizing database

Example synthesized database(Query-based) Example application code(Schoolmate
Input: POST['student’] = 12
Query Trace $gq1l = query("SELECT courseid FROM registrations
WHERE studentid = '$ POST[ 'student']'");

SELECT courseid FROM registrations WHERE studentid
SELECT dotw,coursename FROM courses WHERE courseid

$92 = query("SELECT dotw,coursename FROM courses
WHERE courseid = '$reg[0]'");

Table: registration

courseid studentid

/18 12

Table: course

courseid dotw

coursename

718 8Ix=(random)  ab@5(random)
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Existing techniques for synthesizing database

Example synthesized database(Query-based) Example application code(Schoolmate

Input: POST['student’] = 12

Query Trace 1

while($reg = fetch_array($ql)){

SELECT courseid FROM registrations WHERE stud Sat'.Sfled. 2

M 4 while($course = fetch_array($qg2)){
5

_ _ : 6
1 718 12

7

Table: registration

8

Table: course

courseid | coursename dotw

8Ix=(random)  ab@5(random)

25



Existing techniques for synthesizing database

Example synthesized database(Query-based) Example application code(Schoolmate

Input: POST['student’] = 12

Query Trace 1

12 2
718 3

SELECT courseid FROM registrations WHERE studentid
SELECT dotw,coursename FROM courses WHERE courseid

4
5 switch($course[0]){
6 TM' .

case M :

7
1 718 12

8Ix=(random)  ab@5(random)

Table: registration

26



Fxisting techniques for
synthesizing database

Example application code(Schoolmate
Input: POST['student’] = 12

Example synthesized database(Query-based)

Query Trace 1
SELECT courseid FROM registrations WHERE studentid = 12 2
SELECT dotw,coursename FROM courses WHERE courseid = 718 3

Table: registration

4
; scourse(0]) 1
6

7

1 718 12

8

Table: course

courseid

718

dotw

ab@5(random)

coursename

81x=(random)

27



Existing techniques for synthesizing database

Example synthesized database(Query-based) Example application code(Schoolmate

Input: POST['student’] = 12

Query Trace 1

12 2
718 3

SELECT courseid FROM registrations WHERE studentid
SELECT dotw,coursename FROM courses WHERE courseid

Table: registration

, , , 6
courseid studentid

1 218 Miss XXS Vulnerability print("Monday:".$course[1])

Table: course

coursename dotw
718 8Ix=(random) fab@5(random)

28



System Overview

* Identify dependencies between codebase, queries, and schema
« Formulating database constraints
 Database instance generation based on constraints



System Overview

AN
DB-backed PHP

Application Source
Code

DB Schema

Concolic Execution
Engine

______________________________________________________________________________________________________________________________________________________

SYNTHDB: Synthesizing Database via Program Analysis



System Overview

DB-backed PHP
Application Source
Code

Concolic Execution
Engine

DB Schema

e

SYNTHDB: Synthesizing Database via Program Analysis

DB Schema

Sror TARLE 17 ERTaTS coursen; |

CREATE TABLE courses (
coursetd int(11) NOT

semesterid int(11) NOI
=™ Source Code
coursename va (

teachertd tnt(11) NOT

sectionnum varchar(15)-ROT TETIUTT

roomnum varchar(s) NOT default |

periodnum char(3) NOT

qlpotnts double(s,2) N  $q1 = query("SELECT courseid FROM registrations WHERE studentid = '$_POST['student’ )5
q2points double(s,2) N while($reg = $result->fetch_array($q1)){

totalpoints double(s, $92 = query("SELECT dotw,coursename FROM courses WHERE courseid = '$reg[@]'");
aperc double(s,3) NOT while($course = $result->fetch_array($q2)){

bperc double(s,3) NOT switch($course[0]){

cperc double(s,3) NOT e TP

dperc double( ) Nov .

fperc double(
dotw varchar(

".$course[1])

a
a
:
M
g
s

print("Monday

substituteid int(11) df
secondcourseid int(11) case ...
PRIMARY KEY (courseid|

) ENGINE=MyISAM; }




System Overview

DB-backed PHP
Application Source
Code

DB Schema

n Concolic Execution Constraint

Engine Identifier

DB Schema

“| Source Code

_________________

SYNTHDB: Synthesizing Databxse via Program Analysis

Constraints

type(T.A)=int AND
var(T.A)==12 AND

'''''''

eeeeeee |
FROM registrations WHE!

type(T.B)=int AND

var(T.B)==718 AND

type(T.C)=str AND
var(T.C)=="M"




System Overview

DB-backed PHP
Application Source
Code

DB Schema

DB Schema

| Source Code

....... |

\ 4

Concolic Execution
Engine

Constraint
Identifier

Database .T
est
Generator Database

____________________________________________________________________________________________________________________________________________________

SYNTHDB: Synthesizing Database via Program Analysis

case
}

Constraints

type(T.A)=int AND
var(T.A)==12 AND
type(T.B)=int AND
var(T.B)==718 AND
type(T.C)=str AND
var(T.C)=="M"

DB Instance




- Schema Query-condition Pre-Query | Post-Query I Syn-Query J
Database COnStral nt Constraint I Constraint }[ Constraint | Constraint

« Schema Constraint
 Type definitions
 Value specifications
« Structural keywords
« Ensure DB integrity

BIENIIENEWP CREATE TABLE user (userid INT(11) NOT NULL)



- Schema Query-condition | Pre-Query }[ Post-Query I Syn-Query J
Database COnStral nt Constraint I Constraint ) Constraint | Constraint

« Schema Constraint
* Type definitions
 Value specifications
« Structural keywords
« Ensure DB integrity

DIEE1EnEE CREATE TABLE

user

(userid |INT(11)| NOT NULL)

Schema Constraint type ) int JAND

var(user.userid) '=NULL



- Schema Query-condition | Pre-Query }[ Post-Query I Syn-Query J
Database COnStral nt Constraint I Constraint ) Constraint | Constraint

« Schema Constraint
* Type definitions
 Value specifications
« Structural keywords
« Ensure DB integrity

DB Schema




Schema [N aA e i Pre-Query J[ Post-Query I Syn-Query J

D atab aS e C O n St ra i n t [ Constraint Constraint Constraint Constraint Constraint

* Query-condition Constraint

« JOIN operation
« WHERE clause

query("SELECT id, name FROM users JOIN office ON users.id=office.userid
PHP Code - .
WHERE name = 'john'");



Schema [@ULpAlsliilola Pre-Query ][ Post-Query I Syn-Query

D atab aS e C O n St ra i n t [ Constraint Constraint Constraint Constraint Constraint

|

* Query-condition Constraint

« JOIN operation
« WHERE clause

query("SELECT id, name FROM users JOIN office ON |users.idifoffice.userid
PHP Code - .
WHERE name = 'john'");

Query-cont_iition var(users.idp=var(@office.userid) AND
Constraint var(users.name)=="john"

38



- Schema O e lel1i[eg® Pre-Query | Post-Query | Syn-Query
Database COﬂStralnt [ Constraint Constraint Constraint ][ Constraint I Constraint J

* Query-condition Constraint
« JOIN operation
« WHERE clause

query("SELECT id, name FROMlusersIJOIN office ON users.id=office.userid
PHP Code - 1.
WHERE | name |= | john'[');

Query-cont_iltlon var(userw.id)=var(0§fice.userid) AND
Constraint var(users.name|)=

39



- Schema Query-condition PEEHOIEGAY Post-Query | Syn-Query
Database COnStral nt [ Constraint Constraint [ Constraint I Constraint J

* Pre-query constraint
« Computations and predicate conditions before issuing query

if (strlen($u)>=6) {
PHP Code query("INSERT INTO authors (user, active) VALUES ('$u’', 1)");
}



- Schema Query-condition PEEHOIEGAY Post-Query | Syn-Query
Database COnStral nt [ Constraint Constraint [ Constraint I Constraint J

* Pre-query constraint
« Computations and predicate conditions before issuing query

if (strlen($u)>=6) {
PHP Code query("INSERT INTO authors (user, active) VALUES ('$u’', 1)");

N




- Schema Query-condition PEEHOIEGAY Post-Query | Syn-Query
Database COﬂStralnt [ Constraint Constraint [ Constraint I Constraint J

* Pre-gquery constraint
« Computations and predicate conditions before issuing query

if (strlen($u)>=6) {

PHP Code queryX\_INSERT INTO Jauthors

active) VALUES ('$u', 1)");

var(authors|Juser]) | length>=6 |AND
Constraint var(authors.active)==1

42



- Schema Query-condition PEEHOIEGAY Post-Query | Syn-Query
Database COﬂStralnt [ Constraint Constraint [ Constraint I Constraint J

* Pre-gquery constraint
« Computations and predicate conditions before issuing query

if (strlen($u)>=6) {

PHP Code

Constraint

43



- Schema Query-condition Pre-Query [BESEONERAY  Syn-Query
Database COnStral nt [ Constraint Constraint I Constraint } Constraint }

 Post-query constraint
* Program code dependent on the returned data from database

$q1l = query ("SELECT job, points FROM users");
while($users = fetch_array($ql)) {

PHP Code if ($users['job'] == "teacher") {
¥



- Schema Query-condition Pre-Query [BESEONERAY  Syn-Query
Database COnStral nt [ Constraint Constraint I Constraint J Constraint J

 Post-query constraint
* Program code dependent on the returned data from database

$q1 =|query ("SELECT job, points FROM users")d
while($users = fetch_array($ql)) {

PHP Code if ($users['job'] == "teacher") {
}




- Schema Query-condition Pre-Query [BESEONERAY  Syn-Query
Database COnStral nt [ Constraint Constraint I Constraint J Constraint J

 Post-query constraint
* Program code dependent on the returned data from database

$gl F query ("SELECT job, points FROM users");

while($users|= fetch_array[$q1)] {
PHP Code if ($users['job']| == "teacher") {

¥




- Schema Query-condition Pre-Query [BESEONERAY  Syn-Query
Database COﬂStralnt [ Constraint Constraint I Constraint J Constraint J

 Post-query constraint
* Program code dependent on the returned data from database

points FROMlusePsr);

ray($91)) {

while($users = fetch_a

PHP Code if ($users['job']

Post-Query
Constraint

47



- Schema Query-condition Pre-Query | Post-Query S ®I=Y
Database COnStralnt [ Constraint Constraint I Constraint J[ Constraint

» Synchronized-query Constraint
« Analyzing a set of SQL queries in the same block
if($_POST[ 'claim']==true) {
$resl = query("INSERT INTO point (userid,...) VALUES ($id,...)");

$res2 = query("INSERT INTO claimed (userid,...) VALUES ($id,...)");
}



- Schema Query-condition Pre-Query | Post-Query S ®I=Y
Database COnStral nt [ Constraint Constraint I Constraint J[ Constraint

» Synchronized-query Constraint
« Analyzing a set of SQL queries in the same block

if($_POST[ 'claim']==true) {
SEIP Coe $resl = query("INSERT INTO|point (userid)...) VALUES ($id,...)");

$res2 = query("INSERT INTO|claimed (userid}...) VALUES ($id,...)");
}




Database COnStraint [Constraint Constraint

Schema Query-condition Pre-Query
Constraint

J

Post-Query [S)/aEOINE1 Y
Constraint @kl lal

» Synchronized-query Constraint
« Analyzing a set of SQL queries in the same block
if($_POST[ 'claim']==true) {

PHP Code

}

$resl = query("INSERT INTO point (userid,...) VALUES (%id]..

$res2 = query("INSERT INTO claimed (userid,...) VALUES

$idj ..

D)

D)5



- Schema Query-condition Pre-Query | Post-Query S ®I=Y
Database COnStralnt [ Constraint Constraint I Constraint J[ Constraint

» Synchronized-query Constraint
« Analyzing a set of SQL queries in the same block
if($ _POST['claim']==true) {

= " —EFe{point (userid]...) VALUE id,...)");
PHP Code $resl = query("INSERT| oint (userid ) UES ($id ")

$res2 = query("INSERT INTO|claimed (userid}...) VALUES ($id,...)");

}

var‘(Ipoint .vuser‘idl) == var‘lclaimed . user‘idl)

Synchronized-Query

Constraint

51



Evaluation

17 real-world PHP web applications from different categories

Lioc

SchoolMate (1.5.4) 1,587 School Management
Webchess 29 1,505 94 Web Game
Timeclock (1.04) 63 10,820 299 Employee Management
Mybloggie (2.1.4) 59 3,053 84 Content Management
Fagforge (1.3.2) 15 302 30 Online Forum
Wackopicko 49 720 40 Photo Management
phpBB (2.0.23/3.3.8) 74/1,091 10,798/40,612 377/1,343 Online Forum
OpenCart (3.0.3.8/4.0.0) 1,932/2,866 60,515/49,018 943/999 Ecommerce
WordPress (5.1.2/6.0.1) 901/1,332 84,891/110,227 315/307 Content Management
Simple Machines Forum (2.1.2) 316 45,641 1,206 Online Forum
OsCommerce (2.4.0) 422 15,809 916 Ecommerce
CEPhoenix (1.0.7) 1,361 23,938 686 Ecommerce
ZenCart (1.5.7) 1,829 74,960 1,920 Ecommerce
Drupal (9.0.0) 8,854 237,001 322 Content Management

In total 21,256 771,406 10,144



Evaluation: Coverage

Default DB [| DOMINO DB || Datafaker DB
S

EVOSQL DB J|_ SYNTHDB DB
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Evaluation: Coverage

oy T N —
Default DB || DOMINO DB || Datafaker DB >{COHCOHC Execution =
R | S —— Engine -

EVOSQL DB || SYNTHDB DB J y Code/Query Coverage

Results

Avg. Code Coverage

100%

75%

62.9%

49.0%

50%

38.3% 38.9%

(z&eﬂ %Q\)
o % o© g

33.0%

25%

0%
99

O
06&‘& &f\ﬁ



Evaluation: Coverage

| —— _ ) —
Default DB || DOMINO DB || Datafaker DB {CO”CO“C Execution > "_—__|
- E 1 —
EVOSQL DB J| SYNTHDB DB ngine ) Code/Query Coverage
Results
Avg. Code Coverage Avg. Query Coverage
100% 100%
77.1%
75% 75%
62.9%0
(o)
509 49 O% 509¢ 52 9 /0
° 38.3% 38.9% °
33.0% ’ 30.9% 31.3%
25% 25%
11.7%
0% 0% - %
)o) O s \V ()9 ~O & Qv oAy
ok W “@ o S S St e “\\ o o SO



Evaluation: Reachability

Known vulnerabilities reachability test
 Collected 189 known vulnerabilities from 11 PHP application

Known vulnerability List
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Known vulnerabilities reachability test
 Collected 189 known vulnerabilities from 11 PHP application
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Evaluation: Reachability

Known vulnerabilities reachability test
 Collected 189 known vulnerabilities from 11 PHP application

= Concolic Execution -
L Known vulnerability List Enai il
ngine Vulnerability Coverage
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Evaluation: Security

Vulnerabilities scanning with Burp Suite

Burp Suite 1 ‘;__l -
Vulnerability Reports

[ PHP
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Evaluation: Security

Vulnerabilities scanning with Burp Suite

= Burp Suite 1? }—"f__
PHP P - — Vulnerability Reports

Default DB || DOMINO DB Datafaker DB
S

# Known Vulnerabilities | Default DB | DOMINO | Datafaker EVOSQL SYNTHDB

SchoolMate (1.5.4) 80 (+13 new)
Webchess 18 3 5 5 12 18 (+4 new)
Timeclock (1.04) 8 2 2 2 3 7 (+7 new)
Mybloggie (2.1.4) 13 3 4 4 8 9 (+8 new)
OsCommerce (2.4.0) 0 0 0 0 0 0 (+1 new)



Evaluation: Security

Vulnerabilities scanning with Burp Suite

Burp Suite - ‘__l
Vulnerability Reports
EVOSQL DB SYNTHDB DB

#Newvulnerabmtles SQL -_

Default DB DOMINO DB Datafaker DB

SchoolMate (1.5.4) 0 Reported
Webchess 4 2 2 CVE-2023-22959
Timeclock (1.04) 7 2 5 Reported
Mybloggie (2.1.4) 8 7 1 Reported
OsCommerce (2.4.0) 1 1 0 Reported



Takeaways

SYNTHDB:

* ldentify dependencies between codebase, queries, and schema
* Introduce 5 types of database constraints

« Cover more code and reach more known vulnerabilities

 Aid Burp Suite discovers 33 new vulnerabilities



Thank You

Please contact an.chen25@uga.edu for any questions
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