
Reconciling the Hacker 

Spirit
...with Ethical Cybersecurity Education

Yan Shoshitaishvili

Arizona State University



We need more and more (ethical) hackers!
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This is our world now... the world of the electron and the switch, 

the

beauty of the baud.  We make use of a service already existing 

without paying

for what could be dirt-cheap if it wasn't run by profiteering 

gluttons, and

you call us criminals.  We explore... and you call us criminals.  

We seek

after knowledge... and you call us criminals.  We exist without 

skin color,

without nationality, without religious bias... and you call us 

criminals.

You build atomic bombs, you wage wars, you murder, cheat, 





Engineering Cybersecurity Ethics?





# CSE 194: Cybersecurity History and Culture

Weaves ethics through a course exploring different facets of the hacker ethos:

- Pop-culture perceptions
- Hackers, Sneakers, Wargames

- Phone phreakers (and resulting legal battles)

- Early hacker crews and organizations
- Phrack (and resulting legal battles!)

- Prominent early figures (and resulting legal battles)
- Mitnick, Morris, others chosen by students

- Hacktivists
- Anonymous, Swartz, Fisher

- Cybercriminals
- Gonzales

Alongside these discussions, introduce hacker-adjacent skills (such as lockpicking).

Freshman course: get students set up with the foundation early.





Base Context

Theoretical Knowledge

Practical Skills



The practical cybersecurity skills needed to fill 

the "Cybersecurity Skill Gap".

The practical cybersecurity skills taught in a 

typical college curriculum.















Inclusive education?





# No Computer? No Problem!

We put a computer in your browser so you can hack while you hack!

Launch a terminal to 

work in!

Launches a full 

desktop...

With preinstalled hacking 

tools for learning!

With a 

persistent 

home 

directory!



# No Foundation? 





# Success?

The Good:

Zero issues for students that don't have their own computers (and have to rely 

on phones, tablets, or shared computer labs)!

The Bad:

Under-represented student share has remained roughly the same low rate.

The Ugly:

Constantly battling the administration to keep pwn.college open...



Practical education. ✅

Comprehensive education. ✅

Inclusive education. ❓

Then what?







Academic Education

Industry Success



# Bridging the Missing Link

Ideally, students would demonstrate some impact...

... such as bug bounties!

... but bug bounties aren't so easy.

Idea! CSE 598: Applied Vulnerability Research.

Students ran a Vulnerability Research lab: picked a (real-world) target, found 

vulnerabilities, reported them, got CVEs!

Very successful, except a Hacktoberfest effect: some real-world projects got 

overwhelmed, drama ensued...

Back to the drawing board...





# Thank you!

Yan Shoshitaishvili

yans@asu.edu

@Zardus

Come visit the lab: sefcom.asu.edu/apprenticeship.html

High School Internships: sefcom.asu.edu/internship.html

pwn-college: pwn.college

mailto:yans@asu.edu
http://sefcom.asu.edu/apprenticeship.html
http://sefcom.asu.edu/internship.html
https://pwn.college



