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>90%
Sanchez-Rola et al. (2019) show that more than 90% of visited websites use cookies that could identify users. 



ico.org.uk (2021)

noyb.eu (2021)

http://ico.org.uk
http://noyb.eu
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Is there no better solution?
Well…



Contributions

• We identify current gaps in user data control through an extensive 
review and present ten consent mechanism properties

• We review existing browser-based consent mechanisms and 
compare them with regards to the derived properties

• We suggest five features designed as improvements to the Advanced 
Data Protection Control (ADPC), including an implementation roadmap



European privacy legislation

Data Protection Directive (DPD)
1995

ePrivacy Directive (ePD)
2002

ePD Cookie Amendment
2009

General Data Protection Regulation (GDPR)
2016



”any freely given, specific, informed and unambiguous
indication of the data subject’s wishes by which he or she, by a 
statement or by a clear affirmative action, signifies agreement 
to the processing of personal data relating to him or her”

GDPR on ’consent’



Consent mechanisms

• Browser-based

• Older:

• Platform for Privacy Preferences Project (P3P)

• Do Not Track (DNT)

• Newer:

• Global Privacy Control (GPC)

• Advanced Data Protection Control (ADPC)

• Provider-based



P1 No prior storing/sending

P2 Freely given consent

P3 Specific separate consent

P4 Informed consent

P5 Unambiguous consent

P6 Readable and accessible

P7 Changeable

P8 Standardized

P9 No abuse of necessary

P10 Browser-controlled

Proposed properties



P1 No prior storing/sending

P2 Freely given consent

P3 Specific separate consent

P4 Informed consent

P5 Unambiguous consent

P6 Readable and accessible

P7 Changeable

P8 Standardized

P9 No abuse of necessary

P10 Browser-controlled

Proposed properties













xkcd.com #927



Suggested features



Feature 1:

No prior storing/sending of data



Feature 2:

Present complete and required 
information

1. User visits website
2. Browser queries server
3. Server provides consent info
4. Browser presents in consent UI

/.well-known/privacy



Feature 3:

Configurable and changeable 
specific consent per purpose

1st

3rd



Feature 4:

Browser–server and server–
server communication

1st

3rd



Feature 5:

Require consent for cookies 
without Necessary attribute



Putting it all together





Possible presentation of a consent request by the web browser (ADPC draft, CC BY 4.0)





1st 3rd



Implementation roadmap



Conclusions

• We identify current gaps in user data control through an extensive 
review and present ten consent mechanism properties

• We review existing browser-based consent mechanisms and 
compare them with regards to the derived properties

• We suggest five features designed as improvements to the Advanced 
Data Protection Control (ADPC), including an implementation roadmap
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