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We propose a novel approach to identify users’ exposure
to fake news from their gaze and mouse movement
behavior
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https://cliply.co/wpcontent/uploads/2019/03/371903161_BLINKING_EYE_400px.gif https://giphy.com/explore/computer-mouse
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What could be detected from gaze and mouse movements

Mental workload Mental workload

Gender Phishing email exposure

Age

Mental health \ Task proficiency

Etc. Etc.



Data Collection



Study Design

Remote
Study

Mimicked
Facebook
Interface
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Study Design

Remote 3 Post
Study Types

Mimicked
Facebook
Interface

Article
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Dataset Creation: Image-based
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Dataset Creation: Article-based
@ Emily Gunther

September 26

Trump's TikTok Ban Has Been Blocked by
Judge Hours Before It Was to Take Effect
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Dataset Creation: Text-based <y
@ Emily Gunther & Herbert Heining

September 26 August 26
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biodiversity, compared to older generations. It could mean that irreversible environmental
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Study Design

Remote 3 Post 5 News
Study Types Categories

Environment
Text

Mimicked
Facebook
Interface

Health

Image Entertainment

American Politics

Article "
European Politics
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Dataset Creation

Half real

and half Database
fake

40 in
each
type

24 in
each
category

o000 o

&)
healthfeedback.org/
climatefeedback.org/
sciencefeedback.co/
snopes.com/
politifact.com/
correctiv.org/faktencheck/
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Study Design
Remote 3 Post 5 News Dependent
Study Types Categories Variables
- features
Mimicked
Ith
g
features
_ Task
AHEE duration
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Study Design
Remote 3 Post 5 News Dependent -\ e
Study Types Categories Variables
. fea’tures Avel‘age 2.5
Mimicked seconds
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features
: Task
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Participants and Apparatus

Recruiting: university mailing lists, and social
media groups

\ J

4 N
54 participants

’ <
28 female, 26 male

’ <
average age 25.8 (SD=7.7)
Diverse backgrounds, majority students

\ J
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&)
Participants and Apparatus
rRecruiting: university mailing lists, and social )
media groups
> 3 GazeRecorder
54 participants
28 female, 26 male D Native HTML
average age 25.8 (SD=7.7) Both synced using
\ . tImEStamp
Diverse backgrounds, majority students
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Procedure

Consent & Calibration Scrolling Accuracy Post Questionnaire
Demographics Task Test Labelling

a L._I I L—Jd C a
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Results
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Data Overview: Labeling Task Veracity

Text-based news is the hardest to judge, then images and the articles

American politics are mostly judged wrongly

Environmental posts were mostly labeled correctly
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Data Overview: Labeling Task Duration

Entertainment posts took the shortest duration for labeling

Participants longer durations labeling fake news

Text-based posts took the longest duration for labeling
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Classification Approach

Classifiers Models Features

« User Dependent « SVM » Gaze Features only
» User Independent « Random Forest * Mouse Features
- Logistic Regression Only

* Both Features
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Feature Extraction
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&)
Classification Performance: User Dependent
Random Forest 62.6% + 17% 61.3% + 19.8% 61.3% + 22%
Logistic Regression 63.2% + 19.6% 61.9% + 20% 64.3% + 19.7%
SVM 64.2% + 18.3% 63.9% + 18.3% 64.2% + 18.3%
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Classification Performance: User Independent
Random Forest 57.9% + 3.5% 53.3% + 6.5% 49.2% + 6.5%
Logistic Regression 66.7% + 2.7% 63.3% + 6.4% 62.5% + 8.7%
SVM 67% + 3 65.9% + 2.2% 68.4% + 2.9%
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Classification Performance: User Independent

Classifier Gaze Features Both Features

Random Forest
Logistic Regression

SVM

57.9% + 3.5%
66.7% + 2.7%

67% + 3

53.3% + 6.5%
63.3% + 6.4%

65.9% + 2.2%

49.2% + 6.5%
62.5% + 8.7%

68.4% + 2.9%
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Classification Performance

Random Forest 62.6% + 17% 61.3% + 19.8% 61.3% + 22%
Logistic Regression 63.2% + 19.6% 61.9% + 20% 64.3% + 19.7%
64.2% + 18.3% 63.9% + 18.3% 64.2% + 18.3%
Random Forest 57.9% + 3.5% 53.3% + 6.5% 49.2% + 6.5%
Logistic Regression 66.7% + 2.7% 63.3% + 6.4% 62.5% + 8.7%

SVM 67% + 3 65.9% + 2.2% 68.4% + 2.9%
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