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Privacy Notice

Image credits: https://www.newamerica.org/oti/blog/how-notice-and-consent-fails-to-protect-our-privacy/  

Bryce Durbin / TechCrunch  https://techcrunch.com/2022/01/06/cnil-facebook-google-cookie-consent-eprivacy-breaches/
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Standardizing Privacy Notices: 
An Online Study of the Nutrition 
Label Approach

Patrick Gage Kelley, Lucian Cesca, Joanna Bresee, and Lorrie Faith Cranor. Standardizing privacy notices: An online study of the nutrition label approach. In Proceedings of the SIGCHI Conference on 
Human Factors in Computing Systems, CHI ’10, page 1573–1582, New York, NY, USA, 2010. Association for Computing Machinery. 

A “Nutrition Label” for Privacy

Patrick Gage Kelley, Joanna Bresee, Lorrie Faith Cranor, and Robert W Reeder. A “nutrition label” for privacy. In Proceedings of the 5th Symposium on Usable Privacy and Security, pages 1–12, 2009. 

Privacy as Part of the App 
Decision-making Process

Patrick Gage Kelley, Lorrie Faith Cranor, and Norman Sadeh. Privacy as part of the app decision-making process. In Proceedings of the SIGCHI Conference on Human Factors in Computing Systems, 
CHI ’13, page 3393–3402, New York, NY, USA, 2013. Association for Computing Machinery. 



App Privacy Labels on the App Store
December 2020

Google Play's Data Safety Sections
April 2022

4



• Crowdsourced Question Elicitation 
through MTurk

• Questions about 35 mobile apps 
representing a diverse mix of app 
categories and popularity levels

• A total of 1,750 questions collected

PrivacyQA Dataset
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A. Ravichander, A. W. Black, S. Wilson, T. Norton, and N. Sadeh, “Question answering for privacy policies: Combining computational and legal perspectives,” in Proceedings of the 2019 Conference on
Empirical Methods in Natural Language Processing and the 9th International Joint Conference on Natural Language Processing (EMNLP-IJCNLP). Hong Kong, China: Association for Computational
Linguistics, Nov. 2019, pp. 4949–4959. [Online]. https://www.aclweb.org/anthology/D19-1500



Can Privacy Labels Answer Users' 
Privacy Questions?

• Thematic analysis of questions

• Match questions to labels

https://www.istockphoto.com/vector/question-and-answer-icon-design-gm1267946129-372106471
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Top Six Question Themes
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Do they collect 
credit card 

information?

What information 
do you collect?

Most Frequent Question Theme



2nd Most Frequent Question Theme
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Has this company 
had data breaches 

in the past?

How safe is my 
account information 
on this app?
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Does it share my 
personal information 
with others?

Is it possible for 
health insurance 

companies to get a 
hold of my data?

3rd Most Frequent Question Theme
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Will my data be sold 
to advertisers?

Does it save my 
email contacts and 

sell it to 3rd 
parties?

4th Most Frequent Question Theme
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Does the app use my 
camera at any point?

What permissions 
will this app need?

5th Most Frequent Question Theme
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Who can see which tasks 
I hire workers for?

Could my trip 
information be made 

public allowing 
someone to know 

when I'm not home?

6th Most Frequent Question Theme
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Remaining Question Themes

%



Theme Answered by Labels
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Google Label Apple LabelTheme

Data Collected

What information 
do you collect?

22% of Questions



Questions Not Answered Under Theme 
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Google Label Apple LabelTheme

Data Collected

22% of Questions

What information 
do you collect?

Data Anonymous

Persistent Location, App-specific Data Types (e.g., gestures)

Call Log, IP Address, Calendar, 
Optional Data
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Google Label Apple Label

Data Collected

Are you storing any 
of my information?

Theme

Questions Implicitly Answered by Labels
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Google Label Apple Label

App Security

Are you certified 
to be secure? N/A

Is my app data 
encrypted?

Theme

12% of Questions

Theme Answered by Labels
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Google Label Apple Label

App Security

Are you certified 
to be secure? N/A

Is my app data 
encrypted?

Theme

12% of Questions

Payment, Past Breaches, 2FA

Questions Not Answered Under Theme 
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Google Label Apple Label

Sharing

Theme

Theme Answered by Labels

9% of Questions

Does it share my 
personal information 
with others?
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Google Label Apple Label

Sharing

Does it share my 
personal information 
with others?

Theme

9% of Questions

Questions Not Answered Under Theme 

Sharing with Advertisers

Sharing with Whom
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Google Label Apple Label

Selling

N/AWill any of my 
information be 
sold?

Theme

Theme Implicitly Answered by Labels

9% of Questions
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Google Label Apple Label

Selling

N/AWill any of my 
information be 
sold?

Theme

Questions Not Answered Under Theme 

9% of Questions

Selling to Whom



24

Google Label Apple Label

Purpose

Will you use my data 
for advertising?

Theme

Theme Answered by Labels

6% of Questions
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Google Label Apple Label

Deletion

Can i delete my 
information 
permanently?

N/A

Theme

Theme Answered by Labels

2% of Questions
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Google Label Apple Label

Deletion

Can i delete my 
information 
permanently?

N/A

Theme

2% of Questions

Delete Specific Data

Questions Not Answered Under Theme 
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Majority of User Questions Not Answered



• Data Recipients

Missing Key Information
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Privacy as Contextual Integrity

(Image credit: ABC of CI)

https://twitter.com/ynotez/status/1250578500588879873


• Data Recipients

• App Permissions

Missing Key Information
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Privacy Question Answering Functionality

● Decrease User Burden

● Address App-specific Questions
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https://www.flaticon.com/free-icon/customer-service_2707091 https://www.flaticon.com/free-icon/artificial-intelligence_4616809
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Shikun “Aerin” Zhang
aerin@cmu.edu

Thank you!

Do Privacy Labels Answer Users' Privacy Questions?

● Analyzed a corpus of crowd-sourced privacy questions on mobile apps

● Showed that the majority of these questions are not addressed/answered

● Advocated privacy question answering functionality


