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Existing IT Security Awareness

• Traditional
• Checklists

• E-learnings

• Posters

• Videos
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• IT Security Awareness training more common
• Increase knowledge vs behavioral change

• Capture the Flag exercises in Introduction to IT Security courses

• Goal: Increase understanding

Motivation
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Does experiencing IT security from an attacker’s perspective 
motivate users towards better security behavior?

Research Question



USEC’23 | 27TH February 2023 | San Diego

• Protection Motivation Theory1 (PMT)
• Threat Appraisal & Coping Appraisal

• Prototype

• Pre-Post Study2

• 34 participants

• Private Organizations

• Office Employees

Study Design

1 Rogers, 1975
2 Kirkpatrick & Kirkpatrick, 2006
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• Experiencing being the hacker
• Interactive / Game-Like

• Real(-allistic)

• Understanding over knowledge

• Instructional Design Principles1

Learning Design

1 Zhang-Kennendy & Chiasson (2021)
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Prototype
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• Increased Motivation

• Free-text Answers
• Effect on Compliance Intention

• Effect on Awareness

Results

“The patterns in passwords made an impression and 
will give cause to a change in my own behavior.”

“I knew it [getting hacked] would be easy, 
but not that easy.”

“It made me realize how IT-security always depends on 
the weakest link in the chain.”
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• Simulation Based Tool

• Motivation vs. Teaching

• Indicating change in motivation
• For “Office workers” 

• Expansion of content covered

Summary

Perceived Severity of Security Breach +1,31

Response Efficacy +0,34

Security Policy Compliance Intention +0,31
(N=34) | (7-point scale)


