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Abstract—Fluorescent lamps are almost everywhere for elec-
tric lighting in daily life, across private and public scenarios. Our
study uncovers a new electromagnetic interference (EMI) attack
surface that these light sources are actually able to manipulate
nearby IoT devices in a contactless way. Different from previous
EMI attempts requiring a specialized metal antenna as the
emission source, which can easily alert victims, we introduce
LightAntenna that leverages unaltered everyday fluorescent
lamps to launch concealed EMI attacks. To understand why and
how fluorescent lamps can be exploited as malicious antennas, we
systematically characterize the rationale of EMI emission from
fluorescent lamps and identify their capabilities and limits in
terms of intensity and frequency response. Moreover, we carefully
design a covert method of injecting high-frequency signals into
the fluorescent tube via power line transmission. In this way,
LightAntenna can realize controllable EMI attacks even across
rooms and at a distance of up to 20m. Our extensive experiments
demonstrate the generality, practicality, tunability, and remote at-
tack capability of LightAntenna, which successfully interferes
with various types of sensors and IoT devices. In summary, our
study provides a comprehensive analysis of the LightAntenna
mechanism and proposes defensive strategies to mitigate this
emerging attack surface.

I. INTRODUCTION

Fluorescent lamps have been pervasive in industrial produc-
tion and everyday life for decades. They consume less energy
than incandescent lamps and are more available and affordable
than LEDs [21]. In addition, their large lighting angle, uniform
lighting effect, and diverse light colors make fluorescent lamps
preferable in places demanding low-cost, long-time, and large-
area lighting, such as factories, hospitals, offices, libraries,
etc. Although LEDs are more efficient and eco-friendly, it is
reported that consumers prefer fluorescent lighting to a greater
extent [42], [11], especially in developing countries, and the
global fluorescent lighting market is predicted to grow with
a compound annual growth rate of 9.5% from 2023 to 2030
and reach 14.8 billion USD [45]. Ideally, fluorescent lamps
are designed to convert electrical energy into light. However,
in this paper, we uncover a troubling reality: fluorescent lamps
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Fig. 1. An illustration of LightAntenna. The attacker can inject high-
frequency signals into the power grid, control the pre-existing fluorescent
lamps to emit EMI and manipulate sensors, inject voice into microphones,
or cause other EMI threats.

can also be maliciously exploited as antennas to emit electro-
magnetic interference (EMI) and control neighboring Internet
of Things (IoT) devices in a contactless manner. For instance,
an adversary with control of the lighting in a victim’s home
may invisibly inject EMI into a voice assistant’s microphone
and instruct it to “open the door”. Even more worrisome is the
use of fluorescent lamps in hospitals. If an adversary controls
these lights, she may use them to emit EMI and tamper with the
measurement of temperature sensors in infant thermostats [51],
[25], causing incorrect temperature control and possibly fatal
consequences.

Existing EMI attacks require the adversary to bring a
specialized metal antenna and deploy the attack equipment
locally to emit signals from at most a few meters away
from the target device [62], [63], [26], [59], [22]. However,
the requirement to access the local environment is usually
challenging in everyday life, and the adversary’s antenna and
attack equipment are likely to alert victim users onsite.

This work makes the first attempt to reveal a new EMI
attack threat model, i.e., by exploiting fluorescent lamps that
are already installed in the local environment as antennas to
emit malicious EMI signals. Since lamps are present in almost
every room in medical, industrial, and home scenarios, such at-
tacks can be launched in various locations and are intrinsically
difficult to notice. To achieve such effects without making any
modifications to fluorescent lamps or the local environment,
we design LightAntenna, a technique that can remotely
control ordinary fluorescent lamps to emit EMI in desired
waveforms, by injecting carefully crafted high-frequency sig-
nals into the shared power lines. LightAntenna enables
long-range EMI attacks across rooms as depicted in Fig. 1,
which can manipulate sensor readings, inject voice commands,
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etc. Nonetheless, realizing LightAntenna is challenging
in two aspects: (1) How to make fluorescent lamps generate
EMI attack signals? Fluorescent lamps are not designed to
emit EM signals like antennas. Though they are known for
unintentional EM radiation below 50 kHz, it is unclear whether
these lamps can emit signals of sufficient intensity and at the
frequency range (usually MHz) required for EMI attacks [26],
[8], [48], [57]. (2) How to control the EMI signals emitted
by a fluorescent lamp and use them to manipulate other IoT
devices? Fluorescent lamp circuits generally do not contain
MCUs, which makes it impossible to realize controllable
attacks by implanting malicious codes like in [18], [68].

To tackle the first challenge, we begin by analyzing the
operating principles of fluorescent lamps, which consist of two
primary components: the ballast and the fluorescent tube. Our
theoretical analysis and measurement experiments confirm that
the fluorescent tube, rather than the ballast, is the predominant
source of EMI emissions. To systematically characterize the
limits of fluorescent lamps as antennas for EMI attacks, par-
ticularly in terms of radiation intensity and frequency response,
we conduct feasibility analysis experiments. The comparative
experiments involving various combinations of ballasts and
fluorescent tubes reveal that the ballast’s operating frequency
directly affects the frequency of the emitted EMI. We also
examine the impact of distance, power, and tube shape on EMI
strength. By performing frequency sweeps with injected sig-
nals, we generate broad-spectrum frequency response curves,
which establish a foundation for identifying optimal coupling
frequencies for subsequent attacks on IoT systems.

To tackle the second challenge, we identify the power
line as a promising channel to transmit attack signals since
fluorescent lamps are inherently connected to the grid. By
modeling the transmission of the attack signal in power lines,
we understand the mechanisms and limitations of the signal
transmission in the complex power grid. We also characterize
the attenuation of the attack signal due to the built-in rectifi-
cation and filtering circuits when it is transmitted through the
ballast, so that the attack signal can be successfully injected
into the fluorescent tube for further controllable attacks. For
the above signal transmission stage, we design DC and AC
couplers to inject high-frequency attack signals into the DC
power or AC power of off-the-shelf fluorescent lamps. We set
the LPF (low-pass filter) to isolate the experimental grid from
the public grid, prevent polluting the grid and damaging extra-
neous equipment. Finally, we develop two signal crafting meth-
ods, namely tampering attacks and manipulation attacks, that
enable controllable attacks on various types of sensors, ranging
from general data tampering to precise value manipulation. Our
experiments showed that these attacks could effectively alter
sensor measurements and behaviors in a predictable manner.

The extensive experiments involve 8 different types of
sensor modules, an industrial sensor, and a conference goose-
neck microphone. These sensors are widely used in various
of IoT devices, and once they are attacked, it will directly
or indirectly lead to security issues for IoT devices. In sum-
mary, our evaluation comprehensively validates four aspects of
LightAntenna: (1) Generality: We utilized the fluorescent
lamps to achieve tampering attacks on 8 different sensor
modules. (2) Practicality: We utilized the fluorescent lamps
to achieve a controllable manipulation attack on an industrial

PT100 thermocouple temperature sensor. (3) Tunability: We
utilized fluorescent lamps to inject voice commands into a
gooseneck microphone and successfully spoof the voice recog-
nition model. (4) Finally, we implemented a remote attack by
injecting signals into the power grid at a distance from 10m to
20m and successfully impacted the thermocouple temperature
sensor, and we evaluated the impact of realistic power grid on
LightAntenna. In addition, we discuss the mechanics of
LightAntenna attacks and propose defensive strategies to
mitigate this novel threat to sensor integrity and security.

We summarize our contributions as follows:

1) We reveal a novel optical-electromagnetic covert
channel that leverages fluorescent lamps for EMI
injection attacks, eliminating the need for specialized
antenna equipment.

2) We analyze the EMI produced by fluorescent lamps,
characterizing its applicability and limitations.

3) We explore the potential impact of EMI injection
attacks on IoT devices and propose corresponding
defense strategies.

II. BACKGROUND

In this section, we introduce the underlying principle of
fluorescent lamps and their potential characteristics as non-
certified antennas, including the principle of ballast, fluorescent
tubes, and plasma antennas.

A. Fluorescent Lamps

Fluorescent lamps are widely used lighting devices that
rely on the excitation of mercury vapor to produce light. A
fluorescent lamp mainly consists of a ballast and a fluorescent
tube.

1) Ballast: Ballast serves as the driver to provide high-
frequency voltage for the fluorescent tube’s operation. Cur-
rently, electronic ballasts are the most commonly used to
supply discharge lamps [2], offering numerous advantages,
such as improved efficiency or flicker-free operation of the
lamp. A typical circuit of electronic ballast is shown in Fig. 2,
including three main stages:

• The rectification stage rectifies AC to DC by a rectifier
bridge circuit, which is usually used in AC-powered
fluorescent lamps.

• The self-excited oscillation stage is the most critical
stage, which generate high-frequency voltage to en-
sure the lighting of the lamp, the output frequency
of the self-excited oscillation stage is usually from
40 kHz ∼ 50 kHz [15].

• The transformer stage provides a high voltage of
600V ∼ 800V to ionize the rare gases inside the lamp
at the moment of lighting up. After the fluorescent
lamp is lightened, the transformer stage outputs the
voltage with a stabilized amplitude in the range of
200V ∼ 300V.

Power supply methods of electronic ballasts. To support
further analysis, we investigated the power supply method
of commercially available fluorescent lamps. Most fluorescent
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Fig. 2. A typical circuit of electronic ballasts. Mainly including the rectifier
stage, the self-excited oscillator stage, and the transformer stage.

lamps are designed for alternating current (AC) power systems,
as they are originally developed for use in standard AC power
grids. Recently, with technological advances and specific ap-
plication demands, some electronic ballasts have also been
designed for direct current (DC) power systems, particularly
in solar and emergency lighting systems. We examined 61
ballasts on the market, covering major fluorescent brands such
as GE, Philips, Osram, Panasonic, and others. According to
our survey, 60 ballasts adopt 220V AC power, and 1 ballast
adopts 24V DC power.

2) Fluorescent Tube: The fluorescent tube is the light-
emitting component of fluorescent lamps, which consists of
glass tubes coated with phosphor on the inner wall, mercury
vapor inside, and electrodes, as shown in Fig. 3. When powered
on, the ballast provides an instantaneous high voltage on the
electrodes of the fluorescent tube, ionizing the gas around the
electrodes and forming electric arcs. This process ionizes the
mercury vapor, producing ultraviolet light, which then excites
the phosphor coating to emit visible light. In a steady state,
the voltage ranges from 100V for tubes under 30W and
100V ∼ 175V for tubes of 30W or more [27].

Notably, the ionization of the gas inside the fluorescent
tube can be also called plasma. Plasma is the fourth state of
matter, in which atoms are split into free negative electrons
and positive ions by DC discharge, RF discharge, or laser
excitation [66]. For a lightening fluorescent tube, the interior
free electrons can flow swiftly and create current under the
electric field, then form the plasma. Thus, similar to the
conductivity concept of metal antennas, fluorescent tubes have
the capacity to transmit and receive electromagnetic signals
with the conversion of electric and magnetic. Besides, as the
current in the fluorescent tube has a high frequency (40 kHz ∼
50 kHz), it will generate EMI in the same frequency range.

B. Plasma Antenna

The plasma antenna is a specialized type of antenna that
uses ionized gas (plasma) as its conducting medium instead of
traditional metal elements. Compared to conventional metal an-
tennas, plasma antennas offer the key advantage of adjustable
electrical properties through modifications in plasma density
and other parameters. They can be rapidly switched on and off,
providing stealth capabilities by becoming virtually invisible
to radar when deactivated. Additionally, they are resistant to
electromagnetic interference, making them suitable for both
civilian and military communications where low observability
and high performance are essential. Consequently, plasma
antennas are often employed in scenarios requiring stealth,
such as in military aircraft.

Hg

ultraviolet

electrodecurrent

electronphosphor

Fig. 3. The structure of a fluorescent tube. A fluorescent tube mainly includes
a glass tube, the inside mercury vapor, and the electrodes.

Fluorescent tubes and plasma antennas share many similar-
ities in their operating principles. This similarity suggests that
fluorescent lamps could potentially be used as covert antennas
by adversaries to launch EMI attacks on IoT devices.

C. EMI Threats on Sensors of Cyber-physical Systems

Sensors are the entry points of cyber-physical systems
(CPS) and serve as the connectors between cyber systems and
the physical world. Existing research has demonstrated that
EMI can affect sensor performance, leading to security and
privacy issues. However, previous work required specialized
antennas to transmit EMI signals, which made the attack
easy to be detected. In this paper, we show that fluorescent
lamps can be repurposed as antennas to launch EMI attacks,
introducing a new attack vector for CPS.

III. THREAT MODEL

This article reveals that fluorescent lamps can be exploited
as malicious antennas to launch EMI attacks. We make the
following assumptions about the adversary and the victim.

Attack goal: The adversary’s goal is to utilize fluorescent
lamps to create EMI threats on CPS, such as maliciously ma-
nipulating temperature sensors to cause runaway temperatures
in critical systems (e.g., the infant thermostats and industrial
reactors), or injecting voice signals into the microphone to
cause security and privacy issues.

Attack scenarios: We consider two scenarios. In the first
scenario, the attacker injects attack signals through the power
grid shared with the victim, where the attacker can be a
neighbor or even a passerby. In the second scenario, the
attacker uses a malicious external mobile power source to
inject attack signals into the fluorescent lamps.

Non-invasive attack: The attacker cannot modify the
software or hardware of the target fluorescent lamps or victim
sensors. Instead, she can only inject attack signals through
the power grid or external mobile power source. For remote
attacks, the distance between the fluorescent lamps and the
injection node should be within 20m.

Victim fluorescent lamps and sensors: We assume that
the fluorescent lamp is connected to the malicious power
source and is in the operation state, with the target sensor
within 15 cm of the fluorescent lamps.

Prior knowledge about the target: The attacker does
not need information about the victim’s fluorescent lamps
but should conduct pre-tests on the victim’s sensors, such as
frequency sweep tests, to determine the attack frequency. Since
the sensors are on sale, the attacker can purchase them from
the market for these pre-tests, similar to most EMI attacks.
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Fig. 4. The experiment setup of ballast and fluorescent tubes. Include the
test ballasts and fluorescent tubes, the Faraday cage, and the measurement
devices.

IV. ANALYSIS OF THE EMI OF FLUORESCENT LAMPS

To understand why fluorescent lamps can be utilized as
malicious antennas, we need to investigate the source of a
lamp’s unintentional EMI. It is essential to first address the
following 2 questions: A. How do fluorescent lamps generate
EMI? B. How are the EMI performances of the fluorescent
lamps? In this section, we will systematically analyze the EMI
generation mechanism of fluorescent lamps and test the EMI
performance of fluorescent lamps.

A. The EMI Generation of Fluorescent Lamps

Since fluorescent lamps rely on high-frequency voltage to
ionize the mercury vapor, they are likely to produce unin-
tended electromagnetic interference. For a fluorescent lamp
in a working state, there are mainly two EMI sources: One
is the high-speed switching of semiconductor components
inside the electronic ballast, and another is the high-frequency
currents inside the fluorescent tube. Although these kHz-level
EMI signals cannot be utilized in our attack, they have been
reported to affect iPhone [41], Microsoft Surface [7], [53],
radio signals [35], TV signals [44], and Internet [56], and
figuring out the main EMI source can guide the following
attack designs and the defense of threats.

1) EMI of Electronic Ballasts: It is known that current
alternating at high frequency in the circuits of most electronic
equipment can produce radiated and conducted EMI. Similarly,
the high-frequency switching semiconductor elements in the
electronic ballasts will also cause conducted and radiated
EMI noise. Of course, the EMC developers have noticed this
problem and have taken proper EMC measures to control
it within safe limits. For example, custom-designed filters
are required to meet the limits for conducted and radiated
EMI noise. In the European Union, the relevant standards for
lighting systems are EN55015 for conducted and radiated EMI
in the range 9 kHz ∼ 30MHz and EN55015 or EN55022 for
radiated noise in the range 30MHz ∼ 1GHz [15]. So we
infer that the electronic ballasts of fluorescent lamps may not
be able to serve as effective antennas.

2) EMI of Fluorescent Tubes: With the driving of ballasts,
the mercury vapor in the fluorescent tubes will be ionized and
form the plasma. Notably, plasma is one of four states of matter
(the other three are solid, liquid, and gas) characterized by a
significant portion of charged particles in any combination of
ions or electrons [32]. The presence of charged particles makes
plasma electrically conductive [60]. Thus, it can be used in
electromagnetic applications such as antennas, transmitting and

Fig. 5. The unintentional EMI of ballast and fluorescent lamps. (a) Only
ballast 1; (b) ballast 1 drives fluorescent tube 1; (c) ballast 2 drives fluorescent
tube 1; (d) ballast 1 drives fluorescent tube 2. () means that the ballast is
shielded.

receiving RF signals. Besides, fluorescent tubes are exposed to
the air due to their work, and most RF shielding materials are
opaque, making it difficult to resist the EMI of fluorescent
tubes.

3) Test of the EMI Source: To investigate: ① Whether the
EMI of fluorescent lamps is produced by ballasts or fluorescent
tubes? ② Whether the EMI characteristics are determined by
the ballasts or fluorescent tubes? We conducted a control test
on 2 different ballasts (a 220V AC ballast and a 24V DC
ballast) and 2 different fluorescent tubes (a 25W tube and a
18W tube) disassembled from off-the-shelf fluorescent lamps.
We called them ballast 1, ballast 2, T1 and T2. The experiment
setup is shown in Fig. 4. The AC-DC converter is used to
convert the 220V AC power into 24V DC power, the ballast
is used to drive the fluorescent tubes, and the Faraday cage is
used to shield the EMI of ballasts or fluorescent tubes to form
controlled experiments. Finally, the magnetic field probe and
oscilloscope are used to measure and record the EMI.

To answer question ①, we first shielded T1 using the
Faraday cage and measured the EMI of ballast 1 at a distance
of 10 cm; then, we shielded ballast 1 and measured the
electromagnetic field of T1 at a distance of 10 cm. The result
is shown in Fig. 5 (a) and Fig. 5 (b), as we can see, without T1,
ballast 1 can generate EMI with the amplitude of 85 dB, while
T1 can generate EMI with the amplitude of 110 dB, the EMI
intensity generated by fluorescent tubes is about 25 dB higher
than that generated by ballasts. Thus, we can conclude that the
EMI of fluorescent lamps is mainly produced by fluorescent
tubes rather than ballasts.

To answer question ②, we used the same ballast (ballast 1)
to drive different fluorescent tubes (T1 and T2), the result is
shown in Fig. 5 (b) and (d); and used different ballasts (ballast
1 and ballast 2) to drive the same fluorescent tube (T1), the
result is shown in Fig. 5 (b) and (c). According to the result,
we can find that: (1) different ballasts can drive the same
fluorescent tube to generate EMI at different frequencies, e.g.,
ballast 1 drives fluorescent tubes to generate EMI at around
41 kHz, while ballast 2 drives fluorescent lamps to generate
EMI at around 22 kHz; (2) the same ballast can drive different
fluorescent tubes to generate EMI at the same frequency but
different amplitude, which is because different fluorescent
tubes have different rare gas density and form plasma antennas
with different characteristics. Thus, we can conclude that the
EMI frequency of fluorescent tubes is determined by the
ballasts, while the EMI intensity is determined by both the
ballast and the fluorescent tubes.
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Fig. 6. The experiment setup of unintentional EMI intensity test of different
fluorescent tubes. We tested 7 fluorescent tubes with different power and
shapes with a magnetic probe, a USRP B210, and a PC.

B. The EMI Performance of the Fluorescent Lamps

The antenna is the interface between radio waves propa-
gating through space and electric currents moving in metal
conductors [16]. For EMI attacks, the EMI intensity and
frequency range are the two main performances of antennas.
To investigate whether fluorescent lamps can replace metal
antennas in EMI attacks, we need to test the EMI intensity
and frequency range of fluorescent lamps.

1) Unintentional EMI Intensity: It is known that all metal
conductors carrying a high-frequency current can produce
EMI. However, the main difference between antennas and
metal conductors is that antennas can convert electric signals
into electromagnetic signals with higher intensity. Thus, the
unintentional EMI intensity of the fluorescent lamp is an
essential indicator. We conduct the following experiment to
test the unintentional EMI intensity of the fluorescent lamps.

To investigate the impact of the distances, power, and
tube shapes on the unintentional EMI intensity, we selected
7 fluorescent tubes with different power and shapes to test the
EMI intensity from 0m to 3m, including 3 U-Bend fluorescent
tubes (9W, 18W, and 27W), a 36W straight fluorescent tube,
a 27W circline fluorescent tube, and 2 compact fluorescent
lamps (CFL) with spiral and U-Bend shapes. We use the
USRP (Universal Software Radio Peripheral) B210 and a
near-field magnetic probe to measure the EMI intensity and
calculate the amplitude gain relative to the environment EMI
noise with MATLAB. The experiment setup is shown in Fig. 6.

The result is shown in Fig. 7: By comparing the unin-
tentional EMI of 3 U-Bend fluorescent tubes with the power
of 9W, 18W, and 27W, we can find that higher power
fluorescent tubes can produce stronger EMI, this is because
higher power leads to higher ionization of the mercury vapor
and forms higher density plasma; By comparing the U-Bend
and circline fluorescent tubes with the same power of 27W,
we can find that circline fluorescent tubes can produce stronger
EMI than U-Bend lamps, this is due to the larger radiating area
of the circline tubes; By comparing the 2 compact fluorescent
lamps with the same power, we can find that the EMI intensity
of spiral and U-Bend CFLs are not significantly different.
In conclusion, we can conclude that: ① the unintentional
EMI generated by fluorescent lamps can radiate 2m ∼ 3m
away (The EMI amplitude is referenced to the EMI noise
intensity in the environment, which is set to 0 dB); ② the
power and tube shape are the 2 main impact factors of the
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Fig. 7. The result of unintentional
EMI intensity of different distances. Include 7 fluorescent tubes
with different power and shapes. The amplitude is referenced
to the EMI noise intensity in the environment, which is set to
0 dB.

fluorescent tube’s EMI, the higher power and larger radiating
area can cause stronger EMI.

2) Intentional EMI Frequency Range: According to the
previous analysis in the Background, fluorescent tubes only
produce EMI at a single frequency between 20 kHz to 50 kHz
in normal operation, which varies depending on the ballasts.
However, most EMI attacks [26], [8], [48], [57] are usually
at MHz level. Thus, if we want to utilize the fluorescent
lamps to launch EMI attacks, we need to test the frequency
response of the fluorescent lamps’ intentional EMI. Notably,
unlike lighting the fluorescent lamps, ionizing the rare gases
inside the fluorescent tubes and generating EMI only needs
about a 10W power [34], so there are two ways to drive the
fluorescent tubes: One is to inject the RF signals into the power
supply, and another is to use the RF signals to directly drive
the tubes. To compare the two methods, we conducted the
following experiments: ① using the power source coupled with
a 20W signal to drive the fluorescent tubes; ② directly using
a 20W signal to drive the fluorescent tubes, which will not
light them up. In detail, we designed the following steps:

First, we used the signal generator N5171B [54] to generate
signals from 700MHz ∼ 1500MHz and amplified it to 20W
with RF amplifier HPA-50W-63+; then we used a customized
coupler to inject the signals into the 24V power source or
directly used them to drive the fluorescent tubes. Finally, we
used the near-field magnetic probe and the USRP B210 to
measure the EMI spectrogram and record the signal intensity
at different frequencies with a distance of 10 cm.

However, we need to note that the signal generator, RF
amplifier, and power line also produce EMI. To eliminate these
interference factors, we customized an RF shielding box to
isolate the fluorescent lamps, the shielding box has a size of
50 cm×50 cm×50 cm and shielding effect of more than 70 dB
in the range of 100MHz ∼ 3GHz. Then, we put the tested
fluorescent tubes and magnetic probes into the shielding box,
as shown in Fig. 13.

The result is shown in Fig. 8, as we can see: Fluorescent
lamps have a stable gain in all frequency bands, like a broad-
band antenna; By comparing the intentional EMI intensity
of "only RF" and "Power + RF" at different frequencies,
we can find that inject RF signals into the power source
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Fig. 8. The frequency response of the fluorescent lamps’ intentional EMI.
We tested 2 fluorescent tubes (a 27W U-Bend fluorescent tube and a 27W
circline fluorescent tube) with 2 signal injection methods (inject signals into
the tube without ballast, and inject signals into the power under normal
working state).

can improve the intentional EMI intensity of the fluorescent
tubes, compared with directly using RF signals to drive the
fluorescent tubes. This is because the gas can be ionized more
adequately when the RF signals are injected into the power
source, while only injecting RF signals into the fluorescent
tubes will consume some energy to ionize the gas; For the
same power, circline fluorescent lamps have slightly better gain
than the U-Bend fluorescent lamps, which matches the result
of the previous test. Thus, we can conclude that: ① Fluorescent
lamps have a wide bandwidth in the EMI attack band and are
promising to be used as antennas for EMI attacks. ② Injecting
RF signals into the power source of the fluorescent tubes can
achieve a better effect in generating EMI.

V. HOW TO ACHIEVE CONTROLLABLE ATTACKS?

After analyzing the EMI of fluorescent lamps, we seek
to achieve controllable EMI attacks on sensors. First, we
analyze how attack signals reach the fluorescent tubes; then we
design LightAntenna, which controls sensors by utilizing
the fluorescent lamps to generate EMI signals.

A. Transmission of the Attack Signals

Before the attack design, we need to analyze the transmis-
sion process of high-frequency attack signals from the power
grid to the fluorescent lamp tube. Mainly including: 1) the
transmission of the high-frequency signals in the power grid;
2) the transmission of the high-frequency signals in the lamp’s
circuit (a.k.a. electronic ballast).

1) Transmission in the Power Grid: Compared with the
EMI attacks with metal antennas, one important advantage
of utilizing fluorescent lamps to generate EMI is that the
fluorescent lamps leave the power source as a hidden path
for the transmission of attack signals, which opens a door for
remote manipulations.

The transmission of the MHz-level attack signals in power
lines has been proved feasible by the power line carrier com-
munication (PLCC). PLCC employs modulation techniques
like Amplitude Shift Keying (ASK), Frequency Shift Keying
(FSK), or Phase Shift Keying (PSK) to encode data onto the
carrier wave, usually from tens of kHz to tens of MHz. These
methods vary the carrier’s characteristics based on the data
to be transmitted, allowing for efficient use of the power line
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Fig. 9. Transmission of power signal superimposed with attack signal v(t)+
va(t) in electronic ballasts: (a) power input, (b) after rectification, (c) after
filtering, (d) after self-excited oscillation.

channel. Of course, the impulsive noises from other loads [1]
may affect the signal transmission of LightAntenna, and
we will evaluate the impact of loads and power branches on
LightAntenna in Section VI.

2) Transmission in the Ballast: It is known that most
electronic devices have been designed with EMC protection
measures to resist noise from the power supply. Thus, another
challenge is the transmission of the attack signals in the ballast
circuit.

According to Fig. 2, the electronic ballast circuit mainly
includes a rectification stage, a filtering stage, and an inverter.
We assume the input of the ballast is v(t) + va(t), as shown
in Fig. 9 (a), where the v(t) is the AC power and va(t) is
the high-frequency attack signal. In the rectification stage,
since the frequency of the attack signal (several hundred MHz)
far exceeds the maximum response frequency of the rectifier
bridge diode (several kHz), the diodes will only switch on
and off according to the AC power, so the rectification stage
produces little obstruction to the high-frequency attack signals,
generating the signal in Fig. 9 (b); in the filtering stage, because
the capacitors and inductors of the low-pass filter circuit are not
ideal devices, so it will produce a filter leakage of the Ultral-
high-frequency (UHF) signals, and generating bus voltage
vbus + va(t), as shown in Fig. 9 (c); in the inverter stage,
the self-excited oscillation circuit convert mixed bus signal
vbus+ va(t) into drive signal vd(t)+ va(t), where vd(t) is the
desired drive signal with the frequency of 40 kHz ∼ 50 kHz,
as shown in Fig. 9 (d), and the attack signal va(t) will be
carried to fluorescent tubes.

To verify the above inference, we conducted a frequency
response test on both AC and DC ballasts in Fig. 10 (a):
We injected a sinusoidal signal with the amplitude of 2.5V
and frequency of 700MHz ∼ 1500MHz into the input of the
ballast and recorded the output with an oscilloscope, then we
calculated the gain amplitude at each frequency. According to
the result in Fig. 10 (b), we can conclude: ① The signals within
the test band can pass through the ballast with acceptable
attenuation; ② There is a difference in the degree of attenuation
of the signals passing through the ballast, which may be due
to the frequency selection of the filtering circuits constituted
by the internal components of the ballast.

B. Design of LightAntenna

Here, we introduce the attack design of LightAntenna.
LightAntenna reveals a brand new EMI attack that utilizes
fluorescent lamps as hidden malicious antennas to launch EMI
attacks remotely. To realize LightAntenna, we need to
tackle the following challenges: 1) Effective signal injection:
According to our threat model, the attacker is not allowed to
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Fig. 10. The frequency response test of 2 ballasts. Including a 220V AC
ballast and a 24V DC ballast.

make any hardware or software manipulation of the victim’s
fluorescent lamps, so we need to investigate how to inject high-
frequency signals into the power of the fluorescent lamps as
effective as possible. 2) Controllable attack: It is known that
a strong enough EMI can achieve DoS attacks on sensors or
other IoT devices. However, if the attacker wants to achieve
a controllable attack on the victim device, such as controlling
the measurement of the target sensors, we need to investigate
how to craft attack signals.

1) Injection of Attack Signals: To design the method to
inject high-frequency attack signals into the power, we need
to first discuss the power supply methods of fluorescent lamps.
According to our market survey, there are two power supply
methods for fluorescent lamps: One is AC mains power,
usually from 85V to 270V, which varies according to country
and region, and the other is DC power, e.g. 24V battery or
24V AC/DC converter. Among them, most scenarios such
as industrial production, medical, and home use 220V AC-
powered ballasts, while in recent years, DC-powered fluores-
cent lamps are gradually being used in DC-powered systems
such as solar lighting systems or emergency lighting. To cover
most of the scenarios, we design signal injection methods for
AC-powered and DC-powered fluorescent lamps separately.

The injection goal is to generate a controllable high-
frequency voltage signal on the power supply of the fluorescent
lamps. Directly injecting high-frequency signals into the power
source can destroy the RF amplifier. To solve this problem, one
possible strategy is to control a load to switch between the on
and off modes at a specific frequency and induce corresponding
noise in the power grid, as introduced by Yang et al. [64].
However, the frequency of the noise generated by the CPU or
GPU can not satisfy the requirements of EMI attacks which
are usually at the MHz level.

According to the need for EMI attacks, a compliant coupler
needs to be able to both inject high-frequency EMI signals into
the power supply and prevent high-voltage signals from the
power supply from destroying the signal output device. Based
on the frequency selection function of the filter circuit, we
finally customized the DC coupler and AC coupler to inject the
RF signal into the 24V DC power and 220V AC power source.
Differently, the 220V AC coupler is additionally fitted with a
voltage amplifier, this is because load variations and noise on
power lines can affect attack signal transmission, and higher
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Fig. 11. The design of LightAntenna. The attacker remotely injects attack
signals into the power grid, the attack signal is transmitted in the power line of
10m ∼ 20m and arrives at the victim’s fluorescent lamps, then the attacker
utilizes the fluorescent lamps to emit MEI and attack sensors.DC
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Fig. 12. The customized couplers for signal injection. Including an AC
coupler and a DC coupler.

voltage allows for longer distance attack signal transmission.
The 24V and 220V couplers are shown in Fig. 12 (b) and
Fig. 12 (c).

2) Crafting the Attack Signals: The key to achieving a
controllable EMI attack is to craft the attack signals. Ac-
cording to previous EMI attacks, the EMI attacks on sensors
of IoT devices can be divided into tampering attacks and
manipulation attacks. The tampering attack can tamper with
the normal operation of the victim, while the manipulation
attack can quantitatively manipulate the victim sensor’s output.
Here we respectively discuss the crafting of tampering attack
signals and manipulation attack signals. Tampering Attack.
For general analog sensors such as temperature sensors, hu-
midity sensors, voltage sensors, Hall current sensors, etc., we
only need to adjust the amplitude and frequency of single-
frequency EMI signals, then we can achieve tampering attacks
on these sensors. Existing work [57] has demonstrated that
some electronic components have a rectification effect on high-
frequency signals and will produce deviation in the output. We
assume that the EMI coupling frequency of the victim sensor
is f , which can be obtained by frequency sweep tests, and then
the attack signal can be expressed as Equation (1):

s(t) = c(t) = A · sin(2πft), (1)

where A is the amplitude of the attack signal, which can be
adjusted based on the feedback of the attack result, or roughly
determined according to the pre-tests.

Manipulation Attack. More refined EMI attacks need a
quantitative manipulation of the target sensors. For example,
if an attacker wants to control the output of a temperature
sensor to vary sinusoidally, or inject a piece of voice into a
microphone, then she needs to set the desired sensor output as
baseband signal and craft attack signals.

We select the AM (Amplitude modulation) to craft attack
signals and utilize the nonlinear properties of the victims’
sensors to demodulate the desired baseband signals. The
modulation of the attack signal s(t) can be expressed as
Equation (2):

st = (m(t) + 1) · c(t), c(t) = cos(2πfct), (2)
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where m(t) represents the baseband signal that the attacker
desired, and c(t) represents the carrier signal that can form
electromagnetic coupling resonance (ECR) with the circuits of
target sensors. Previous works [63], [14], [69] have introduced
the nonlinear properties of electronic components: When we
inject the modulated signal s(t), the output of microphone
will contain the frequency component fm together with the
fundamental frequency components of sin (i.e., fc − fm,
fc + fm, and fc), harmonics, and other cross products (i.e.,
fm, 2(fc − fm), 2(fc + fm), 2fc, 2fc + fm, and 2fc − fm),
thus carrying the wanted voice control signals.

VI. EVALUATION OF LIGHTANTENNA

In this section, we evaluate the performance of
LightAntenna. To evaluate the generality, practicality,
and tunability of LightAntenna, we respectively use
LightAntenna to perform the EMI attack effect on different
sensor modules, industrial sensors, and microphones. Besides,
we also investigate the impact of power, distance, and perfor-
mance of LightAntenna under realistic.

A. Experiment Setup

The experiment setup is shown in Fig. 13. The system of
LightAntenna includes the victim devices, attack devices,
and test-bed devices. The victim devices are off-the-shelf fluo-
rescent lamps and widely used sensors. The attack devices are
used to generate and inject attack signals into the power grid.
The test-bed devices are used to eliminate interfering factors
in the experimental process and address ethical concerns,
ensuring the rigor and legitimacy of experiments.

1) Victim Devices: To evaluate the generality of
LightAntenna on various CPS, we selected 8 different
sensor modules for evaluation, including a temperature sensor,
humidity sensor, sound sensor, photosensitive sensor, infrared
sensor, voltage sensor, Hall current sensor, and microphone
sensor. Among them, some are used to quantitatively measure
the physical variables and output an analog value, such as
the value of the temperature, humidity, ultraviolet intensity
and current; Some are used to detect the absence of the target
physical signal and output a digital signal, such as the sound,
light and infrared. These sensors are widely used in various
of IoT devices, and once they are attacked, it will directly
or indirectly lead to security issues for IoT devices. Besides,
to evaluate the practicality of LightAntenna, we select
an industrial PT100 thermocouple temperature sensor as the
target victim. To evaluate the tunability of LightAntenna,
we select a gooseneck microphone as the victim device.

2) Attack Devices: The attack devices are used to generate,
amplify, and inject attack signals. We use EXG vector signal
generator [54] to generate signals from 1MHz ∼ 1.5GHz. To
amplify the signals, we use a 5 W portable amplifier to amplify
signals from 1MHz ∼ 100MHz and use HPA-50W-63+ [38]
to amplify signals from 700MHz ∼ 1.5GHz. Finally, to inject
the attack signal into the power source, we used the customized
24V coupler to inject signals into the 24V DC power and use
the 220V coupler to inject signals into the 220V AC power
grid.

3) Test-bed Devices: The test-bed devices are used to
support the evaluation experiment and eliminate interference
and ethical concerns.

Elimination of Interfering Factors. When we use the
signal generator and the RF amplifier to generate an EMI
signal, the power wires, sockets, and attack devices will
generate radiated EMI, so we cannot make sure that the EMI
is generated by the fluorescent lamps. To solve this problem
and separately study the EMI generated by fluorescent tubes,
we use the RF shielding box to isolate the fluorescent lamp
and victim sensors in a non-electromagnetic space, which we
have introduced in Section IV.

Ethical Consideration. The power grid is a critical public
utility where safety and stability are of paramount importance.
Disruptions to this system can have far-reaching consequences,
affecting other people and essential services. Therefore, in-
jecting interference signals into the power grid is not only
irresponsible but also illegal. To avoid impacting the reliability
of the grid and pose significant risks to public safety and
infrastructure, we injected the attack signal into the plug and
set up a fifth-order low-pass filter between the plug and the
public power grid, which prevented the attack signal from
flowing into the power grid with a leakage current of under
0.65mA at 220V AC power.

B. Evaluation of the Generality of LightAntenna

We evaluate the performance of LightAntenna on 8
sensor modules that are used to measure physical variables to
evaluate the generality of LightAntenna. Embedded sensor
modules are the entrance of information for most IoT devices;
since the sensed information is usually conducted in the form
of analog signals in metallic wires, they are likely to suffer
from EMI threats and cause more serious consequences.

Here, we evaluate the manipulation effect of
LightAntenna on different analog and digital sensor
modules; the sensing range includes basic physical quantities
such as sound, light, electricity, magnetism, and heat. The
detailed information of these sensors is shown in Table I.

First, we used the signal generator [54] to generate a single-
frequency signal of 700MHz ∼ 1.5GHz, then amplified it
to 10W by RF amplifiers [38], and finally injected into the
power line of the fluorescent desk lamp by the customized
coupler. The distance between the fluorescent desk lamp and
the target sensor is set to about 15 cm. By carefully adjusting
the frequency and amplitude of the attack signal within 10W,
we find and record the attack frequency and deviation rate
of each sensor. The measurement results are recorded by an
Arduino UNO with a sample rate of 9.6 kHz. Electromagnetic
isolation measures are taken between the Arduino and the
victim sensor to ensure the reliability of the measurements,
as described before.

We list specific data results, including the attack frequency,
original values, average deviation values, etc., as shown in
Table I. As we can see, ① all of the analog sensors can be
manipulated by more than 25% compared with their original
value; ② all of the digital sensors can be manipulated to output
a wrong result.
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Fig. 13. An illustration of the LightAntenna system setup. The attack devices inject attack signals into the power supply of the fluorescent lamps. The victim
devices include (a) 8 different sensor modules used to measure the environment variables, (b) an industrial thermocouple temperature sensor, (c) a gooseneck
microphone used in the meeting rooms or home.

TABLE I. RESULT OF EMI ATTACK ON 8 SENSOR MODULES

Sensor
type

Sensor
model

Output
type

Measurement
span

Attack parameters Output
Freq.(MHz) Pow.(W) Original Deviation Rate

Temperature PT100 Analog 0∼50 °C 966 10 26.5 °C -11 °C -41.5%
Temperature DS18B20 Analog -55∼+125 °C 876 10 26.5 °C +9 °C +34.0%

Humidity DHT11 Analog 20%∼90% 779 10 61% +17% +27.9%
Sound / 0/1 / 627 10 0 1 +100.0%
Light LM393 0/1 / 677 10 0 1 +100.00%

Light(Ultraviolet) S12SD Analog 0∼11 724 10 2 +4.5 +225.0%
Light(Infrared) HC-SR501 0/1 / 1322 10 0 1 +100.0%

Current ACS712 Analog 0∼5 A 1280 10 5 A +8.2 A +164.0%

1. For each sensor, we repeat the experiments 10 times and calculate the average deviation and deviation rate.
2. The Sound sensor, Light sensor, and Light (infrared) sensor are used to detect the existence of the target, for these sensors, we only record the output are 0 or 1.
3. We set the injection to be 10 W to verify whether the LightAntenna can impact senors. In fact, the deviation rate can be improved with a higher attacker power.

Assuming that these sensors are used for IoT devices, the
results of the attacks on the sensors we show can have more
serious consequences. For example, injecting a signal into the
power supply of an infant thermostat, controlling the inside
fluorescent tubes to generate EMI, and maliciously controlling
the temperature sensor measurements can lead to the runaway
of temperature and cause serious safety incidents.

C. Evaluation of the Practicality of LightAntenna

Compared to sensor modules, industrial sensors are more
robust against EMI attacks because they operate in complex
electromagnetic environments and are usually adopted with
better EMC measures. Here, we use the thermocouple tem-
perature sensor as an example to evaluate the practicality of
LightAntenna in real industrial scenarios. We have intro-
duced the method of executing a controllable attack through
AM modulation; however, it still needs to be verified whether
the attack signals can be transmitted through the power grid
and ballasts without being distorted.

We assume that the attacker’s goal is to control the increase
and decrease of the temperature sensor’s measurements with a
controllable offset. First, we connect the PT100 thermocouple
temperature sensor with its transmitter module and use a metal
directional antenna to do an EMI sweep test on the thermocou-
ple temperature sensor to record the attack parameters that can
make the thermometer output rise and fall. The temperature
sensor is then placed in the RF shielding box 15 cm away
from the fluorescent tube. We then turned on the fluorescent
lamp and injected an AM-modulated attack signal into the
power supply of the fluorescent lamp using a 220V coupler.
We used an Arduino UNO to record the temperature sensor
measurements at a sampling rate of 9600Hz.

The result is shown in Fig. 14. As we can see, before the
attack, the indoor temperature can be correctly measured as
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Fig. 14. The evaluation experiment on industrial thermocouple temperature
sensor. The attacker first decreases the measured temperature to 15.6 °C and
5.6 °C, then increases the measured value to 41.2 °C and 53.3 °C.

27.2 °C; when we inject attack signals into the power of the
desk fluorescent lamp, the measurement can be decreased to
15.6 °C and 5.6 °C, and increased to 41.2 °C and 53.3 °C. The
deviation rate can be controlled by adjusting the amplitude of
attack signals. By manipulating industrial temperature sensors,
an attacker can trigger a temperature runaway that can lead to
safety issues in production or cause financial losses.

D. Evaluation of the Tunability of LightAntenna

One scenario of the LightAntenna is to inject voice
signals into microphones of voice systems. Compared to EMI
attacks on general sensors, the voice signal injection attack has
a higher requirement on the tunability of LightAntenna.
To investigate whether LightAntenna can achieve voice
injection attacks like metal antennas. We select an off-the-shelf
gooseneck microphone to conduct voice injection tests.

1) Chirp Signal Injection Test: To achieve voice ma-
nipulation, the injection ability at the full voice frequency
band is integral. To investigate the frequency response of
LightAntenna in the full voice frequency band, we drew
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Fig. 15. Chirp signal injection. We injected a chirp signal with a frequency
0 ∼ 2 kHz and a period of 3 seconds playing in a loop.

inspiration from the ultrasound channel modeling mechanism
of Vrifle [29] and selected the 0 ∼ 2 kHz chirp signal as
the target voice signal and evaluated the injection effect on
a gooseneck microphone.

First, we selected the resonant coupling frequency of
112MHz as the carrier frequency by frequency sweeping
test, and modulated it using the AM function built into the
signal generator, then amplified it to 4W using the portable
RF amplifier, and finally injected the attack signal into the
220V AC power source via the 220V AC coupler. At the
same time, we used an oscilloscope to measure and record
the analog output of the gooseneck microphone at a sampling
rate of 48 kHz, and then recovered it as a speech signal with
Matlab. Considering that a general voice system will have
filtering and light audio enhancement processing algorithms,
we set a low-pass filter with a cutoff frequency of 5 kHz
on the original signal. To evaluate the injection effect more
realistically, the experiment is not set up with other speech-
processing algorithms.

The result is shown in Fig. 15. As we can see,
LightAntenna can inject voice signals into the gooseneck
microphone across the entire voice frequency band and main-
tain a low harmonic content, which poses advantages over
prior ultrasound-based attacks that require specially sparse-
frequency design, like Tuner [30], [67].

2) Voice Injection Test: After testing the injection of
voice frequency band signal, we next evaluated the effect of
LightAntenna on injecting voice signals into the micro-
phone. To evaluate whether LightAntenna can inject voice
signals into voice control systems (VCS) as effectively as
previous EMI attacks, such as GhostTalk [26], we compare
the effect of injecting “OK, Google” into an off-the-shelf
gooseneck microphone using a metal directional antenna and
a fluorescent lamp, respectively.

We use a computer to play the pre-recorded voice as the
baseband signal and a signal generator to generate a 112MHz
carrier signal based on our frequency sweeping pre-test. The
built-in AM modulation function of the signal generator set
a 90% modulation depth. The amplifier HPA-25W-272+ is
employed to amplify the attack signal to 10W. The amplified
attack signal is then injected into the AC power line of the
desk fluorescent lamp. We keep the typical distance of ap-
proximately 15 cm between the desk lamp and the gooseneck
microphone, as is common in daily life.

The result is shown in Fig. 16. Compared to the original
audio signal, both GhostTalk and LightAntenna can inject
voice signals with relatively complete preservation of the low-
frequency part of the voice signal, and the high-frequency
part of the voice signal is lost to some extent. In compari-
son, LightAntenna loses more high-frequency detail above
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Fig. 18. The 8 metal antennas and
tested fluorescent lamp.

2 kHz, which may lead to changes in timbre.

To further verify whether the voice signals injected into
the microphone by LightAntenna can spoof the speech
recognition model, we selected 50 commonly used voice
commands, modulated them with AM, amplified them to 10W,
and finally injected them into the gooseneck microphone at
a distance of 15 cm. In a similar setup to NormDetect [28]
and SOFTER [31], all voice is recorded at a sampling rate of
48 kHz and then recognized by 3 commercial speech recog-
nition APIs, including IFlytek ASR [17], OpenAI ASR [43],
and Microsoft Azure ASR [37]. According to the result in
Fig. 17, the recognition rates on the three models are 76%,
82%, and 76% for the 50 sentences, and 91.8%, 93.5%, and
87.1% for the 232 words, respectively. This suggests that
LightAntenna is able to manipulate voice control systems
by injecting malicious voice commands such as “Open the
Door”. The original and injected audio can be found on our
website 1.

E. Comparison with Conventional RF Antennas

We selected 8 metal antennas as shown in Fig. 18, and the
detailed parameters are shown in Table II in Appendix G. We
conducted 2 experiments with the same input signal (966MHz
and 12.6W): (1) we compared the EMI intensity at different
distances of LightAntenna and 8 metal antennas, (2) we
compared the maximum attack distance to make the tempera-
ture sensor deviate over 5 °C.

The result is shown in Fig. 19. As we can see, the EMI
intensity of the fluorescent lamp is higher than the UWB
(Ultra-Wide Band) antenna and magnetic field probe and
lower than other antennas, which is mainly related to the
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Fig. 19. The comparison results of LightAntenna and metal antennas.
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Fig. 20. The topological diagram of the off-grid power distribution system.

geometry, and directional antennas are capable of transmitting
longer distances than fluorescent lamps and general antennas.
Thus, we can conclude that the fluorescent lights may replace
antennas to launch close-range EMI attacks to some extent,
e.g. within 50 cm. This is possible in specific scenarios, such
as baby incubators in hospitals in Fig. 33 in Appendix H.

F. Evaluation of Attack Distance and Power

In the previous evaluation, to replicate existing EMI attacks
using lamps, we choose a moderate lamp-target distance of
15 cm to meet the varying requirements of attacking different
sensors, despite more power can achieve better effect. To eval-
uate the impact of distance and power on LightAntenna,
we used the magnetic probe and USRP B210 to measure
the EMI intensity of a 27W fluorescent lamp when injecting
signals of 900MHz and different power. The result is shown in
Fig. 23. As we can see, temporally boosting the attack power
from 10W to 15.8W can lead to an 8 dB increment in the
EMI intensity. A higher distance is possible with couplers that
support more injection power, which can be custom-made at
a higher price.

G. Evaluation of LightAntenna under Realistic Grid

The remote attack of LightAntenna needs to face the
challenge of transmitting attack signals in the real power
grid, mainly including the impact of power branches and
interference from other loads.

1) Impact of Power Branches: To avoid the ethical con-
cerns of injecting attack signals into the real power grid, we
analyzed the power distribution cabinet of our lab and built
an off-grid power distribution system to investigate the impact
of the power branch on the LightAntenna, the topology is
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Fig. 21. The experiment setup of the impact of power branches.
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shown in Fig. 20. We injected signals into 8 different nodes of
the distribution system: Node ① is the reference node that is
directly connected to the fluorescent lamp; Node ② is used to
compare the effect of injecting from a phase different from the
target fluorescent lamp; Nodes ③ and ④ are used to compare
the effects of injection from the three-phase public grid. ③ is in
a different phase from the target, and ④ is in the same phase;
Nodes ⑤ and ⑥ are used to evaluate the impact of leakage
protector and isolation transformer. Isolation transformers are
used in scenarios where a clean power source is required for
sensitive equipment; Nodes ⑦ and ⑧ are used to evaluate the
impact of wire length (3m and 15m). The experiment setup is
shown in Fig. 21. We injected signals of 966MHz and 12.6W
into the 8 nodes, measured the EMI intensity at 10 cm from the
fluorescent lamp and recorded the maximum attack distance to
make a temperature sensor deviate more than 5 °C.

The result is shown in Fig. 22. We summarize our observa-
tions as follows: (1) By injecting signals into nodes ② and ③,
we observed that signals cannot be transmitted across phases,
so the attacker should inject signals into the same phase as the
target, or inject signals into all phases. (2) By injecting signals
into node ⑥, we observed that the isolation transformer can
block attack signals. (3) The main switch, air switches, and
leakage protectors have little impact on LightAntenna. To
further investigate, we measured the equivalent impedance of
the main switch, air switch, leakage protector and isolation
transformer at 10 kHz (the maximum frequency supported
by our device) using an impedance analyzer. The equivalent
impedance are 8.6Ω, 25Ω, 162Ω, and −30 kΩ, respectively.
The measurement result further validates our conclusions.

2) Impact of Other Loads: To investigate the impact
of loads on the EMI intensity and attack distance of
LightAntenna, we tested four types of loads: ① a working
desktop running a cyclic square root operation; ② a low-
battery laptop is charging at 90W via a switched power supply;
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Fig. 24. Evaluation of the impact of loads on LightAntenna.

③ a loudspeaker playing 1 kHz noise; ④ another fluorescent
lamp of the same model. These loads share the total injection
power at a distance of about 15 cm from the target fluorescent
lamp. We injected the signal of 12.6W and 966MHz into
the power branch, and evaluated from 2 aspects: (1) we used
a near-field magnetic probe and USRP B210 to measure the
EMI intensity of the fluorescent lamps at a distance of 10 cm,
(2) we recorded the maximum distance to successfully attack
the temperature sensor (causing a temperature deviation over
5 °C). The experiment setup and result are shown in Fig. 24.(a)
and Fig. 24.(b). We can see that (1) different loads have
different impacts on LightAntenna, this may be because
different loads have different input impedance and can absorb
different injected power; (2) two fluorescent lamps can produce
stronger EMI, this may be because lamps in parallel have a
lower overall impedance and absorb more injected power.

VII. DISCUSSION

In this section, we develop some discussions of
LightAntenna from several aspects, in the hope of con-
tributing to the subsequent studies. We mainly focus on
the cross-talk, the difficulties of defense, potential coun-
termeasures, limitations , and engineering optimizations of
LightAntenna.

A. The EMI of Wires and Other Lamps

Although we adopted a shielding box to isolate the flu-
orescent lamps and other test-bed devices, the EMI of wires
is unavoidable. To investigate whether the fluorescent lamp
is the indispensable EMI source of LightAntenna, (1) we
measured the unintentional EMI of the wires, a 23W compact
fluorescent lamp, a 23W LED and a 20W incandescent
lamp; (2) we kept the wire’s geometry and the injected signal
(700MHz, 10W) the same, and measured the intentional EMI
intensity of these lamps with the magnetic field probe and
the USRP B210 at a distance of about 10 cm, as shown in
Fig. 25. The result is shown in Fig. 26 and demo video1. We
can conclude that the fluorescent lamp is the main EMI source,
because it can produce an intentional EMI 7 dB stronger than
the metal wire and other lamps.

B. The Difficulty of Defense

The root cause of the difficulty in defending against
LightAntenna is the effective detection, because

1https://tinyurl.com/LightAntenna

Signal generator 
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Fig. 25. The measurement setup of the EMI of wires and different lamps.

LightAntenna is already around the victim’s sensor
and cannot be detected by metal detectors when it’s off. When
injecting attack signals, the gas inside the fluorescent tube
will be activated and become a plasma antenna, and when
the attack signals are cut off, the gas returns to its original
state. Moreover, fluorescent tubes can secretly generate EMI
when there is no power and they are not emitting light. These
characteristics make LightAntenna difficult to detect by
people or normal antenna detectors.

C. Potential Countermeasures

We investigate existing works and discuss potential coun-
termeasures.

1) Higher EMC Standards: The proposed EMI threat
LightAntenna requires injecting malicious EMI signals
into the victim device. If the victim device has good elec-
tromagnetic shielding from the outside, such as being placed
in a Faraday cage in an ideal scenario, the attack may not
be carried out. Although the existing off-the-shelf industrial
sensors are satisfied with current EMC standards, such as
the IP65 standard requirement according to the International
Organization for Standardization ISO 20653:2023 [13] and the
International Electrotechnical Commission IEC 60529 [5], we
still suggest the manufacturers of crucial sensors develop EMI
shielding cases with higher requirements, and the standard-
setting organizations should consider revision the EMC mea-
sures of fluorescent lamps and sensors.

2) Filter Leakage and Filters with Higher Order:
LightAntenna relies on the propagation of high-frequency
signals in the power line and electronic ballasts. Although
current electronic ballasts have been designed with low-pass
filtering circuits to eliminate high-frequency noise from the
power supply, we have found that ultra-high-frequency signals
can still pass through. This is mainly due to the phenomenon
of filter leakage brought about by the nonlinear physical
properties of the filter, as shown in Fig. 27.

To solve this problem, we find that a fifth-order filter
connected between the power grid and the fluorescent lamp
can block the high-frequency signals. Of course, this method
will cause a higher cost and complexity.

3) Idle-time Management: Implementing "idle-time man-
agement" for potential EMI sources such as fluorescent lights.
For instance, unplugging fluorescent lights when not in use to
disconnect them from the power grid can physically block the
transmission of attack signals and defend against this threat.
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D. Limitations

Although we successfully conducted electromagnetic injec-
tion attacks through fluorescent lamps, the LightAntenna
still has some limitations. Understanding these limitations
can help design more threatening attacks and more effective
countermeasures.

1) Attack Scenarios: According to our experimental results,
the EMI generated by the fluorescent lamp’s normal operation
can reach a distance of 3m, while the EMI generated by the
malicious signal injection can only reach a distance of a few
tens of centimeters, this is mainly limited by the amplitude of
the injected signals and the characteristics of the plasma. Even
so, we believe the fluorescent lamp can have a better chance of
approaching the victim sensors than the extra metal antennas.
Therefore, a suitable attack scenario is necessary to implement
the LightAntenna.

2) Signal Injection Efficiency: In this work, we inject the
attack signal into the power grid and DC power source through
customized couplers. However, the efficiency of injecting RF
signals into the power source depends on the impedance
matching between the power source and the attacking equip-
ment. The RF amplifier we used has an output impedance of
50 Ω, while the grid’s impedance is typically tens to hundreds
of Ω. As a result, a part of the signal power will be reflected
back to the RF amplifier, which can even damage the amplifier
under certain circumstances. Thus, the attacker can increase
the efficiency of the signal injection by targeted impedance-
matched design, which is an engineering issue.

3) Signal Transmission Interference: Remote
LightAntenna relies on the transmission of attack
signals in the power grid. However, the attack signal
transmission can be interfered with by noise in the power
line, such as load variations. Similar to power line carrier
communications (PLCC), the signal transmission in the power
grid can only achieve a distance of a few tens of meters,
which depends on the signal amplitude and power line noise.

E. Engineering Optimization of LightAntenna

1) Design of Portable Attack Device: To illustrate that
the LightAntenna can be developed as a practical attack
method, we design a portable and cost-saving attack device, as
shown in Fig. 28. The portable attack device mainly includes
a signal generator, an RF amplifier, a coupler, and their power

Signal generator

RF amplifier

220V Coupler

5V Power

12V Power

Fig. 28. The designed portable attack device. We design a portable toolbox
that can inject attack signals into the power grid of the victim.

source. We select LTDZ MAX2870 [12] based on STM32 as
the signal generator that can generate single frequency signal
from 1MHz ∼ 6GHz and conduct the sweep-frequency test,
with a cost of $45. Based on the previous experiment result,
we select a portable RF amplifier [65] that can amplify the
signal from 100 kHz ∼ 75MHz, which costs only $10. The
220V coupler is the one used in the previous experiment.
The 5V mobile power is used for the signal generator and
the 12V battery is used for the amplifier. All device costs
about $80 in total, and we customized a portable toolbox to
carry the attack equipment. Finally, we successfully implement
LightAntenna with the designed portable attack device.

2) Wireless Injection: LightAntenna injects signals at
the port where the victim is connected to the power grid,
which can be a socket or a meter, etc. However, sometimes
the attacker has no access to such a power port. In this
case, we proposed the wireless injection method that does
not require any power port. According to the requirements of
LightAntenna, we select the TBCP2-750 as the injection
tool. TBCP2-750 is an RF current monitoring probe that is
used for EMC tests. It has a response with a 3 dB bandwidth
of 850MHz and is characterized and usable in the frequency
range from 1 kHz ∼ 1GHz [55]. The injection point can
be any power line, whether it is DC or AC power. The
wireless injection probe and principle are shown in Fig 32
in Appendix F.

VIII. RELATED WORK

IEMI Attacks against Cyber Physical Systems There are
various EMI attacks against analog sensors: microphones [26],
[62], [63], implantable cardiac devices [26], CCD and CMOS
image sensors [19], [23], [70], touch screens and more involved
structures, such as (virtual) keyboards [36], [49], [58], [20]
and cellphones [22], [62]. Though digital signals are more
difficult to manipulate than analog ones, several EMI attacks
against digital signals have been demonstrated as bit-flip
attacks on serial communications [9], [48], [46]. Current IEMI
works mainly utilize metal antennas to launch attacks near the
victim’s sensors, which is limited in terms of stealth. We have
compared the attack capabilities of some IEMI works with
LightAntenna as shown in Table III in Appendix J.

Power Manipulation Attacks Recently, power manipula-
tion attacks have been extensively studied, which can address
the distance and stealth limitations of IEMI attacks. Yang
et al. [64] realize the control of transformers to emit voice
signals by injecting attack signals into the power grid. Dai et
al. [6] utilize wireless chargers to emit EMI and inject voice
into mobile phones by manipulating the power. Our proposed
LightAntenna is one of this type of threat and can be used
in more scenarios.
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EMI of Fluorescent Tubes and Countermeasures Some
reports have noticed that fluorescent lamps can impact touch
screens [7] and radio [44], and researchers have recognized
that fluorescent lamps can generate conducted and radiated
EMI [15], [4], [33], [40], and have investigated EMC measures.
Current countermeasures mainly focus on two aspects: One is
to attenuate the conducted EMI from the ballast to the grid,
such as Eugen et al. [4]; The other is to design compensating
defenses for EMI on the victim’s devices, such as Chih et
al. [3]. However, LightAntenna controls the EMI from
fluorescent lamps by injecting signals, remains unnoticed and
lacks effective defense measures.

IX. CONCLUSION

In this paper, we discover a vulnerability of fluorescent
lamps that can be utilized to launch EMI attacks on sensors of
IoT devices. We systematically analyze the underlying princi-
ple of how fluorescent lamps generate EMI and how to control
the EMI. Furthermore, we propose LightAntenna that can
remotely control the fluorescent lamps to launch controllable
EMI attacks on sensors by injecting signals into the power grid.
To demonstrate the real-world threat of LightAntenna, we
conduct and evaluate the attack effect on 8 different sensor
modules, a thermocouple temperature sensor, and a gooseneck
microphone, and evaluate the impact of realistic power grid
on LightAntenna. Finally, we discuss the potential coun-
termeasures of LightAntenna and design a portable attack
device.
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APPENDIX

A. Ballast

Generally, there are two types of ballasts: magnetic and
electronic ballasts.

1) Magnetic Ballast: Magnetic ballasts use a core-and-
coil assembly to regulate the current in the lamp. They are
characterized by their simplicity and durability but are less
efficient than electronic ballasts. Besides, magnetic ballasts
will make the fluorescent tubes produce noticeable flickering
and humming noises.

2) Electronic Ballast: Using solid state electronic circuitry,
an electronic ballast can be smaller and quieter than magnetic
ones. Electronic ballasts frequently employ switched-mode
power supply (SMPS) topology, initially rectifying the input
power and subsequently converting it into high-frequency AC.
Advanced electronic ballasts facilitate dimming through pulse-
width modulation (PWM) or by increasing the frequency.
Ballasts integrated with microcontrollers, known as digital
ballasts, often provide capabilities for remote control and
monitoring.

Fig. 29. Electrical Ballast of a Compact Fluorescent Lamp.

B. Plasma Antenna

The working principle of a plasma antenna including:

1) Ionization: When the electrical current or radio fre-
quency (RF) energy is applied, the gas (such as argon, neon,
or xenon) in the tube or chamber will ionize and turn into
plasma. During the ionization, the gas atoms lose electrons
and become charged particles.

2) Plasma formation: The ionized gas forms a conductive
plasma that can carry electrical currents. This conductive
plasma can interact with electromagnetic waves just like a
metal antenna.

3) Signal transmission and reception: The plasma antenna
transmits and receives signals by the plasma’s conductive
properties. When transmitting, the electrical signals cause
the plasma to emit electromagnetic waves. When receiving,
the plasma captures electromagnetic waves, which are then
converted back into electrical signals.

4) Dynamic reconfiguration: One of the key advantages of
plasma antennas is their ability to be dynamically reconfigured.
By adjusting the ionization level, the shape, size, and con-
ductivity of the plasma can be changed, allowing the antenna
to operate on different frequencies and modify its radiation
pattern in real-time.

5) On/Off capability: Plasma antennas can be turned on
or off by ionizing or de-ionizing the gas, providing a unique
stealth capability. When the gas is not ionized, the antenna is
invisible to electronic detection.

The plasma frequency in a vacuum depends on the free
electron density of the plasma, and can be expressed as
Equation (3):

ωp =

√
nee2

ε0me
, (3)

where ωp is the plasma frequency (angular frequency), ne is
the electron density, e is the electron charge, ε0 is the vacuum
permittivity, and me is the electron mass.

C. The Customized Coupler

As shown in Fig. 30, the customized 220V coupler mainly
includes an amplification stage and a coupler stage.

Fig. 30. The schematic diagram of the customized 220V coupler.

D. DC Battery Injection

Most fluorescent lamps are AC-powered, with a few sce-
narios using DC power, such as photovoltaic systems that
generate electricity that is stored in batteries that then power
the fluorescent lamps DC, or mobile fluorescent lamps in
emergency scenarios that use DC batteries to power the lamps.
To verify that LightAntenna can also inject signals into a
DC power source (e.g., a battery) and control the fluorescent
lamps to generate EMI, we implemented an EMI test for
DC fluorescent lamps with the experimental setup shown in
Fig. 31. The result shows that using a maliciously modified
battery pack to inject a signal into a DC fluorescent lamp can
also achieve a similar effect to that of an AC fluorescent lamp.
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Fig. 31. The experiment setup of the EMI test on DC-powered fluorescent
lamps.

E. Power Line Carrier Communication

Power line carrier communication (PLCC) involves trans-
mitting data over electrical power lines using high-frequency
carrier signals. Let Ac be the carrier amplitude, ϕ be the phase
offset and m(t) represent the message signal. The carrier signal
s(t) can be represented as:

s(t) = Ac cos(2πfct+ ϕ) ·m(t)

PLCC employs modulation techniques like Amplitude Shift
Keying (ASK), Frequency Shift Keying (FSK), or Phase Shift
Keying (PSK) to encode data onto the carrier wave. These
methods vary the carrier’s characteristics based on the data
to be transmitted, allowing for efficient use of the power line
channel.

The transmission characteristics are influenced by the elec-
trical properties of the power line, which can be modeled using
transmission line theory. The telegrapher’s equations describe
the propagation of signals along the power line, accounting
for impedance Z, propagation constant γ, and characteristic
impedance Z0. For a lossy transmission line, these equations
are:

V (z) = V +e−γz + V −eγz

I(z) =
V +

Z0
e−γz − V −

Z0
eγz

where:

• V (z) and I(z) are the voltage and current along the
transmission line,

• V + and V − are the forward and backward traveling
voltage waves,

• γ = α+ jβ is the propagation constant with attenua-
tion constant α and phase constant β.

The performance of PLCC systems also considers factors
like signal attenuation due to line losses and noise interference,
impacting the reliability and data rate achievable over the
power line channel.

F. Wireless Injection Method

If the attacker cannot find a power port such as an outlet
to inject the attack signal, then he can inject the attack signal
directly into the power line through the wireless injection
probe, as shown in Fig. 32.
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(a) The wireless in-
jection probe.
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(b) The principle of the wire-
less injection.

Fig. 32. The wireless injection method.

G. Parameters of Antennas

We have summarised the detailed parameters of the eight
antennas tested, as shown in Table II.

TABLE II. THE PARAMETERS OF 8 CONVENTIONAL METAL
ANTENNAS.

No. Name Frequency
range (MHz)

Voltage standing
wave ratio ≤

Input
Impedance (Ω)

Gain
(dBi)

1 UWB Antenna 3900∼ 10500 2 50 7

2 Magnetic Field Probe 0.009∼ 6000 1.5 50 -

3 Rubber Rod Antenna 868, 915 1.5 50 15

4 Suction Cup Antenna 470 1.5 50 6

5 Directional Antenna 1 0.05 ∼ 6500 2 50 7

6 Directional Antenna 2 0.05 ∼ 10500 2 50 7

7 Directional Antenna 3 698 ∼ 4900 1.5 50 12

8 Yagi Antenna 700 ∼ 800 1.5 50 10

H. A Possible Threat Scenario

Despite the fact that the effective attack range of
LightAntenna is only a few tens of centimeters, it is still
possible to get close to the target sensors in some scenarios
due to the stealthy nature of the lamps in comparison to
traditional antennas. For example, in a baby thermostat in a
hospital, a fluorescent lamp can come into close contact with
temperature sensor, humidity sensor and oxygen concentration
sensor, as shown in Fig. 33 (from [52]), which can cause
serious consequences.

Fig. 33. A possible threat scenario in hospital. There are temperature
sensor, humidity sensor, and oxygen concentration sensor in the vicinity of
the fluorescent lamp.

I. Avoidance of Conductive Cross-talk

To prevent the attack signal from interfering with the
test-bed device, we use a fifth-order low-pass filter to block
the attack signal from entering the power grid, and even if
there may be a small amount of leakage, we use an isolation
transformer on the power supply side of the test-bed device to
filter the block again, as shown in Fig. 34.
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TABLE III. COMPARISON OF EXISTING IEMI WORKS WITH LIGHTANTENNA .

Work Attack Target Attack Parameters Attack Effect
Victim Signal

Type Frequency (MHz) Power (W) Distance (m)

[26] Microphone Analog 826 10 1 ∼ 2 Voice Command Injection
[62] Microphone Analog 8000 ∼ 16000 2.5 2.5 Voice Command Injection
[50] Magnetic sensor Digital 0.0005 / / Spoof wheel speed sensor
[47] Embedded system Digital 170 ∼ 320 1.8 10 Manipulated analog and digital signals
[57] Temperature sensor Analog 810 ∼ 950 3 3 Manipulate temperature sensors
[36] Touchscreen Digital 0.06 ∼ 0.09 6 0.02 Manipulate touchscreen
[58] Touchscreen Digital 46 ∼ 86 / 0.04 Manipulate touchscreen
[49] Touchscreen Digital 0.14 / 0.7 ∼ 2 Manipulate touchscreen
[24] CCD image sensor Digital 190 0.1 0.3 Manipulate CCD image sensor
[19] Camera signal line Digital 1000 / 0.3 Manipulate camera signal transmission
[39] Smart lock Digital 0.5 / 0.05 Unlock the smart lock
[61] UART serial Digital 15.36 / 0.05 UART signal bit flip
[10] Servo Digital 8 ∼ 140 20 0.5 DoS & Control servo

LightAntenna Different sensors Analog 700 ∼ 1500 12.6 20 (With power line) Sensor manipulation & Voice injection

Isolation 
transformer

Low-pass
filter

(a) Signal injection side.

Isolation 
transformer

Low-pass
filter

(b) Device power supply side.

Fig. 34. The Blocking measures for unwanted conductive cross-talk.

J. Comparison with Existing IEMI Works

Here we give a detailed comparison of some existing IEMI
works with LightAntenna, as shown in Table III.
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