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Abstract: In October 2023, the U.S. National Science Foundation (NSF) funded the Security and Privacy
Heterogeneous Environment for Reproducible Experimentation (SPHERE) project via its mid-scale
research infrastructure program. SPHERE is a four-year long construction project to build a modern,
versatile, and usable common research infrastructure to support cybersecurity and privacy research and
education. Led by USC Information Sciences Institute (PIs Jelena Mirkovic and Brian Kocoloski) and
Northeastern University (PI David Choffnes), SPHERE aims to transform cybersecurity and privacy
research, enabling representative, sophisticated, and reproducible experimentation that allows researchers
to build on the work of their peers, thus supercharging scientific progress. The infrastructure is partially
complete and already in operation for beta users.

SPHERE also aims to provide usable infrastructure for various classes of users in cybersecurity and
privacy areas: both novice and expert researchers, educators and students, investigators running human
user studies, and artifact evaluation committees. SPHERE will further enable unprecedented access to
hardware and software that is crucial to emerging cybersecurity and privacy fields, such as confidential
computing, cyber-physical system security, [oT security and privacy, secure federated learning, etc.

In this article, we describe motivation and need for SPHERE (Section 1), overall architecture, components
and services (Section 2), and current status (Section 3). We also explain how using a common research
infrastructure helps researchers and educators (Section 4) and enables faster research progress in the
entire community. SPHERE is currently open for beta users at https://sphere-testbed.net. Our project page
at https://sphere-project.net provides up-to-date information about the project, describes opportunities for
collaboration, and outlines plans for the future developments.
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Societal Need Research Need

Research progress in cybersecurity and privacy is of critical
national importance, to ensure safety of U.S. people,
infrastructure and data.

The cybersecurity and privacy research community needs a common, rich,
representative research infrastructure, which meets the needs across all members of
the community, and facilitates reproducible science.

SPHERE Architecture and Capabilities
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Current Status

Collaborate with Us

» Completed first of Dev Available for
four vears Started Use
¢ Graduate Students and Faculty Researchers . Startsc,: d development SPHERE Infrastructure  Oct2023  Mar 2024
o Use SPHERE to conduct new innovative research P General purpose nodes  May 2024 Oct 2025 * 0ld nodes available
of general-purpose and now
o Take our anonymous survey to share your research needs I6T encl 6PUnodes Nov2024 | Apr2025
oT enclaves
* Student Interns .S Al CPS nodes Nov2024  Aug 2025
. N ome general-purpose
o Apply for a summer internship with the SPHERE teams at USC-ISI or NEU p) & bl 1:; E . Embedded OMPYE pay 2025 Jan 2026
nodes available to beta nodes
¢ Other Research Infrastructure

n ) users IoT nodes Oct 2023 Aug 2025
:’I‘Mer}g‘e your resources with the SPHERE infrastructure « Started design for Pogrammabienodes  Sep2025 Moraozs | ICEelableal
* Teachers
. : . . : THE SPHE embedded, CPS
o Use SPHERE's educational modules, including homework assignments, for TAK:J:TJFR??;FRF ’ >
d d und d 1 d for K-12 stud 4 CTF o FCURITY programmable, and GPU enclaves
graduate and undergraduate classes, demos for students, any s EXPERIMENTATION ; )
« Government PMs SURVEY https://bit.ly/ « Control infrastructure and MAN, JUP, and EDU portals running
SPHERE-Needs-Survey « Pilot implementation of AEC portal, used for part of NDSS
o Use SPHERE (or other Merge testbeds) to support your research programs « Transitioned DeterLab
. . 7 ransitioned DeterLab users
¢ Artifact Evaluation Committees
o Authors can package and share their artifacts on SPHERE and reviewers can

evaluate artifact in a common environment Sit us at httpS ://S 1ere—pr

USC Viterbi m%m K:Soﬁmou Northeastern University UNIVERSITY

IENCES Khoury College of Computer Sciences OF UTAH"®

School of Engineering

INSTITUTE




