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Abstract—COSPAS-SARSAT is a satellite radio location system
for aviation, maritime, and land travellers designed to aid search
and rescue (SAR) services in distress. This system effectively
detects, processes, and relays distress signals, facilitating prompt
responses from SAR services. However, COSPAS-SARSAT 406
MHz protocols, both from an architectural and implementation
point of view, exhibit fundamental cybersecurity weaknesses that
make them an easy target for potential attackers. The two
fundamental flaws of these protocols are the lack of digital
signatures (i.e., integrity and authenticity) and encryption (i.e.,
confidentiality and privacy). The risks associated with these and
other weaknesses have been repeatedly demonstrated by ethical
cybersecurity researchers.

In this paper, we first present an overview of the insecure
design of COSPAS-SARSAT messaging protocols. Subsequently,
we propose a lightweight ECDSA message integrity and authen-
ticity scheme that works seamlessly for COSPAS-SARSAT 406
MHz protocols. We propose that the scheme can be added as a
backward-compatible software-only upgrade to existing systems
without requiring expensive architectural redesign, upgrades, and
retrofitting. The preliminary implementation, tests, and results
from the lab show that our scheme is effective and efficient
in adding message authenticity and integrity and represents a
promising applied research direction for a low-cost, potentially
backward-compatible upgrade for already deployed and opera-
tional systems.

I. INTRODUCTION

The exponential increase in digitalization and ground-
breaking technological advances in most fields and verticals
of human lives has brought both advantages (e.g., real-time
and broadband connectivity) and novel challenges (e.g., cy-
bersecurity attacks and resilience) to critical domains, such
as space, aviation, maritime, and SAR [1l], [2], [3], [4], [5].
Space technology is an essential backbone for supporting
services that shape daily life, providing a wide range of vital
services such as Internet connectivity, media broadcasts, Earth
observation data, and global positioning services. Space tech-
nology’s importance is expected to increase in the future [6].
As the demand for space assets increases, cybersecurity threats
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also increase. Satellite communication is subjected to diverse
cyber-attacks, including eavesdropping, signal injection, and
signal spoofing, all of which have the potential to lead to
system failures [7]], [8]. Several security measures have been
proposed to overcome these cybersecurity threats to satellite
communication [9], [10], [IL1]], [12].

Space systems play a crucial role in the Search and Rescue
SAR domain, with the COSPAS-SARSAT 406 MHz distress
beacon serving as a notable example. This system utilizes
the Satellite Aided Tracking System (SARSAT), which can
be activated during emergencies [13l], [[L14]], [LS]. This distress
beacon alerts the SAR network designed to act on these alerts
and dispatches appropriate rescue services. COSPAS-SARSAT
is classified into three types of beacons: personal locator
beacon (PLB) [16], emergency locator transmitter (ELT) [17],
and emergency position indicating radio beacon (EPIRB)
[18]]. ELTs serve aviation, EPIRBs work in maritime, and
PLBs assist in personal uses, and all transmit distress signals
during emergencies. These beacons send a 406 MHz digital
distress signal containing a unique 15-digit identifier, and the
SAR rescue center receives these signals from the COSPAS-
SARSAT satellite. Distress signals are decoded to obtain the
serial number, location, type of distress, and other data. The
COSPAS-SARSAT 406 MHz protocols are inherently insecure
and lack confidentiality, message authentication, and data
integrity, making them vulnerable to various types of attacks,
such as eavesdropping, spoofing, and replay attacks [19].

Compared to aviation (ADS-B) [20] and maritime (AILS)
domains [21], to the best of our knowledge, within the
COSPAS and SAR field no studies before SpaceSec24 have
proactively proposed security schemes to enhance the mes-
sage authenticity, integrity, and confidentiality of COSPAS-
SARSAT protocols. In this paper, we propose a generic and
potentially extensible approach that adds cryptographically
strong message authenticity and integrity to the COSPAS-
SARSAT message communication. The signed messages are
seamlessly transmitted in follow-up messages without modi-
fying the existing COSPAS-SARSAT protocols. The proposed
scheme aims in principle to be backward-compatible and
requires no hardware changes or modifications to the existing
protocols and transponders, making it potentially suitable for
real-world deployment using software-only upgrades.



The main contributions of this work are as follows:

1) We propose a software-only approach to adding strong
cryptographic support for message integrity, authentica-
tion, and anti-replay to existing non-‘‘secure by default”
COSPAS-SARSAT communications.

2) We propose and demonstrate the (quasi-)ﬁrsﬂ message
authenticity, data integrity and anti-replay scheme for
COSPAS-SARSAT 406 MHz protocols.

3) We provide a security analysis of the proposed scheme,
which aims to ensure that the proposed scheme is secured
under a well-defined security threat model.

4) We demonstrate and evaluate our approach through a small-
scale implementation and simulatimﬂ and discuss some
key takeaways for future research and applications. To
allow further community improvements and evaluations,
we open source our implementation: https://github.com/
Ahsan8/dump406
The rest of the paper is organised as follows. We present the

main related works in section [[I} In section we present the

relevant background knowledge, system models, and security
goals. We further detail our proposed authentication scheme
and experimental setup in section In section [IV-C| we
present a high-level security analysis model for the scheme.

We present an evaluation and results of the proposed scheme in

section [Vl We follow this with short a discussion in section [Vl

Finally, we conclude the paper with section

II. RELATED WORK

This section summarizes the schemes previously proposed
for satellite communication security and SAR applications.

Recently, Costin et al. [19] implemented and demonstrated
the first attacks on COSPAS-SARSAT 406 MHz protocols.
Specifically, they showed that replay, spoofing, and subsequent
protocol and application level fuzzing could be launched on
these protocols. This study also identifies security weaknesses
and possible solutions for enhancing the security of COSPAS-
SARSAT. Therefore, securing communication at the protocol
level is imperative to ensure the safe and secure operation
of the entire COSPAS-SARSAT ecosystem. To counter the
attacks outlined by Costin et al. [[19]], besides our present paper,
Khandker et al. [22] also proposed a message authentication,
integrity, and anti-replay scheme. The key difference to our
present work is that the authors used a message authentication
code (MAC) approach using a “shared secret key”, which is the
same across all communication nodes. Their approach slightly
minimizes the overall communication overhead but suffers
from the challenges of “shared secret key” approaches, namely,
the high risk of leaking the key intentionally or unintention-
ally, the revocation of keys, and the subsequent reissue and
reprogramming of new keys. Moreover, our public—private key
approach makes it possible to selectively reject messages from
transmitters with compromised keys or suspicious activity
based on their private key identifiers.

'During SpaceSec24 proceedings, it was revealed that Khandker et al. [22]
tackled the same problem with an alternative cryptographic approach.
Zhttps://youtu.be/_OlcvkEJylw

Yue et al. [23] showed that both passive security attacks,
such as eavesdropping, satellite transponder stealing, and
privacy disclosure attacks, and active security attacks, such as
spoofing, denial of service (DoS), message modification, and
jamming attacks are possible in LEO satellite communication
systems (SCSs). Yuqi et al. [24] investigated public walkie-
talkie interferences with the COSPAS-SARSAT. In China,
showing that public walkie-talkies interfere with the MEO
uplink of the COSPAS-SARSAT. Pedersen et al. [25] exam-
ined potential security issues in GEO satellite communica-
tions. They performed a risk analysis of communication data
collected from satellites based on NIST SP 800-30 [26]]. The
risk assessment revealed 15 threat actors that can lead to var-
ious security issues in satellite communication. The analysis
showed that with a minimum hardware cost, it is relatively
easy to intercept satellite communications and obtain useful
information if the information is not protected or insecure
protocols are used. Jiang et al. [27]] investigated the security
issues in secure handoffs, key management, secure transmis-
sion control, and secure routing of space information networks.
Additionally, they analyzed key management challenges in
space information networks, categorizing them as centralized,
distributed, topology-based, and preconfigured. Manulis et
al. [28] analyzed previously identified security threats and
incidents involving satellites to assess the motivations of
attackers and the characteristics of adversarial threats. They
also provided an analysis of the New Space era, highlighting
key technologies and emerging security challenges that influ-
ence advancements and innovations in the space and satellite
industries. Pavur et al. [29] performed a security analysis
and identified previously unknown vulnerabilities in satellites
that impact the security and privacy of millions of customers.
They also identified the underlying reasons for these security
vulnerabilities. In their experiments, they demonstrated that
eavesdropping can be performed over satellite communication
using inexpensive hardware.

Some studies have analyzed cybersecurity in SAR opera-
tions. Stavrinos et al. [30]] evaluated the secure operation and
interoperability of unmanned underwater vehicles (UUVs) for
search, rescue, and military applications. Lechner et al. [31]
analyzed cybersecurity risks and attacks in critical infrastruc-
ture. They discussed security in a coordination center as a
case study to demonstrate the impact of cyber security in
SAR services. They provided preliminary work on semantic
modelling and simulation to help make critical decisions in
SAR and military operations while handling cybersecurity
and interpretability issues. Alpiste et al. [32] presented an
SAR case study in which they utilized an unmanned aerial
vehicle (UAV) and a smartphone with a machine-learning-
based object detection mechanism. The proposed model es-
tablishes secure communication between the UAV and the
smartphone and is currently in use by the Scotland Police
for SAR operations. Bernsmed et al. [33] presented a multi-
model maritime communication solution using an automatic
identification system (AIS) and very high-frequency data-
exchange systems (VDES). Their solution used the coordi-
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nation of SAR operations as an example and several means
of communication, such as different types of networks or
transmission technologies.

III. PRELIMINARIES, MODELS AND GOALS

This section provides background knowledge and defines
our COSPAS-SARSAT model as well as the security goals of
the proposed scheme.

A. COSPAS-SARSAT Overview

COSPAS-SARSAT is a satellite-based system established
by the U.S., Russia, Canada, and France in 1979 for avi-
ation, marine, and land travellers that detects and locates
distress/emergency beacons to support SAR services [34],
[35]. During an emergency, the COSPAS-SARSAT beacon is
triggered and starts transmitting a 406 MHz distress signal.
The COSPAS-SARSAT 406 MHz beacons remain inactive
until activated during an emergency or under certain conditions
by the user. In maritime cases, for example, all EPIRB beacons
float and send out a continuous distress signal for a minimum
of 48 hours.

Fig. (1] depicts the typical model of COSPAS-SARSAT 406
MHz operation. Distress signals transmitted at 406 MHz are
detected by satellites in the COSPAS-SARSAT network. The
COSPAS-SARSAT then passes this information to the mission
control center (MCC), which receives and decodes the incom-
ing distress signals, obtains information (e.g., identification,
position, country, type of emergency), and then forwards alerts
to designated SAR points (e.g., rescue control center, or RCC)
as well as other MCCs. The COSPAS-SARSAT system inte-
grates the following three types of satellites: The Low-Altitude
Earth Orbit Search and Rescue (LEOSAR) legacy system
whose first payload was deployed in 1982; The Geostationary
Earth Orbit Search and Rescue (GEOSAR) system, whose first
payload was deployed in the mid-late 90s; Medium-Altitude
Earth Orbit Search and Rescue (MEOSAR) system, the first
payload (Galileo) of which was deployed in 2012 [36], [37],
[38]. More than 50 MEOSAR payloads are operational on
the Galileo, GPS, GLONASS, and BEIDOU satellites, which
reduces the time required to deliver distress alerts and positions
and also allows better tracking of moving beacons [39].
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Figure 1: Very simplified COSPAS-SARSAT architecture
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COSPAS-SARSAT uplink (Earth-to-space) operates on the
406-406.1 MHz frequency band and has a low baud rate of

400 bps, each message taking around 500ms to transmit [40].
COSPAS-SARSAT supports two types of messages: a short
message of 112 bits and a long message of 144 bits, which
are divided into various bit fields [40].

B. Elliptic Curve-based Digital Signature Algorithm (ECDSA)

The Elliptic Curve Digital Signature Algorithm (ECDSA)
is a public key cryptography (PKC) algorithm that uses keys
derived from an elliptic curve. ECDSA is based on the elliptic
curve discrete logarithm problem (ECDLP). It has a short
key and signature size. For example, an ECDSA 256-bit key
signature provides equivalent security strength as an RSA
3072-bit key signature [41]. ECDSA operations at a very
high level involving three main primitives, namely: key-pair
generation, signature generation, and signature verification.
Fundamental operations of these primitives are outlined in

Appendix [A]

C. Adversary and Threat Models

Below, we define the adversary capabilities and threat model
of the proposed scheme and enumerate the security threats
against the COSPAS-SARSAT 406 MHz protocols.

1) Message Modification. An adversary can use existing
COSPAS-SARSAT 406 messages and modify their con-
tents, resulting in message-spoofing attacks that transmit
modified messages that appear authentic. Location spoof-
ing can be an example of a message-modification attack
in which the position data are intentionally altered. The
absence of security measures poses a challenge for the
COSPAS-SARSAT receivers (e.g., MCC, other nodes) in
distinguishing between spoofed and genuine messages.

2) Message Injection. An adversary can falsify distress sig-
nals by replicating the COSPAS-SARSAT 406 message
format and transmit them using inexpensive off-the-shelf
transmitters (e.g., software-defined radios, or SDRs, such
as HackRF), deceiving a legitimate receiver into accepting
them as genuine. This would then cause fake distress
signals to appear and give rise to what is known as a ghost
injection attack. The reception and processing of these
COSPAS-SARSAT 406 ghost distress signals may consume
the resources of the MCC, and RCC, and influence whole
rescue-chain decision-making.

3) Replay Attacks. In a replay attack, an adversary can
intercept COSPAS-SARSAT 406 signals, record them, and
subsequently retransmit the same messages and their cor-
responding signatures at a later time. This leads to various
security risks, as it may result in the display of misleading
and outdated information to the receiver (e.g., MCC).



In our model, the main goal of the attacker is to spoof
legitimate (registered) targets by faking their identification and
distress signals. The attacker also uses the real actual GPS
position where the attacking SDR transmitter is located (as
COSPAS-SARSAT uses radio frequency (RF) multilateration
for signal-emitting signal positioning, thus can detect fake GPS
position encoded in messages). The attacker aims to scale the
attack in certain target areas (e.g., NATO borders) with cheap
SDRs, static or on drones that can move at the attacker’s will.

It is worth noting that the attacker capabilities described
above are as realistic as possible, as demonstrated by numerous
researchers [1]], [3], [5], [42], [[19], and there are several rea-
sons for this. First, the protocols that we attempt to tackle are
broadcast over unbound RF ranges. Thus, anyone has access
to the communication. Second, the protocols are clear-text
protocols (i.e., enable eavesdropping) and lack cryptographic
means of message authentication and integrity (i.e., enable
malicious injections and replays). Third, the low cost and
accessibility of advanced SDRs enable great flexibility for their
users, including malicious adversaries.

In addition to the threats mentioned above, other threats
exist, such as eavesdropping, denial of service (DoS), and
jamming attacks against COSPAS-SARSAT or MCC. Because
we mainly focus on the authentication and integrity of the
COSPAS-SARSAT data exchange, these other types of attacks
are beyond the scope of this study, and protection against them
needs to be studied in future work.

D. Security and Non-Security Goals of the Scheme

Considering the adversary capabilities defined above, our
scheme aims to achieve the following security goals:

1) Message Authentication. Message authentication ensures
that the incoming message is from an authenticated source
and that the receiver can verify the source of the mes-
sage. Our proposed scheme efficiently ensures the source
authentication of the originating message. For example,
a legitimate receiver (i.e., non-compromised via firmware
attacks [43]) can verify whether the message received is
from a legitimate source/transmitter.

2) Message Integrity. Message integrity means that the re-
ceived data have not been modified while in transit, and
any modification must be detected on the receiver side. In
our scheme, the receiver detects any modifications in the
received message. For example, a receiver can verify if a
received message is tampered with or maliciously injected.

3) Prevention of Replay Attack. A replay attack is an
attack in which an attacker .o intercepts a message and
maliciously retransmits or delays it. The proposed scheme
prevents replay attacks by identifying and rejecting re-
played messages based on an embedded timestamp.
Moreover, we set some non-security goals for our scheme:

1) Backward Compatibility. The main goal of the proposed
scheme is to provide backward compatibility. First, this
means that scheme implementation should be possible via
software-only upgrades to the system, thus minimizing

costs and disruption risks. Second, this means that the
systems that were not upgraded would seamlessly discard
the “New type” of messages and function “as expected”
even in environments in which a mix of upgraded and non-
upgraded nodes exists. We aim to achieve this by using
“Spare Protocol” messages of COSPAS-SARSAT [40].

2) Single Generic Approach. Another goal of our scheme
is to provide a single implementation that can be easily
integrated into existing operational systems. For example,
we envision our scheme as a single third-party software
library plus minimal protocol-specific layers (e.g., extract
node identity from protocol-specific messages). A single
and minimal code-base is easier to audit and maintain, and
can be applied to other domains (e.g., ADS-B).

3) Minimum Communication Overhead. Our scheme relies
on sending digital signatures in follow-up messages, and
we aim to keep the length of signed data as minimal as
possible, which subsequently impacts the choice of digital
signature algorithms and their corresponding key lengths.
While increasing the key lengths is always an option in our
scheme and implementation, we chose a minimal ECDSA
key length in our current scheme that provides a sufficiently
strong security guarantee (e.g., according to NIST [44]).

IV. PROPOSED SOLUTION

In this section, we describe the proposed authentication
and integrity scheme for the COSPAS-SARSAT 406 MHz. To
simplify understanding, we use EPIRB devices and messages
as an example. However, the scheme is generically applicable
to all message types under COSPAS-SARSAT 406 MH:z
specifications [40]. The list of notations we have used in our
proposed scheme is provided in Table[l]

Table I: List of Notations

Symbol Definition
G Generator
k Random number
R Random point
o Adversary
privKey Private key of the sender
pubKey Public key of the sender
epirbm EPIRB type of COSPAS-SARSAT message
cospassarsatm, COSPAS-SARSAT message
Ts Timestamp from GPS/GNSS
1D Explicit ID of the sender
h Hash digest
o Signature

A. COSPAS-SARSAT Authentication

This section describes the source authentication and the in-
tegrity of COSPAS-SARSAT messages. The proposed scheme
consist of two algorithms: “signature generation and encap-
sulation” and “signature verification and de-encapsulation”.
There are two types of COSPAS-SARSAT 406 Mhz digital
messages: a short message type of 112-bit length and a



long message type of 144-bit length. Our proposed scheme
for authentication and integrity of a 406 Mhz message uses
an elliptic curve-based digital signature. In our scheme, to
maintain the openness of the 406 MHz digital messages, the
transmitter transmits signed messages in a follow-up “New
type” of message. The transmitter emits normal messages and
later sends the signature within follow-up long messages con-
taining Spare Protocol payloads. The Spare Protocol is coded
under “A2-B: Standard National, RLS and ELT(DT) Location
Protocols” as either 0000 or 0001 [40]. The Spare Protocol
contains the first 40 bits for synchronization, protocol, and
country identification (Fig. [2).

We consider the rest of the 104-bit space to be the message
field of the Spare Protocol to accommodate the signature
and other information required by our scheme. The minimal
signature size produced by the chosen ECDSA is 512 bits, and
further concatenation of the timestamp of 64 bits and ID of
30 bits, making the total signature message 606 bits. In short,
the timestamp is needed for replay detection and prevention
(see Section [[V-B]), while the ID is used for node identity and
private/public key pair authentication (see Section [[V-B).

However, a 606-bit message cannot be accommodated in the
104-bit message field of the Spare Protocol. To overcome this
message size limitation, we have added a feature in our Spare
Protocol implementation to recognize and use a message-
chaining mechanismE] Therefore, we propose and implement
a chaining mechanism of 104 bits for the message field of the
Spare Protocol to transmit a signed message in a follow-up
message from the transmitter to the receiver.

Given that the signed message takes 606 bits, in prac-
tice, it requires six-chained COSPAS-SARSAT Spare Protocol
messages to transmit the digital signature of one standard
COSPAS-SARSAT message. COSPAS-SARSAT distress mes-
sages are generally event based, as they are sent only when the
emergency occurs, which means that the 406 MHz RF channel
is generally not congested (see also Section [VI-A)). Therefore,
a 6x—7x message count increase (as required for a digital
signature) should, most likely, not pose a challenge to the
channel bandwidth and capacity while adding a strong “signal
trustworthiness” factor. Thus, in our opinion, the tradeoff of
packet increase (and temporary bandwidth impact) is well
justified in this case.

1) Signature Generation/Encapsulation EPIRB Example:

The first algorithm in the proposed scheme is signature
generation and encapsulation, as shown in Algorithm [I] An
EPIRB message (either long or short) can be signed and
encapsulated using this algorithm. First, it computes the GPS
timestamp 7, combine it with the EPIRB message, and then
it computes the hash digest h = hash(epirb,,||Ts) using the
hash function SH A — 256. The EPIRB device then computes
the signature of the hashed value h using privKey of the
ECDSA cryptographic algorithm. To prevent a replay attack,
the transmitter attaches the GPS timestamp 7 with signature

3Similar to the one available in the downlink format extended-length
message (DF24 ELM) of ADS-B [45].

o. Then, it encapsulates a signed message using a proposed
chaining mechanism with 104 bits into the Spare Protocol
and transmits a “New type” of message that is supposed to be
received and processed by legitimate receivers like MCC.

Algorithm 1 Signature Generation/Encapsulation — EPIRB
example

procedure

Input: EPIRB message epirb,,, SHA — 256

Output: Signature o = {r, s}, Encapsulated EPIRB

Compute/Obtain GPS timestamp 7T’

Calculate h = hash(epirb,,||Ts) using SHA — 256

Computes signature proof o = (privKey, h)

Concatenate signature, timestamp, ID o || T || 1D

Chaining concatenated signed message into 104-bits of an

available payload of EPIRB Spare Protocol

9: Transmits encapsulated EPIRB message to receivers (e.g.,
MCC)

10: end procedure

A R e

2) Signature Verification/De-encapsulation EPIRB Exam-
ple:

When a legitimate receiver (e.g., MCC) ingests a signed
message from the EPIRB source, it first de-encapsulates the
Spare Protocol message received. It then obtains the message
field containing the EPIRB-signed message concatenated with
the timestamp and identification, as shown in Algorithm 2] The
legitimate receiver combines the received timestamp 7 with
the earlier received EPIRB message and computes the hash
digest h = hash(epirby,||Ts) using SHA-256. Finally, the
receiver validates the signature o using pubK ey. Validation of
the signed message ensures that the received message is from
an authenticated source and that the integrity of the message
is preserved.

Algorithm 2 Signature Verification/De-encapsulation —
EPIRB example

1: procedure

2: Input: Encapsulated EPIRB, pubKey, Message epirb,,,
SHA — 256

3: Output: Authenticated data

4: De-encapsulate EPIRB message and get Signed message
o || T, || ID

5: Compute/Obtain GPS timestamp Tsrecv and validate T
is within Tsrecv tollerable range

6: Calculate h = hash(epirb,,||Ts) using SHA — 256

7: Signature validation using public-key (pubKey, h, o)

8: if Signature is Verified then

9: Keep received message: FULLY AUTHENTI-
CATED

10: else

11: Possibly tampered/replayed, warn user: UNVERI-
FIABLE

12: end if

13: end procedure
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Figure 2: Our proposed COSPAS-SARSAT 406 MHz authenticity and integrity scheme — EPIRB example

B. Assumptions, Constraints, Recommendations

For clarity, we briefly outline and discuss some assumptions,
limitations, and recommendations related to our scheme.

1y

2)

3)

4)

5)

Implicit Node Identity. Our scheme assumes that the
node identity (e.g., for public key loading, and other
PKI requests) is built into protocol-specific identification
field(s) of each addressed protocol, for example, the ID
field within COSPAS-SARSAT.

Explicit Node Identity. Nevertheless, our scheme and
implementation were designed to optionally allow, along
with the digital signature and the timestamp, the inclusion
of identification information, the ID field, into the ‘“New
type” of messages. This is a practical design choice
for protocols in which some (or all) message types do
not have an implicit node identification field. It is also
practical to decouple the node identification from the
public—private key pair, which may change several times
during the node lifetime. For example, this ID field could
be the prefix/suffix of the protocol’s implicit node identity
or the short key ID of the node’s key pair.

PKI Setup is Out of Scope. Our scheme assumes that the
PKI (e.g., key management) is already set up and readily
available within the COSPAS-SARSAT ecosystem.

Key Management is Out of Scope. We assume that
key management (i.e., generation, distribution, download,
revocation, reissue, extension, expiration) is available to
systems upgraded with our scheme. In other words, our
scheme shall be able to call external services (e.g., PKI,
key management) to at least request the public key of a
node based on its domain-specific identity (e.g., ID field
in COSPAS-SARSAT).

Compromise of PKI or Private Keys is Out of Scope.
Our scheme assumes that the underlying PKI and pri-
vate keys are safe and have not been compromised by
attackers. Should any of the private keys be compromised,

6)

7

8)

9)

they should be revoked using standard PKI means and
methods, and subsequent use of compromised private
keys should be detected by all receivers, assuming the
PKI is uncompromised and the use of PKI services is in
line with the latest cybersecurity recommendations.
Compromise of GPS and GNSS is Out of Scope. In
our scheme, we assume that GPS and GNSS are secure
and continue to provide their services as expected. Cyber
attacks capable of compromising these systems are out
of the scope of this study.

Jamming and Anti-jamming of SAR are Out of
Scope. In jamming, attackers create intentional low-
level interference to block communication by legiti-
mate nodes. Jamming/anti-jamming against COSPAS-
SARSAT, MCC, and other nodes is out of the scope of
this paper.

Cryptographic Computations. We assume that systems
upgraded with our scheme have cryptographic computa-
tional capabilities (i.e., signature generation and verifica-
tion) for beacon devices, the MCC, and other nodes of
the system. Such computations can be facilitated through
cryptographic modules (e.g., TPM), empowering beacon
devices and MCC to execute cryptographic operations.
Similar types of cryptographic modules for secure com-
putations have been proposed for IoT [46], [47].

Local Data Cache. Our scheme also assumes that up-
graded systems do not need to physically extend their
local data storage. However, one aim is to recommend
an upgraded system with additional (external) storage
for signed messages, valid certificates, and public keys.
While public keys and certificates can always be retrieved
in real time, this would require internet connectivity to
the PKI services and would introduce some time delay
in the verification process. A local cache can solve these
problems. The cache of the entire PKI is ideal but is
less practical and more costly. Therefore, the cache can



contain only the public keys and certificates that a node
is realistically expected to encounter during a route. As
a future extension, we will explore integrating storage
capability with the COSPAS-SARSAT system.

Replay Prevention. Our scheme assumes that a
timestamp-based check (e.g., GPS timestamp) is suffi-
cient to cover a good deal of replay attack attempts. While
secure random ‘“‘nonce”-based approaches (e.g., “nonce”
challenge-response [48]], predefined “nonce” sequences)
provide stronger security guarantees and better replay
protection, retrofitting strong-guarantee “nonce” support
into existing protocols with backward compatibility is
highly infeasible because of one-way broadcast COSPAS-
SARSAT scenarios. Therefore, as a practical tradeoff,
our scheme uses a timestamp-based check because the
time of send is easy to append to the “New type” of
messages carrying the signed message. For example, the
use of GPS timestamps against replay attacks has been
previously proposed in aviation ADS-B [49]. For further
replay prevention improvements, see Section
Bit-wise Errors in Raw Messages. Our scheme does
not guarantee full resistance to bit-wise errors intro-
duced through transmission—reception chains, the phys-
ical medium, or by malicious activity [3], [S], [42].
In theory, protocol-specific built-in error detection and
recovery should be able to recover the sent messages,
both the original message and the message containing the
digital signature of the original message. We leave this
nontrivial, comprehensive experimentation as a separate
future work.

Non-discard of Messages. It is highly suggested that
none of the messages, including those that fail signature
verification, should be discarded, provided that this is
balanced at runtime and the system has sufficient op-
erational storage. These suggestions are based on the
practical usability aspect of being able to later analyze
the actual unverified messages in more detail to build
a more robust system as well as devise improved attack
countermeasures in the future. From a user interface (UI)/
user experience (UX) perspective: successfully verified
messages could display a green checkmark, messages that
fail the timestamp-based checks or fail to load the public
key could display a yellow warning mark, and messages
that fail signature verification (on successful public key
load) could display a red error mark.

10)

1)

12)

It is worth noting that some of the core assumptions are com-
mon and realistic according to the literature, whereas many
security enhancement schemes exhibit similar limitations (e.g.,
not addressing PKI setup or key management in the scheme
itself).

C. Security Modelling and Analysis

Below, we theoretically explore and evaluate the security
strength of the proposed scheme based on our defined security
goals and properties.

Theorem 1. The legitimate receiver can detect false or tam-
pered data values injected by external attackers.

Proof. The transmitter computes the digital signature o of its
data using the private key privKey, encapsulates the signed
message in the Spare Protocol, and sends it to the receiver.
The receiver de-encapsulates the received signed message and
validates the signature using pubK ey of the sender. Successful
validation indicates that nobody tampered with the message.
The scheme is secure against false or tampered data injection.

O

Theorem 2. Source authentication of incoming data to prevent
ghost-injection attacks.

Proof. An elliptic curve-based digital signature is used to
authenticate the data source for each time slot. The sender
computes a digital signature o on its data using the private
key privK ey, attaches the current timestamp 7, and transmits
it to the legitimate receivers (e.g., MCC). Upon receiving a
signed message, the legitimate receiver de-encapsulates and
obtains the signed message from the message field, subse-
quently validating the signature by using the pubKey of the
sender. Successful validation of the signed message confirms
that the received data originate from an authenticated source,
thereby preventing the possibility of ghost-injected values by
an attacker. The scheme prevents ghost injection attacks. [

Theorem 3. Prevention of certain replay attacks.

Proof. GPS timestamps (assuming GPS is not compromised)
can be used as a form of forward-moving nonces [49]. Each
sender computes the current GPS timestamp 7Ty, attaches it
with the EPIRB message, and subsequently calculates the hash
digest h = hash(epirb,,||Ts) by using the SHA-256 hash
function. The transmitter then generates signature o, appends
timestamp 75 and broadcast a message to the legitimate re-
ceivers (e.g., MCC). Upon message reception, the receiver ex-
tracts 7 and computes the hash digest & = hash(epirb,,||Ts).
The receiver also computes/obtains its own GPS timestamp
Tsrecv to ensure and verify the “relative freshness” of the
T, (and its associated message therefore). If the difference
is larger than a set threshold, the received 75 message could
be flagged as stale and potentially replayed. This approach
avoids a more complex challenge-response nonce exchange
(which would not work easily in one-way broadcast COSPAS-
SARSAT scenarios) but allows a very small window of oppor-
tunity for highly sophisticated attackers that are able to capture
and replay a COSPAS-SARSAT message fast enough. Even if
such an attack is successful, its impact would be limited since
the duplication of messages will be limited and can also be
filtered out using additional “anomaly detection” methods.
Finally, the receiver performs signature validation using the
sender’s public key. In the event of successful validation, the
receiver retains the received message; otherwise, it discards it
(or flags it as potentially replayed). Therefore, the proposed
scheme effectively prevents certain replay attacks. O



V. IMPLEMENTATION EVALUATION AND RESULTS

This section presents the evaluation results for the proposed
COSPAS-SARSAT security enhancement scheme. We evalu-
ated our scheme in terms of signature generation, signature
verification, and overhead communication costs.

A. Computational Cost

We implemented our proposed scheme on a laptop operating
Ubuntu 22 equipped with a 12th Gen Core i5 processor
and 16GB of memory. The implementation leveraged Python-
based ecdsa [50] and hashlib [S1] cryptographic libraries. We
conducted ten runs for each evaluation to obtain the average
value in the experiment. The experiment involved measuring
the time required to generate and verify n signatures, with n
ranging from 1 to 1000. The signature generation cost for n
signatures for COSPAS-SARSAT (i.e., for EPIRB samples) is
depicted in Fig. [3a] (Appendix [B).

Similarly, we measured the time required to verify the n
signatures for COSPAS-SARSAT (i.e., for EPIRB samples).
The signing and verifying results show that the amount of time
required increases with the number of signatures. The results
of these experiments are presented in Fig. [3b] (Appendix [B).

B. Communication Cost

The proposed scheme’s communication cost is determined
by the number of bits transmitted in the authentication mes-
sages from the sender to the receiver. In our proposed scheme,
the signed message has a 512-bit signature o, 30-bit I D, and
64-bit timestamp 7. This results in a signature message of 606
bits, requiring six-chained messages to transmit the signature
of a single message. As illustrated in Fig. [3c|(Appendix [B)), the
communication overhead for the proposed scheme increases
with the increasing number n of signatures. However, more
evaluation and simulation would be required for multiple
transmitters considering various probabilistic and message-
collision models.

VI. DISCUSSION
A. COSPAS-SARSAT 406 MHz Link Bandwidth and Capacity

At the end of 2021, COSPAS-SARSAT estimated the 406
MHZ beacon population to be between 2 and 3 million [52].
Moreover, “From September 1982 to December 2021, the
Cospas-Sarsat System assisted in rescuing at least 57,413
persons in 17,663 SAR events” [52]. At the same time, a Euro-
pean Radiocommunications Committee (ERC) document from
1999 [53] reported 7,198 SAR alerts from 17 participants, with
a staggering 6,773 of them (94,1%) classified as SAR false
alerts. Due to missing descriptions of the methodologies in
both documents, it is unclear how “SAR events” [52] relate to
or are different from “SAR alerts” [[53] and whether they relate
to the actual EPIRB message count or not. Thus, a possible
future improvement would be to mandate a clear statistical
methodology and the provision of statistics like open data,
both globally and at country/center levels.

On the one hand, currently, it may be safe to assume that
the number of EPIRB messages/packets broadcast globally is

within the range of several tens of thousands per year, which
translates to a gross average of 30—100 messages/packets per
day globally (i.e., for a single given geographic area the
number of messages per day would be even lower). On the
other hand, according to COSPAS-SARSAT C/S T.001 [40],
[54], the messages are sent on the 406 MHz carrier at a baud
rate of 400 bps, and the total transmission time (including
unmodulated carrier) spans between 440-520 ms (+1%). This
translates to a total available bandwidth of about 160,000
perfectly non-interfering messages for a 24-hour span within
a single given geographic area covered by the beacon trans-
mission power (e.g., beacons emit at 37dBm +/-2dBm (5W)).
Given the limited 406 MHz bandwidth information so far, it is
safe to assume that for the foreseeable future, the bandwidth of
the 406 MHz channel is generally not congested, as opposed to
ADS-B [55] and AIS [56], [S7]. The uncongested nature of the
channel is an important and enabling aspect when additional
messages are required for the transmission of digital signatures
authenticating previous normal transmissions.

An important research aim to pursue in the immediate future
is to independently explore and measure the usage, capacity,
bandwidth, and congestion of the 406 MHz link, both from
a global augmented view as well as from local regional
perspectives.

B. Second Generation Beacons (SGB)

SGB leverages the MEOSAR space segment, enhancing
detection probability, location accuracy, and system capacity. It
employs a spread-spectrum modulation method that eliminates
the need for channelization [58]. Each transmission burst has
a longer message with more information, containing up to
202 message bits. SGB introduced the concept of rotating
message fields, allowing different transmission bursts to carry
different types of information. During a transmission burst, the
beacon transmits one of 16 types of rotating message fields.
Potentially in the future, 48-bit spare rotating fields can be
used for the authentication of SAR messages by incorporating
a signature or MAC inside these fields. We leave this as a
future exploratory work.

C. Improved Anti-replay with Challenge-response Nonces

Galileo’s return link service (RLS) and return link messages
(RLMs) introduce two-way communication into COSPAS-
SARSAT [359]. The intent of RLS/RLM is to provide the
beacon and its user(s) a notification (e.g., blue LED light)
that the COSPAS-SARSAT satellites and MCC received their
message and are processing it, thus providing psychological
assurance to the individuals affected by the distress situation.
The RLS/RLM provide several “free-form” fields that do not
have a strictly defined use.



RLS/RLM could potentially be used for two-way communi-
cation of challenge—-response nonces for enhanced anti-replay
protection. It could also help to optimize the usage of the
limited RLS/RLM packet size to serve multiple challenge-
response nonces—whether for multiple receivers or as a cache
of nonces for future use for a single receiver. This is a
promising research direction requiring further attention.

D. Jamming and Anti-jamming for COSPAS-SARSAT

Jamming and anti-jamming against COSPAS-SARSAT are
beyond the scope of this study. The jamming resistance of
COSPAS-SARSAT 406 MHz links could be improved natu-
rally by the large-scale deployment of SGBs, where the spread-
spectrum waveform is included in the specifications. More-
over, for researchers interested in investigating jamming/anti-
jamming aspects of SAR, the ITU protection criteria for
COSPAS-SARSAT 406 MHz can be a starting point, and we
leave this research direction as a future work extension [60].

VII. CONCLUSION

We proposed a lightweight message authenticity and in-
tegrity scheme for non-“secure by default” COSPAS-
SARSAT 406 MHz communications. The scheme is based on
public/private key ECDSA state-of-the-art standards. The pro-
posed scheme aims to retain the backward-compatibility and
open nature of COSPAS-SARSAT by transmitting signed mes-
sages in follow-up “New type” of messages (piggy-backing
on “Spare Protocol” availability in COSPAS-SARSAT) that
non-upgraded systems can safely discard. However, further in
vivo tests are required to confirm the backward compatibility
properties. To the best of our knowledge, this work proposes
and implements the (quasi-)first message authentication and
integrity scheme for COSPAS-SARSAT 406 MHz commu-
nications. The lab experiments and results demonstrate the
effectiveness of the proposed schemes in real-world scenar-
ios. Moreover, we present a lightweight security analysis to
demonstrate that our proposed scheme is secure under our
threat model and can prevent the aforementioned types of
attacks. Moreover, we identify and outline several research
directions that are useful and interesting to pursue in the
immediate future.
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APPENDIX

A. Overview of ECDSA Fundamentals

« Key-Pair Generation: Securely generate a Private Key as
a secure-random integer in the [0....n — 1] range. Then
calculate Public Key as pubKey = privKey x G.

« Signature Generation: Calculate hash of any message m
using a secure hash of the message (e.g., SHA — 256) as
h = hash (m). Then generate a random number & in the
range [1...n — 1], calculate random point R = k x G, and
take its x-coordinate » = R.x. Computes signature proof
s =kt x (h+rxprivKey) (modn) and returns signature
o={r,s}.

« Signature Verification: Calculate hash of message m,
as h = hash(m) using same secure hash algorithm

(e.g., SHA — 256). Then calculate modular inverse sl

G + (rxs1) x pubK ey and take its x-coordinate r’

X
T

! (modn) and recover random point R = (h x s1)

=R .

and then finally perform signature validation by comparing

r

==1T.
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B. Evaluation Results
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Figure 3: Evaluation Results
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