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Abstract—To facilitate the growing demand for a universal
means of digital identification across services, while preserving
user control and privacy, multiple digital identity implemen-
tations have emerged. From a technical perspective, many of
these rely on established concepts within cryptography, allowing
them to provide benefits in terms of security and privacy. Recent
legislation also promises broader recognition and acceptance of
digital identities, both in the digital world and beyond. However,
research into the usability, accessibility, and user understanding
of digital identities is rare. We argue that the development
of usable digital identity wallets is vital to the successful and
inclusive application of digital identities in society. In this vision
paper, we describe our research plans for obtaining a better
understanding of how to develop these usable digital identities
wallets.

I. INTRODUCTION

As modern society further digitalizes, the ability to identify
oneself digitally in a secure and private manner is essential.
Over the past decades, various forms of digital identities have
been developed to meet this need, serving purposes from
replacing physical identity documents to providing alterna-
tives to current online authentication methods. Digital identity
management models (§ II) have evolved alongside the internet
ecosystem, transitioning from centralized systems to federated
identities, and now advancing towards decentralized and self-
sovereign identities [1]. In this latest paradigm, user-facing
implementations are envisioned as digital identity wallets,
analogous to the physical wallets people use daily [2].

Identity wallets are apps designed not only to provide
decentralized identity management but also to enhance security
and privacy, addressing widespread issues such as identity
theft [3], [4]. Importantly, they aim at empowering users by
giving them control over their digital identities while offering
an easy-to-use experience [1]. Wallets are a major leap forward
in user-centric identity, currently being actively promoted and
developed by multiple initiatives and entities.

One of the largest identity wallet initiatives globally is the
recently proposed European Digital Identity Wallet (EUDIW)
[5], [6], which intends to give the more than 400 million EU

citizens access to a standardized digital identity for everyday
interactions by 2026. This will facilitate a universal identity
for authenticating to online services, sharing and signing doc-
uments, and accessing government services [7]. Pilots are cur-
rently exploring use cases involving digital driver’s licenses,
passports, social security access, bank account verification, and
more [8]. This trend extends globally, with initiatives such
as the United States’ integration of state IDs into Apple and
Google Wallet [9], [10], the UK’s government-backed digital
ID plans [11], and Australia’s Trust Exchange (TEx) platform
[12] through the myGov wallet [13]. These programs reflect
a global move towards digital identity wallets.

The concept of user-centric identities through wallet-
based interfaces is far from new, and previous large-scale
attempts—such as Microsoft CardSpace in the mid-2000s
[14]—failed to gain traction, with usability often cited as a pri-
mary barrier to success [1]. The workflows and technical skills
required for these systems were neither familiar nor accessible
to most users and developers. At that time, human-centered
security methods and user research were rarely applied in this
domain, and we still see limited research on the usability of
identity wallets today (§ III). Furthermore, moving control
(and potential burden) to users without proper interfaces
can fail to provide meaningful protection—offering only an
illusion of privacy, or “privacy theater” [15], [16]. Without a
practical, user-friendly implementation, current identity wallet
systems risk becoming overly complex, challenging secure
adoption [17]–[20], and ultimately facing the same fate as their
predecessors.

In this vision paper, we argue that for digital identity wallets
to succeed in their mission of providing a widely applicable,
usable, and accessible means of digital identification and
authentication, intensive user-research is required. Specifically,
we contend that previous solutions have been developed based
on developers’ assumptions of “user-friendliness” or “ease of
use”, but without considering the mental models of users with
regard to digital identity. Being such a loaded and ambiguous
term, our aim is to start from people’s understandings: What
does digital identity mean to people? What does it mean to
manage an identity digitally in 2025? Only from this starting
point can we assess if, and how, wallets can support users
effectively. In this paper, we outline a plan to contribute to this
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vision (§ IV), with the end goal of deriving a comprehensive
set of usability and accessibility guidelines for usable and
secure identity wallets.

II. BACKGROUND

A. Digital identity & digital identity management systems

What exactly constitutes a digital identity is often unclear.
There is no universal definition of a “digital identity” and
the term often lacks conceptual clarity, necessitating legal
and formal definitions [21]. However, what most definitions
have in common is their description of digital identity as
a set of attributes about a person that uniquely represent
them in a digital context or transaction. For instance, ENISA
defines digital identity as “a unique representation of a subject
engaged in an online transaction” and identity itself as “a set
of attributes related to an entity” [21], while NIST describes
it as “an attribute or set of attributes that uniquely describes
a subject within a given context” [22]. In this paper, we adopt
this general understanding of digital identity as a collection
of attributes used to identify or authenticate an individual in
a digital environment.

Digital identities are managed using identity management
systems: programs or frameworks that facilitate the collection,
authentication, or use of identity and information linked to
identity [23]. In its most simple form, identity management
systems are run by organizations for their respective service(s)
in a model referred to as centralized identity management. In
this model, a single entity (e.g., a company or government
organization) is responsible for managing and storing users’
digital identities and authentication credentials. Advantages
of this model include its simplicity and comparative ease of
implementation. However, since identities are tied to a singular
service, this requires users creating and managing identities for
every service they use. Furthermore, when authentication for
such services rely on mechanisms with known usability issues,
such as passwords [24], these issues are compounded by the
need to authenticate for every service used.

Federated identity management enables the use of an iden-
tity across multiple systems. This is possible by separating
roles, with the Identity Provider (IdP) handling authentica-
tion and identity verification, and Service Providers (SPs)
granting access to services based on IdP-issued credentials.
Federated identity can be implemented using a variety of
technologies, including notably SAML (Security Assertion
Markup Language), OAuth [25], and OpenID [26]. Promi-
nent examples of a federated identity management model are
single sign-on (SSO) identity providers such as Google [27],
Apple [28], and Facebook/Meta [29], which enable the use
of Google/Apple/Facebook accounts for logging into different
services such as websites and applications (aka “social login”).
While perhaps more convenient to the user, this approach
also comes with various security and privacy issues, as it
is mostly implemented as IdP-centric. Current deployments
enable increased user profiling by IdPs [30] and create a single
point of failure that increases the impact of compromised login

credentials [31], [32]. Additionally, since there is no universal
IdP, the issue of having to log in to multiple IdPs remains.

Ideally, users should have the ability to control and oversee
which information about their identity is shared with (and
across) services. This concept, referred to as user-centric
identity [31], [33], was first introduced as an improvement
to federated identity management systems [1].

A further step towards increased control and privacy is
through the model of decentralized identity. In contrast to
federated identity management, there is no reliance on a
central party to provide and manage verifiable identities in
this model. Instead, technologies such as blockchain and
distributed ledgers can be used to achieve verifiability without
a central party [1], enabling the creation of Self-Sovereign
Identities (SSI) [34].

B. The modern identity wallet
As identity models evolve towards a user-centric approach,

the digital identity wallet emerges as a concept applicable
to both fully and partially decentralized architectures. While
there is no singular definition, digital identity wallets are
commonly described as a collection of identity related data,
somewhat analogous to a physical wallet, possibly stored on
a device such as a smartphone [2]. In essence, this is like
having the IdP functionality under user control. For example,
in this paradigm, an identity issuing party (e.g., government
organization) can issue attributes to a user such as their name,
date of birth, or social security number. These attributes are
then collected and stored inside the user’s identity wallet. A
service, for example a website wanting to verify the user’s
name, can then ask for these attributes. A visualization of this
flow can be seen in Figure 1.

Fig. 1. Example flow for a digital identity wallet. The processes of requesting
identity attributes (1) and presenting identities to services (2) are independent
and mediated by the user through the wallet interface.

One of the main proposed advantages of digital identity
wallets is that of improved usability. By presenting identity
information in a more structural, familiar manner, users should
have less difficulty in understanding which identity informa-
tion is contained within their wallet, and what information
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they share with other parties, increasing control and resulting
in better privacy. However, these hypothetical usability and pri-
vacy improvements have not been proven in practice. Although
identity wallets are receiving increased attention (through
initiatives like the European Identity Wallet [5]), and are
intended for global adoption, they are not yet widely deployed.
We find important gaps in usability and accessibility research
that need to be addressed for their effective deployment.

III. RELATED WORK

A. On wallet usability

Research into the usability of digital identity wallets is
exceedingly rare. To our knowledge, Korir et al. [35] provide
the first study examining the usability of an identity wallet.
Through a user study of a prototype (decentralized) digital
identity wallet with 30 participants, their work uncovers mis-
understandings held by users about concepts such as digital
identifiers. They also reveal issues with their setup reliant on
QR-codes and multiple devices. Furthermore, they confirm the
dominance of paper/card-based means of identity verification
online, and issues that users have with such means (time
needed to obtain/replace documents, likelihood of oversharing,
etc.). This illustrates that digital identities indeed offer some
real-world advantages compared to the current system. How-
ever, participants had mixed perceptions of the decentralized
identity systems’ security. Hence, a proper user understanding
of the benefits and limitations is another point that should be
addressed by (future) digital identity wallets.

Misunderstandings of digital identities and adjacent con-
cepts can have a real impact on users security and privacy. In
a recent study, Last et al. [19] develop and evaluate a prototype
application for digitally signing documents using an identity
wallet, one of the use cases for the EUDIW. The authors
demonstrate that users’ misunderstandings in such identity-
based signatures can result in negative outcomes in terms of
security. Here, participants choose to trust a digital signature
based on a misunderstanding of the signature’s guarantees
and implications. This highlights the risk of identity wallets
becoming a security theater, i.e., something that gives users
the feeling of security without actually providing that (a
term originally coined by Schneier [36]). This also applies to
privacy [37], [38], where identity wallets could be (mis)used
to give users a misplaced sense of privacy.

Surveys in both the United States and Europe have shown
that users value their privacy and are concerned about the
level of control over their data [39]–[42]. However, users
also seem willing to sacrifice their privacy for relatively
small gains, a phenomenon dubbed the “privacy paradox”
[43], [44]. Teuschel et al. [45] present a study on designing
privacy-preserving user interfaces for SSI wallets, showing
users’ tendency to trade personal data for convenience or
other benefits. As the authors state, this could lead to a
situation where identity wallets lead to users sharing more
data than they would have without. This further highlights the
importance of designing user interfaces that make users aware

of the data being shared and the impact this may have on their
privacy.

Designing user interfaces for identity wallets requires a
trade-off between complexity and user understanding and
control. For example, users can be given full control over
what data is shared in each interaction (maximizing control),
or only be presented with the data requested and asked for
approval (maximizing simplicity). Presenting the user with
an overwhelming number of controls may also cause further
confusion, similar to the NASCAR problem seen in many SSO
login UIs [46].

One approach (also referred to by Last et al. [19] and
Teuschel et al. [45]) to getting users to adapt more secure
behavior is through security-enhancing friction, a concept
introduced by Distler et al. [47]. This involves moments
of negative UX to slow down users and nudge them into
making decisions better for security. Identity wallets could
apply security-enhancing friction to encourage decisions that
are better for security and privacy.

Current identity wallets (including pilots and prototypes)
are generally designed for mobile devices and desktop/laptop
computers. However, the emergence of new environments such
as Virtual Reality (VR) and Augmented Reality (AR) may
pose unique challenges for the adaptation of digital identity
wallets for such platforms. Unlike conventional input methods,
such as mouse/keyboard or touchscreen input, VR/AR may
rely on motion controllers or gestures. This necessitates user
interfaces that are intuitive and accessible for such platforms,
which requires adherence to both general heuristics [48], and
heuristics specific to VR/AR [49], [50]. If designed appropri-
ately, identity wallets may be a more suitable alternative for
identification and authentication in VR/AR than methods such
as passwords which work best with traditional input methods.

B. On wallet accessibility

The lack of (consideration for) accessibility in software
systems has been a long-standing problem, that has been
given considerable attention in research. Such accessibility
issues can stem from systems not providing a proper means
of interaction for individuals with physical or cognitive dis-
abilities, making such systems more difficult or impossible
to use. While some strides have been made in improving
usability for physical disabilities such as visual or auditory
impairment, for example in use of devices such as smartphones
[51], [52], these solutions are often far from perfect and aim
to mitigate usability issues instead of pushing for the design
of truly accessible technologies. Accessibility issues due to
cognitive impairments have received less attention, although
some accessibility tools [53] for cognitive impairments exist.
This trend can also be observed in research, where most work
focuses on visual impairments [54].

Although not assessing a digital identity wallet, but a crypto
wallet, Zhou et al. [55] provides one of the first and few
insights on the usability of such a wallet for those with
visual impairments. The authors stress the connection between
accessibility, usability, and security and the disproportionate
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impact that usability issues can have on users with a disability.
Wallets that are inaccessible leave blind users prone to security
misconceptions and vulnerabilities that stem from those mis-
conceptions. Their work aims to gather experiences of blind
users with current crypto wallets, and how such wallets can
be made more accessible to blind users. The authors make use
of user reviews and a usability study, and featured a redesign
of an existing wallet based on gained insights. The authors
find various accessibility issues in the existing wallet, such
as unlabeled UI elements (buttons, input fields, etc.), lack of
confirmations, and incompatibility with screen readers. Many
of these issues were resolved through following best practices
for accessible design, an approach that digital identity wallets
should also take for this same reason.

For digital identity wallets to be truly universal, they need
to be inclusive. Heath and Coles-Kemp [56] present a study of
digital identity use by marginalized and underserved communi-
ties in the United Kingdom. More specifically, they explore the
insecurities arising from pressure caused by digital exclusion
when accessing digital services. Their method involves a
thematic analysis of drawings made by researchers (referred to
as “visual thematic mapping” by the authors) in online focus
group settings. While the focus of their work is mostly on the
development and (further) application of their methodology,
they also identify worries concerning matters such as the
management of digital identities on behalf of others (e.g.,
younger family member for older family members), and the
sharing of identities among family members. This illustrates
the need to look at digital identities from other perspectives
than just the default use-case, and to consider ways in which
assistance can be given to those that need it.

As we continue to push towards further digitalization of
society, a growing number of individuals will be at risk of
not fully being able to participate in society because of a
lack of access certain technologies. This phenomenon is also
referred to as “digital exclusion”. Especially in many societies
that face aging populations (and thus an increased number of
individuals with age-related disabilities), lacking accessibility
of technologies vital to participation in society is likely to be
an ever more pressing issue.

IV. RESEARCH QUESTIONS AND EXPECTED
CONTRIBUTIONS

As previously mentioned, our goal is to help pave the
way for usable digital identities. Our research questions, and
our expected contributions, are detailed in this section. A
visualization of each research question, the methodology we
plan on applying, and the expected contributions, can be found
in figure 2.

A. (RQ1) How do users view and understand digital identi-
ties?

In order to design digital identity wallets that allow users to
understand the information contained within, the details and
consequences of the data shared during use, and the potential
benefits and limitations, we first need to understand the extent

Fig. 2. Visualization of research questions, methodology, and contributions.

to which users understand the concept of a digital identity.
Our aim is to look into user understanding and underlying
mental models [57] of both the concepts surrounding digital
identity wallets, and the implementations thereof (notably, that
of digital identity wallets such as those proposed as part of
the EUDI). This also includes examining the extent to which
the current concept of digital identity (as used by current
implementations of identity wallets) corresponds to that of
actual users. We also want to consider the social aspect of
digital identities: how does this work in social groups such as
families where identities (or at least credentials) need to be
shared, or where older or younger family members may need
assistance with managing their online identity.

In addition, our aim is to explore the current state of
acceptance within the general population for digital identities.
For example, what are potential users attitudes towards the
(further) deployment of such technologies in society? What
type of identity data is considered appropriate for storing,
sharing, etc., and in which contexts? In which situations do
users trust/distrust these technologies? Better understanding
the values, viewpoints, and potential worries when it comes
to digital identities may help create strategies to increase adop-
tion once these technologies become more widely available.

We plan on employing a mix of qualitative and quantitative
methods, and gathering data using surveys/questionnaires,
interviews, and focus groups. All three of these revolve
around gathering insights from different groups on the concept,
use, values, and concerns surrounding digital identity wallets.
Examples of such groups include general population users,
groups of users with various disabilities, and groups (at risk of)
facing digital exclusion. In regard to mental models, we plan
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on using semi-structured interviews combined with drawing
techniques similar to other work on mental models. In short,
participants will be asked to visualize concepts by means of
drawings. These drawings are then analyzed by the researchers
using, for example, thematic analysis or other qualitative
research methods.

Answering this research question would not only result in
some of the first research on user understanding of identity
wallets, but will also help us shape guidelines on how to
effectively communicate the process of storing, managing,
and sharing digital identity data. Identity wallets that more
effectively communicate the concepts, surrounding processes,
and implications of digital identities can then allow users to
make more informed decisions on (the sharing of) their digital
identity.

B. (RQ2) How can digital identity wallets be designed for
usability and accessibility?

Our second research question focuses on the design of
usable and accessible of digital identity wallets. RQ1 serves
as a basis for creating guidelines to design digital identity
wallets that users can understand, which will be extended
with research on usability in the form of prototyping and user
studies. Answering this research question starts by exploring
(existing) usability challenges in digital identity wallets, and
how these can be overcome through better user interface
design. Besides the design of the wallet itself, the interface
used by issuers of attributes (e.g., a government organization
issuing a name or date of birth), or services verifying attributes
(e.g., a service verifying one’s name and age) should be taken
into consideration. This requires performing users studies with
both the wallets themselves and such interfaces that facilitate
their usage.

For accessibility, we plan to follow a similar approach.
This again starts by exploring any accessibility challenges
for digital identities through prototyping and user studies. As
we have argued before, for a technology that is positioned
to take an ever more prominent role in society it is vital
that said technology is usable by all members of society.
Given the broad nature of accessibility, our focus will lie
mainly on the usability of hardware and software used in
digital identity wallets, for those with physical and cognitive
disabilities. Therefore, our goal is to include participants with
such disabilities, including (but not limited to) individuals
with visual impairments, disabilities that prevent typical use
of devices such as smartphones, and age-related cognitive
decline.

Prototypes will be developed using an iterative approach,
making use of expert reviews (e.g., in the form of heuristic
evaluations by external experts) and using participatory design
(e.g., in the form of co-design). By following this approach, we
are able to develop and validate our recommendations based
on real-world, practical findings. Unlike a solely theoretical
approach, this also allows us to optimize the process of
developing (applications for) a digital identity wallets using
our guidelines.

Our research will be among the first works to explore
the accessibility of digital identity wallets. While guidelines
for designing accessible software in general are not new,
guidelines specific to accessible digital identity wallets do not
yet exist. We expect a large portion of these guidelines for
software in general to also apply to digital identity wallets. Our
work combines existing guidelines with new, verified, insights
on the specific accessibility challenges for digital identities to
better address them.

V. CONCLUSION

In this vision paper, we introduced our research plans for
usable digital identity wallets. We detailed the history and
current state of digital identities and digital identity wallets,
and described their increase in prevalence due to various
regulations and initiatives across multiple regions. However,
we also noted the current lack of research into the usability
and accessibility of digital identity wallets. Usability and
accessibility issues arising from this gap may have negative
consequences for the security and privacy offered by identity
wallets. We’ve identified various usability and accessibility
challenges that digital identities need to overcome. Our re-
search aims not only to address these challenges, but also to
provide a path towards secure, usable, and truly user-centric
digital identity management. We believe such usable digital
identity wallets have the potential to solve many usability
issues surrounding current means of digital identity manage-
ment, and empower users to make better informed decisions
in regard to their digital identity.

Our contribution to this end consists of two parts. Firstly,
our research will be among the first studies into usability,
accessibility, and user understanding of digital identity wallets.
Secondly, by developing comprehensive guidelines for the
development of usable and accessible digital identities, we
will be providing a clear and practical path for developers of
digital identity wallets to ensure usability and accessibility.
Our objective is to make security, privacy, usability, and
accessibility integral parts of the development of identity
wallets. In addition, we aim to provide feedback based on
our work to relevant stakeholders.

With this vision paper, we hope to spark discussion with the
usable privacy and security community on the challenges we
have outlined, and the research we are proposing to better
address them. We invite others to share their insights and
perspectives, and look forward to the community’s feedback.
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